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Abstract
Objectives: Individuals hold biasesbelieve that negative events are less likely to happen to them than others – termed optimistic bias. The research aimed to explore: developmental differences in comparative optimism for online identity theft (Study 1) and the impact of previous experiences of identity theft and representativeness of comparator groups for such judgements (Study 2). 
Methods: Study 1 included 101 late adolescents, 226 emerging adults, and 147 adults. (and for Study 2 included 313 university students. In both studies participants provided judgements about the likelihood of experiencing online identity theft and in Study 2 experiences of identity theft, fear of identity theft, and representativeness. 
Results: Both studies provided evidence of optimistic bias; participants reported that they were less at risk of experiencing online identity theft than others. There was no effect of age (Study 1)), and judgements were not accounted for by the targets’ representativeness of the comparator groups (Study 2). Fear of identity theft mediated the relationship between previous experiences of identity theft and perceptions of risk for the self (Study 2). 
Discussion: The findings contribute to our understanding of how online risks are perceived and have implications for online safety messages.
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Identity theft refers to the theft of personal information such as an individual’s name, date of birth, or credit card details (Hoar, 2001) which are is then potentially used to purchase goods or services (Anderson et al., 2008). While the opportunity for identity theft arises when individuals share or make their personal information available, targets of identity theft may not become aware that their personal information has been stolen until they try to take out a loan (Hoar, 2001). Although identity theft is not a new phenomenon, information and communication technology has afforded new opportunities associated withfor identity theft (Anderson et al., 2008). For example, information and communication technology may increase the risk of identity theft occurring (Holt & Turner, 2012) and increase the potential scale of identity theft (Roberts et al., 2013) incurring costs to consumers and businesses (Lai et al., 2012).  
Experiencing identity theft can impact an individual’s physical and mental health meaning that identity theft is regarded as a public health issue (Burnes et al., 2020). Moreover, research reports an association between experiencing identity theft and elevated levels of depression and subsequent poor health (Golladay & Holtfreter, 2017). A range of behavioural risk and protective factors associated with the likelihood of experiencing online identity theft have been identified. For example, behaviours such as engaging in more online shopping activities increase the risk of online identity theft (Burnes et al., 2020). Conversely, not using credit cards online and avoiding risky content is likely to reduce the risk of experiencing online identity theft (Guedes et al., 2022). Holt and Turner (2012) argue that awareness raising campaigns could provide one mechanism to reduce identity theft. However, the effectiveness of such awareness raising campaigns depends on the extent to which the target audience engage with the campaign materials and believe that the campaign message is directly relevant to them (Nævestad, 2010). Relatedly, when individuals hold an optimistic bias, it can influence the success of such safety messages (Perrissol et al., 2011; Weinstein & Klein, 1995) and can prevent individuals from taking appropriate measures to avoid online risks (Alnifie & Kim, 2023).  
Comparative optimism 
Despite the impacts associated with experiencing online identity theft and the likelihood of experiencing other online harms, individuals may adopt a range of protective psychological strategies to mitigate against this risk (Betts et al., 2024). Such strategies include thinking that other users are more at risk (Conway & Hadlington, 2021), perceiving that individuals arebelieving that the self is more skilled to manage the situation than others (Marceda Bach et al., 2020), and downplaying potential risks (Blank & Lutz, 2018).  Together, these strategies are akin to comparative optimism. 
Comparative optimism refers to the tendency to believe that positive events are more likely to happen to the self and that negative events are less likely to happen to the self when compared to others (Chambers & Winschitl, 2004; Jefferson et al., 2017; Weinstein, 1980; Winschitl & Stuart, 2015). Rather than view comparative optimism through a motivational lens, Chambers and Winschitl (2004) proposed a three-stage theoretical framework that accounts for comparative optimism beliefs through proposing that the bias arises from judgment processes and information processing limitations. In the first stage, information recruitment, individuals draw on memoriesry or information from the environment that relates to judgements about the individual and the reference group for the specific topic. The second stage, absolute evaluation, involves individuals using the information retrieved at stage one to evaluate the diagnosticity and implications for the target and the reference group. The final stage, comparative-judgement formation, involves the individual forming a comparative judgement about the topic.
Researchers have reported evidence of individuals holding optimistic beliefs across a range of behaviours and judgements, including the likelihood of experiencing: (a) Covid-19 in the short-term (Asimakopoulou et al., 2020), (b) financial risks associated with Covid-19 (Van der Meer et al., 2023), and (c) food safety-risks (Evans et al., 2020). There is also evidence that holding such optimistic beliefs have positive impacts for an individual’s well-being, functioning, resilience, and prosocial behaviour (Bortolotti, 2018). Moreover, holding optimistic beliefs is also associated with improved subjective well-being, positive coping styles and interpersonal relationships, engagement with health protection behaviours, persistence in education, and higher income when faced with adversity (Carver et al., 2010).  
We use the term comparative optimism rather than the third person effect based on the recommendations by of Metzger et al. (2015).  Metzger et al. recommend adopting the term comparative optimism to reflect that individuals may hold either positive or negative beliefs about the likelihood of an experiencing an event as comparative optimism is a more appropriate term to “explain one’s ability to avoid experiencing direct risks and negative events” (p. 511). Therefore, applied to the current studies, comparative optimism would reflect individuals’ beliefs about the extent to which they would or would not experience online identity theft compared to others. Conversely following Metzger et al.’s (2015) approach, the third person effect would in this case refer to beliefs about the effectiveness of media messages about online identity theft for the self and others. Consequently, as the current research focused on the perceived likelihood of experiencing online identity theft we used the term comparative optimism. 
Comparative optimism and online identity theft
Relating to online behaviours and comparative optimism, Hewitt and White (2022) define cyber optimistic bias as the tendency to be “over confident in being protected, hence, be less of a victim” (p. 50). A recent meta-analysis identified that holding an optimistic bias for online security negatively impacted cyber security behaviours (Alnifie & Kim, 2023). Specifically, holding greater optimistic beliefs for online security was associated with a greater likelihood to share passwords, not takinge preventive measures, ignoringe security breaches, have having a biased view of cyber threats, and being overconfident in cybersecurity abilities. Alnifie and Kim argue that underpinning these behaviours is a belief that individuals “are immune to cyberattacks even when others have been demonstrated to be vulnerable because these people underestimate the risk” (p. 97). Relatedly, individuals also hold comparative optimistic beliefs for the likelihood of experiencing phishing (Lei et al., 2023), online privacy risks (Cho et al., 2010), and risks associated with Facebook use (Lev-On, 2017). Further, Schaupp and Carter (2010) argue that holding comparative optimistic beliefs about abilities to complete e-filing of income task tax returns is indicative of individuals being more willing to use e-file systems despite the potential risks. However, while researchers have explored comparative optimism and privacy concerns more generally (e.g., Baek et al., 2014; Cho et al., 2023; Metzger & Suh, 2017), the extent to which individuals hold comparative optimistic beliefs for experiencing online identity theft remains largely unclear.  Therefore, the current studies address this issue.
Comparator optimism and comparator groups
Previous research has highlighted the importance of who the comparator groups are for making optimistic judgements, with variations reported according to the social closeness (Perloff & Fetzer, 1996) and age of the comparator groups (Scharrer, 2002). Groups that are more socially close to the individual making the judgement, such as friends, may be judged to be less at risk than other more socially distant groups for two reasons. First, the behaviour of socially close groups such as friends may reflect back on the individual providing the rating (Pahl et al., 2009). Second, with socially close groups individuals likely draw on a common group membership to inform their judgements (Paradise & Sullivan, 2012). Comparator groups that are younger than the self may be judged to be at greater risk of experiencing harm because of a belief that with age comes wisdom (Scharrer & Leone, 2008). Indeed, in our previous research we found that strangers and those younger than the self were judged to be most at risk of experiencing cyberbullying (Betts et al., 2019). However, when looking at social comparisons, there is some suggestion that the scales used in previous research lack systematic measurement (Chen & Atkin, 2021). Therefore, in the current studies, we varied comparator groups according to social distance and age.
Comparative optimism and gender differences
There is evidence of a complex pattern of gender differences in experiences of comparative optimism that vary according to topic. For example, some studies have reported that males tend to hold more optimistic beliefs (e.g., for the long-term risk of catching Covid-19, Asimakopoulou et al., 2020; for the likelihood of experiencing a happy marriage, Helweg-Laresen et al., 2011) whereas other studies have reported that females hold more optimistic beliefs (e.g., for positive and negative events, Dricu et al., 2022). When focusing on online harms, there is evidence that males hold more optimistic beliefs about the likelihood of experiencing cyberbullying compared to females (Betts et al., 2019). Although these beliefs could reflect the actual likelihood of experiencing the online harm (Betts et al., 2019), when considering the likelihood of experiencing identity theft, males are less likely to experience identity theft (Guedes et al., 2022) and are less resilient against identity theft (Holt & Turner, 2012) than females. However, given the non-contact nature of online identity theft, Roberts et al. (2013) argue that gender may be less relevant than for other crimes. Therefore, in the current studies, gender differences in optimistic beliefs about the likelihood of experiencing online identity theft were examined.
The current studies
Given the raise in technology use and concerns over possible identity theft (Anderson et al., 2008; Burnes et al., 2020), the current studies explored: (a) developmental differences in optimistic judgements about the likelihood of experiencing online identity theft (Study 1) and the impact of previous experiences of online identity theft and representativeness of comparator groups for optimistic judgements about the likelihood of experiencing online identity theft (Study 2). The data reported in the current studies was collected as part of extensive online questionnaires administered to participants from 2014 to 2016 (Study 1) and during 2021-2023 (Study 2).  At both times, a range of measures relating to online risks including cyberbullying (Betts et al., 2019) and online identity theft were administered to participants to answer discrete and different research questions. These data have not been reported previously to answer the current research questions.
Study 1: Developmental differences in optimistic judgements about the likelihood of experiencing online identity theft
Developmental differences across adulthood have been reported regarding perceptions of online risk related to personal information and privacy violations (Steijn et al., 2016). Specifically, older individuals were found to hold different privacy conceptions than adolescents and these, in turn, predicted privacy concerns. One possible explanation for such developmental differences is how conceptualisations of privacy change with age. For example, adolescents typically associate privacy with relationships whereas adults tend to associate privacy with data collection by the government, profiling, and identity theft (Stejin & Vedder, 2015). Stejin and Vedder argue that this variation in privacy concerns likely reflects developmental life stages and social needs rather than a generational difference. 
Focusing on comparative optimism, the extent to which age differences have been reported in judgements varies across topics. For example, one study reported that optimism judgements on the life orientation test increase between the age of 50 and 70 and then decreases after the age of 70 (Chopik et al., 2015). However, more recent research suggests that young adults tend to hold more optimistic beliefs about their risk of experiencing accidents in the household compared to older adults (Morgan et al., 2019). Relating to online risks, there is also a common misperception that certain age groups, including the very young or the very elderly are at greatest risk of experiencing online harms (Conway & Hadlington, 2021). Given this variation in optimistic judgements according to age and the developmental differences reported for privacy violations with adolescents, young adults, and adults holding different beliefs (Steijn et al., 2016), Study 1 explored age differences in optimistic beliefs for experiencing online identity theft in three samples to reflect three different age groups: late adolescents, emerging adults, and adults.
The aim of Study 1 was to explore: (a) the developmental differences in perceptions of the likelihood of experiencing online identity theft and (b) whether there was variation in comparative optimism beliefs for experiencing online identity theft according to gender and the nature of the comparator group. The following hypotheses were tested:
H1: individuals will hold comparative optimism beliefs for the relative risk of experiencing online identity theft.
H2: there will be differences in comparative optimism beliefs for experiencing online identity theft according to age.
H3: there will be variation in the likelihood of experiencing online identity theft according to comparator group. It is expected that those groups that are socially distant and younger than the participants will be judged to be more at risk.
H4: there will be gender differences in comparative optimism beliefs for experiencing online identity theft.
Method
Participants
Three samples of participants were recruited with late adolescents, emerging adults, and adults recruited as part of a larger study on online risks including cyberbullying (Betts et al., 2019) running from 2014 to 2016.  As part of the data collection measures on comparative optimism beliefs for the experiencing online identity theft were included; these data have not been reported previously.
Late adolescents. In total, 101 (53 male, 37 female, 11 gender not reported) late adolescents aged between 16 and 18 (mean age = 16.88, SD age = .45) were recruited from three colleges across the UK through initially contacting principals and inviting them to consider whether their students could participate in the research. 
Emerging adults. Initially, 237 university students completed the survey as part of a larger project.  Data was excluded from participants who were over 24 (n = 10) and who only completed the consent statements (n = 1). The final sample was 226 (17 male, 209 female) emerging adults aged between 18 and 24 (mean age = 19.32, SD age = 1.29). The emerging adult sample was recruited through advertising the study on an online departmental research recruitment system at one University.  
Adults. Data was gathered from 264 adults as part of the larger project on online risks. For this analysis, only the data for those aged 25 and over were included yielding a sample of 147 (45 male, 97 female, 5 gender not reported) adults aged between 25 and 74 (mean age = 33.24, SD = 9.77). The sample for the adult group was recruited through advertisements placed on nine online forums, with the permission of the forum moderator. 
The missing data across the samples for variables of interest was ≤ 1.4% and no departure from the missing completely at random assumption was detected, Little’s MCAR χ2 (19) = 15.18, p = .711.
Measure 
Online identity theft. To assess participants’ perceptions of the likelihood of experiencing online identity theft, they were asked “For each person or group below, please indicate how likely you think it is that their personal information will be stolen over the internet”. Participants responded using a 7-point rating scale ranging from 1 (very unlikely) to 7 (very likely), with higher scores indicating a greater perceived risk of experiencing online identity theft. Participants were asked to provide reports separately for: “you”, “your friends”, “other students [forum users] younger than you”, “other students [forum users] the same age as you”, “people older than you”, and “strangers”.
Procedure
Ethical approval for a larger study on online risk was granted from the College of Business, Law, and Social Sciences Research Ethics Committee (2014/28). All participants received information about the study via a sample specific information sheet and were informed that the results be anonymous, that individual responses would be kept confidential, and that the data may be used for publications. However, there was variation in how informed consent was managed and the nature of data collection according to sample.
For late adolescents informed consent for the research was initially given by the principals at the three colleges that the late adolescents attended. Letters were then sent to parents/guardians of eligible participantsstudents, with parents/guardians asked to notify the college if they did not want their child(ren) to participate. For those late adolescents who were not removed from the sample by their parent/guardian, they received information about the study and were also asked to give their informed consent either in writing or through selecting compulsory check boxes according to whether they completed a paper-based or electronic survey, respectively.
After emerging adult participants had signed up to complete the study via the online recruitment system, they were presented with an information sheet and were asked to give their informed consent through selecting compulsory check boxes before completing an electronic version of the survey that was hosted on a separate system. The emerging adult participants received study credits to compensate them for their time which were allocated through the sign-up system..
 The adult sample were given an information sheet and asked to give their informed consent through selecting compulsory check boxes before completing an electronic version of the survey.

Results
The descriptive statistics show that there was variation in reports of perceptions of the likelihood of experiencing online identity theft according to comparator group, gender, and sample (see Table 1). Therefore, to examine perceptions of the likelihood of experiencing online identity theft across gender, sample, and comparator group a 2 x 3 x 6 (gender x sample x comparator group) mixed ANOVA was performed to test H1, H2, H3, and H4. Gender and sample were independent measures and comparator group was repeated measures (with violations of Sphericity dealt with using the Greenhouse-Geisser correction).  
--------------------------
Insert Table 1 about here
-------------------------------
As reported in Table 2, there were several significant main effects and interactions.  There were significant main effects of comparator group and gender which provided support for H3 and H4 respectively. Pairwise comparisons with a Bonferroni correction revealed that the self was rated as significantly less likely to experience online identity theft than all other comparator groups (p < .001). Those younger than participants were rated to be at the greatest risk of experiencing online identity theft than all other comparator groups (p ≤ .040). Females (M = 4.13) provided higher ratings of the likelihood of experiencing online identity theft compared to males (M = 3.70).  
--------------------------
Insert Table 2 about here
-------------------------------
A significant two-way interaction emerged between comparator group and sample. The two-way interaction was explored using the profile ratings with 95% confidence intervals (see Figure 1). Figure 1 suggests that while across all three samples, there were similar notable peaks for those younger than the participant and strangers providing support for H1, no one sample rated all groups consistently higher than the others. The overlapping confidence intervals (Baguley, 2012) suggest that the differences between samples for each comparator group were not significant. 
--------------------------
Insert Figure 1 about here
-------------------------------
There was also a significant two-way interaction between comparator group and participant gender which was explored using the profile ratings with 95% confidence intervals (see Figure 2). As shown in Figure 2, the lack of overlapping confidence intervals (Baguley, 2012) for the self, friends, and people the same age suggests that there were significant gender differences in the perceptions of the likelihood of experiencing online identity theft for these comparator groups, with females providing higher ratings for the self, friends, and same age than males.
--------------------------
Insert Figure 2 about here
-------------------------------
Discussion
There were significant differences in the reported likelihood of experiencing online identity theft, providing evidence that our participants held comparative optimistic beliefs (H1). In support of H3, the self was consistently judged to be at the lowest risk of experiencing online identity theft and those consistently judged to be at greatest risk of experiencing online identify theft were those younger than the participants. This result provides support for the previous research which have has reported that those younger than the self are judged to be at most risk (Betts et al., 2019; Scharrer & Leone, 2008).  
The overall similarity in profiles across the three samples, did not support H2 and, suggests that there is little evidence of developmental differences in judgements about the likelihood of experiencing online identity theft. Stejin and Vedder (2015) argued that developmental differences in privacy conceptions reflected life stage and social relationships. As our sample of late adolescents were older than the adolescent sample that Stejin and Vedder worked with, our findings may reflect that the participants in our study had already transitioned into the developmental period where privacy conceptualisations change. Further, previous research has suggested that students tend to show a stronger optimistic bias than non-students (Paul et al., 2000) and that findings may be underscored by the students’ knowledge of online activities (Lev-On, 2017). However, although in the current study we did not ask individuals about their status as a student, we did not find differences in comparative optimism judgements for experiencing online identity theft between the adult sample and the late adolescent and emerging adult samples that were recruited through educational establishments. Further, we defined emerging adulthood according to educational level and, as such, there were a small number of participants aged 18 in the late adolescent sample. Consequently, there could have been some overlap as Arnett (2000) describes emerging adulthood to be between the ages of 18 and 25 to reflect of the periods of change and social exploration during this time. 
In support of H4, the findings indicate that females were more likely to report a greater likelihood of experiencing online identity theft. This finding may reflect that females are more likely to experience identity theft than males (Guedes et al., 2022). However, in Study 1, we did not ask participants to report their previous experience of online identity theft.  Understanding participants’ previous experience of the topic, when exploring comparative optimism is important because the results may be reflective of minority under sampling (Shepperd et al., 2013). Shepperd et al. argue that due to the potentially low frequency of an event occurring, it is possible that only a small proportion of the sample have experienced the event which may, in turn, affect their judgements. Therefore, Study 2 was designed to address this issue.
Although there was evidence of a tendency for individuals to hold comparative optimistic beliefs about the likelihood of experiencing online identity theft, a further limitation of Study 1 is that it is not clear how representative of the group the individual participants thought of was when they completed the measures. It has also been suggested that previous research lacks systematic measurement in terms of the comparison groups (Chen & Atkin, 2021). Therefore, Study 2 was also designed to address these issues while serving as a reliability check (Plucker & Makel, 2021) for the overall findings for Study 1.
 
Study 2 The impact of previous experiences of identity theft and representativeness of comparator groups
Previous research has shown that comparative optimism judgements may be influenced by, not only who the comparator groups isare and how socially close they are to the participant (Perloff & Fetzer, 1986) but also, the size of the comparator group (Price et al., 2006). Specifically, as group size increases so too does the effect of comparative optimism judgements for the self (Price et al., 2006). Relatedly, it is often not clear in previous research the extent to which the individual the participant thinks about when completing measures of comparative optimism is representative of the group participants are being asked about. For example, when participants are asked to report the likelihood of an individual from a particular group experiencing an event, it is not always clear the extent to which participants believe that the individual is representative of the group. Therefore, in Study 2, we addressed these limitations by: (a) extending the number of comparator groups and (b) including a measure to assess the extent to which an individual is a representative member of the comparator group. 
Given the lack of developmental differences for judgements about the likelihood of experiencing online risk identity theft evident in Study 1, Study 2 focused exclusively on emerging adults defined through their status as university students. Focusing on emerging adults was appropriate as this age group has a higher reported prevalence of identity theft (Holt & Turner, 2012) which addresses a limitation of Study 1 pertaining to whether online identity theft has happened to participants (Harris & Hahn, 2011). Specifically, previous research has suggested that prior experiences of online privacy risks reduce an individual’s optimistic bias for future online privacy risks (Cho et al., 2010). Moreover, Sheppherd et al. (2013) also caution against minority under sampling when exploring optimistic judgements - an artefact that may occur if only a very small proportion of the sample have experienced the event in question and a disproportionally large amount of the sample have not experienced the event. Therefore, in Study 2, participants were asked to report their experiences of identity theft.
As well as potentially influencing optimistic judgements about the likelihood of experiencing online identity theft, previous experiences of identity theft may also be associated with behavioural changes and fear. For example, Anderson et al. (2008) proposed that an individual’s level of concern about protecting their personal data, and avoiding identity theft, may prompt individuals to avoid online transactions. Fear of identity theft also significantly impacts online purchasing behaviour (Jordan et al., 2018) and the propensity to engage in online transactions (Jibril et al., 2020; Walsh et al., 2019) with those who fear identity theft being less likely to engage in online purchasing and online transactions. Together, this unwillingness to engage with online purchasing because of a fear of identity theft can negatively impact e-commerce (Walsh et al., 2019). Therefore, in Study 2, we explored: (a) the relationship between previous experiences of online identity theft and optimistic beliefs about the likelihood of experiencing online identity theft and (b) whether fear of identity theft mediated this relationship.
While serving as a reliability check (Plucker & Makel, 2021) for Study 1, Study 2 extended the current research by: (a) increasing the number of comparator groups, (b) assessing the representativeness of the individual participants selected for each group when making judgements, and (c) exploring the relationship between previous experiences of identity theft and optimistic beliefs about the likelihood of experiencing identity theft, and fear of identity theft as a potential mediator. The following hypotheses were tested:
H1: emerging adults will hold comparative optimism beliefs for the relative risk of experiencing online identity theft.
H2: there will be variation in the likelihood of experiencing online identity theft according to comparator group. It is expected that those groups that are socially distant and younger than the participants will be judged to be more at risk.
H3: there will be gender differences in comparative optimism beliefs for experiencing online identity theft.
H4: fear of online identity theft will mediate the relationship between previous experiences of identity theft and judgements about the likelihood of the self experiencing online identity theft.
H5: fear of online identity theft will mediate the relationship between previous experiences of identity theft and comparative optimism beliefs for experiencing online identity theft.
Method
Participants
Initially, 329 university students completed the online survey as part of a larger project during 2021-2023. Data was excluded from participants who did not complete all the consent statements or who only provided demographic information (n = 16). This resulted in a sample of 313 (55 male, 254 female, 3 non-binary, and 1 unlabelled) university students aged 18 to 53 (mean age = 21.81, SD = 5.12) who were recruited from two universities in the UK. The missing data for variables of interest was ≤ 11.1% and no departure from the missing completely at random assumption was detected, Little’s MCAR χ2 (19) = 15.61, p = .683.
Measures
Online identity theft. The likelihood of experiencing online identity theft was assessed using a variation of the measure used in Study 1. In this study, we extended the number of comparator groups to include: “your enemies”, “people you don’t like”, and “family”.  Participants were again asked to rate the various comparator groups: “For each person or group below, please indicate how likely you think it is that their personal information will be stolen over the internet” using a 7-point rating scale ranging from 1 (very unlikely) to 7 (very likely). For all comparator groups, participants were asked “How representative of the group is this individual?” and provided ratings using a 4-point rating scale ranging from 1 (not at all) to 4 (a lot).  High scores indicated a greater perceived risk of online identity theft and greater representativeness of the group. 
A single indicator of comparative optimism beliefs was calculated following Joshi and Carter’s (2013) approach, with the ratings for the self subtracted from the average of the ratings for the eight other comparator groups. A negative score indicated that participants thought that the chance of the self experiencing online identity theft was more likely than the chance of others experiencing online identity theft.
Experiences of identity theft. Four items from Lai et al.’s (2012) identity theft scale were used to assess participants’ experiences of identity theft (e.g., “Somebody used my identity to apply for credit cards or open bank accounts”). Participants responded to the items using a 7-point scale ranging from 1 (never) to 7 (very often). Items were summed such that high scores indicated greater experiences of identity theft. Given the number of items, the scale demonstrated acceptable internal consistency, α = .65.
Fear of identity theft. The 12-item fear of identity theft scale (Hille et al., 2015) was used to assess participants’ fear of identity theft. Together the items assess fear of financial losses (e.g., “I am afraid that somebody could steal my money while I am transferring it online”) and fear of reputational damage (e.g., “I am frightened of somebody using my personal data on the Internet to run me down”). Participants indicated their agreement with the items using a 5-point scale ranging from 1 (strongly disagree) to 5 (strongly agree).  Items were summed such that high scores indicated great fear of identity theft. The scale demonstrated excellent internal consistency, α = .95.
Procedure
As with the data collection for the emerging adults in Study 1, the study was advertised through the departmental research recruitment systems at the respective universities. Again, after potential participants had signed up to complete the study via the online recruitment system, they were provided with an information sheet about the study and were asked to give their consent through selecting compulsory check boxes before completing an electronic version of the survey that was hosted on a separate system. The participants received study credits to compensate them for their time which were automatically allocated after participation. Ethical approval was granted from the College of Business, Law, and Social Sciences Research Ethics Committee (2022/292). Participants were again informed that the results would be anonymous, that individual responses would be kept confidential, and that data may be used for publications.
Results
Comparative optimism and identity theft
Consistent with the findings of Study 1, the descriptive statistics again showed that there was variation in the reports of experiencing online identity theft according to comparator group and gender (see Table 3). To examine perceptions of likelihood of experiencing online identity theft across gender and comparator group a 2 x 9 (gender x comparator group) mixed ANOVA was performed to test H1, H2, and H3. Gender was independent measures and comparator group was repeated measures (with violations of sphericity dealt with using the Greenhouse-Geisser correction).  
Again, there was evidence of a significant main effect of comparator group (see Table 2) providing support for H1 and H2. However, unlike the findings of Study 1, the pairwise comparisons with Bonferroni correction revealed fewer significant differences between comparator groups. Specifically, participants thought that those younger than them were significantly more likely to experience online identity theft than all other comparator groups (p < .001) except those older than the participants. Participants also thought that their enemies were less likely to experience online identity theft compared to those older than the participants and strangers. People older than the participants were also rated as being at greater risk of experiencing online identity theft compared to those the participants disliked (p = .026).
Unlike Study 1, there were no significant gender differences in comparative optimism beliefs for experiencing online identity theft meaning H3 was not supported. 
Experiences of identity theft, comparative optimism, and fear of identity theft
To test H4 and H5, the PROCESS Macro programme for SPSS was used as PROCESS enables the testing of “observed variable path analysis-based moderation and mediation analysis as well as their integration as conditional process analysis” (Hayes, 2017, p. 551). Consequently, model 4 was used to explore whether fear of identity theft mediated the relationship between previous experiences of identity theft and perceptions of risk for: (a) the self and (b) comparative optimism differential. The mediation (indirect) effects were tested using bias-corrected bootstrapping with 10,000 samples and the 95% confidence intervals are reported.  
The self. The total, direct, and indirect effects for fear as a mediator in the relationship between previous experiences of identity theft, and judgements about the likelihood of the self experiencing online identity theft are outlined in Table 4. There was evidence of an indirect effect of fear of identity theft partially mediating the relationship providing support for H4. Previous experiences of identity theft positively predicted fear of identity theft and fear of identity theft positively predicted judgements of the risk of the self experiencing online identity theft such that having greater experiences of identity theft previously predicted higher levels of fear of identity theft which, in turn, predicted higher levels of the self as likely to experience online identity theft.
--------------------------
Insert Table 4 about here
-------------------------------
Comparative optimism differential. The total, direct, and indirect effects for fear as a mediator in the relationship between previous experiences of identity theft, and comparative optimism differential for identity theft are outlined in Table 5. There was no evidence of an indirect effect of fear of identity theft mediating the relationship between pervious experiences of identity theft and comparative optimism differential. H5 was not supported. 
--------------------------
Insert Table 5 about here
-------------------------------
Is comparative optimism accounted for by representativeness of the comparator? 
One explanation for the variation in comparative optimism judgements is that they are partly or fully accounted for by the representativeness of the individual that the participant thinks of for each comparator group. To address this, the data were re-analysed including representativeness as covariate. As conventional repeated measures models can not include covariates that vary within participants, this was achieved by using a multilevel regression model with the lme4 package (Bates et al., 2015) in R version 4.2.1. This used perceptions of the likelihood of experiencing online identity theft as the outcome, comparator group as a factor, and the centred representativeness rating as a covariate and included participant as a random factor. All tests used the Kenward-Roger correction implemented in the lmerTest package (Kuznetsova et al., 2017). Representativeness did not predict the likelihood of experiencing online identity theft, F(1, 2015.8) = 3.32, p = .068, and the comparator group effect remained statistically significant after adjustment for the covariate, F(1, 1765.5) = 16.62, p < .001. Figure 3 shows the comparative optimism by group after adjustment for representativeness.
--------------------------
Insert Figure 3 about here
-------------------------------
Discussion
As with Study 1, there were some significant differences in the reported likelihood of experiencing online identity theft again suggesting that our participants held comparative optimistic beliefs (H1). Again, those younger than the participants were judged to be at greatest risk of experiencing online identity theft supporting H2 and providing further evidence for the perception that those younger than the self are at more risk of experiencing negative events than the self (Betts et al., 2019; Scharrer & Leone, 2008). Moreover, through the re-analysis of the data reported in Study 2, it was clear that the effect of the comparator group for judgments about the likelihood of experiencing online identity theft remained after controlling for representativeness. This finding addresses the limitation of previous research where participants have been asked to make such judgments for an individual from a particular comparator group. However, it is important to acknowledge that these results are sample dependent and that a larger or different sample may have yielded different results.
There was no support for H3 as there was no evidence of gender differences in the reports of the likelihood of experiencing online identity theft. Although this finding is contrary to the findings of Study 1, it is important to acknowledge the predominately female sample in Study 2 which is likely to have impacted on the analysis. Moreover, Roberts et al. (2013) argue that gender differences in online identity theft may be less relevant because of the non-contact nature of online identity theft.
Fear of identity theft partially mediated the relationship between previous experiences of identity theft and judgements of the likelihood of the self experiencing online identity theft providing some support for H4. Having a greater previous experience of identity theft predicted greater fear of identity theft which, in turn, predicted reports of the likelihood of experiencing online identity theft in the future. However, no such relationship was evident between experiences of identity theft, fear of identity theft, and comparative optimism differential. Therefore, it seems that while participants’ previous experiences of identity theft predicted their own future likelihood of experiencing online identity theft, it did not impact their optimistic judgements about the likelihood of experiencing online identity theft compared to others. Study 2 only explored previous experiences of identity theft and the impact that these may have on perceptions of online identity theft, although this represents correspondence of behaviour, previous research has indicated that other behaviours such as experiences of harassment and online bullying are associated with perceptions of internet risk (Chen & Atkin, 2021).
General discussion
There was evidence that adults hold comparative optimism judgements for the likelihood of experiencing online identity theft across both studies. The two study approach enabled the second study to serve as a reliability check of the results (Plucker & Makel, 2021). However, there was not a complete replication of the results across studies. Specifically, the Study 1 findings pertaining to the differences in judgments about the likelihood of experiencing online identity theft according to comparator group were not replicated in Study 2 in their entirety. Moreover, the gender differences identified in Study 1 were not replicated in Study 2.  
Common across Study 1 and Study 2 was the finding that those younger than the participant were judged to be at the greatest risk of experiencing online identity theft. Scharrerr and Leone (2008) proposed a with age comes wisdom hypothesis such that people believe that they have more knowledge about a particular topic than those younger than them. While there is evidence in both Study 1 and Study 2 of our participants reporting that those younger than them were most at risk of experiencing online identity theft this perception may not accurately reflect actual risk. Recent figures suggest that those most likely to experience identity fraud in the UK are over the age of 31, with 23% of victims aged over 61 (Cifas, 2023). Cifas also reported variation according to the type of identity fraud and age. For example, young people aged under 21 were most likely to experience impersonation for online retail, those aged under 30 were most likely to experience impersonation for telecoms products, and adults aged 51 to 60 were most likely to experience impersonation for insurance products. Therefore, it may be that our participants were not aware of the actual risk for each age group. Relatedly, in Study 1 we explored whether there were developmental differences in optimistic judgements about the likelihood of experiencing online identity theft and the findings suggest a similar pattern of results irrespective of the age of the sample. Consequently, future research should seek to explore comparative optimistic judgements when individuals are in receipt of accurate information about the likelihood of experiencing the event to fully explore optimistic beliefs (Purol & Chopik, 2021).
Despite asking about the participants’ own experiences of identity theft in Study 2, when interpreting the findings of the current studies, it is important to acknowledge that the results may not be reflective of the participants’ experiences on the internet (Baek et al., 2014). Moreover, we did not explore the “exposure effect” reported by Roberts et al. (2013) who argued that those individuals who spend more time online are potentially more likely to experience online identity theft but are also more likely to accurately understand the risks. The exposure effect may go some way to explain why those who were younger than the participants were judged to be more at risk of experiencing online identity theft. There is evidence that young adults in the UK report spending more time online than those in older age groups (Ofcom, 2022a) and that older adults are more likely to experience digital exclusion compared to younger adults (Ofcom, 2022b). However, there is an ongoing debate about the importance of considering digital media engagement rather than the amount of time spent online per se (Kucirkova et al., 2023). Relatedly, the participants’ judgements may have been influenced by their knowledge of cases of online identity theft within their close social circle as such vicarious experiences have been found to influence behaviour in the context of punishment avoidance (Piquero & Pogarsky, 2002).  Further, van Veen and Sattler (2020) argues that when individuals lack personal experience, risk perceptions may be influenced by vicarious information based on others’ experiences. Therefore, future research should explore these topics in greater detail.
A further limitation of the current studies is that the samples were relatively homogenous in nature and were predominately female which may have influenced the findings according to gender due to the unequal sample sizes. Although previous research has reported that females tend to hold greater privacy concerns (Tifferet, 2019) and gender differences in optimistic beliefs for the likelihood of experiencing cyberbullying (Betts et al., 2019), the lack of a systematic pattern of gender differences for the likelihood of experiencing online identity theft across Study 1 and Study 2 warrants further attention. Therefore, as Chadwick (2019) advocates, future research should recruit more heterogenous samples, especially if trying to use the findings to inform online safety messages. 
It is also important to acknowledge that the studies took place over several years and during this time differences have been reported in the levels of cybercrime in the UK (Sikra et al., 2023) and in online security and safety feature use in the UK (Petrosyan, 2024). Also, the sample for Study 2 was recruited during the Covid-19 pandemic meaning that participants had experiences of the associated lockdowns. There is some evidence that during the months where the strictest lockdowns were enforced in the UK cybercrime rates were higher with an increase in cyber-dependent crime and online fraud against individuals and organisations during this time (Buil-Gil et al., 2021). Further, Johnson and Nikolovska (2024) reported multiple peaks and troughs of online shopping fraud that mirrored the increase in online activities due to government-imposed restrictions. However, a similar pattern was not identified for online fraud which Johnson and Nikolovska (2024) argued may have occurred because of the UK National Centre for Cyber Security’s Covid-19 response. Kemp et al. (2021) argue that routine activity approach (Cohen & Felson, 1979) can account for this variation in cybercrime as individual’s online behaviours changed with the covid restrictions. Therefore, the findings may have been influenced by these changes in crime rates and Covid-19 restrictions.
Previously it has been suggested that awareness raising campaigns could be an effective way of reducing identity theft (Holt & Turner, 2012). However, the current studies identified that individuals tend to hold optimistic judgements about the likelihood of experiencing online identity theft which could impact how such awareness raising campaigns are received. Specifically, holding such optimistic biases impacts the effectiveness of safety messages (Perrissol et al., 2011; Weinstein & Klein, 1995) and can prevent individuals from engaging in measures to reduce online risks (Alnifie & Kim, 2023). Therefore, when awareness raising campaigns are developed it is important that they are appropriately framed (Praxmarer-Carus & Wielunch, 2021) and encourage all to engage with the message through highlighting their relevance for the individual (Nævestad, 2010).
In conclusion, the current studies show that individuals hold comparative optimistic beliefs for the likelihood of experiencing online identity theft. There was some evidence of the reliability of the findings (Plucker & Makel, 2021) across the studies as participants reported that they were less at risk of experiencing identity theft compared to others (except family members in Study 2). Study 1 found no effect of participant age across late adolescents, emerging adults, and adults in their judgement. Study 2 also directly addressed issues around how representative the selected target was of the comparator group and found that judgements were not influenced by the representativeness of the target. Fear of identity theft also mediated the relationship between previous experiences of identity and perceptions of the risk of the self experiencing online identity theft. 
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Table 1
Study 1: Descriptive statistics
	
	Late adolescents
	
	Emerging adults
	
	Adults
	

	
	Male
	
	Female
	
	Total
	
	Male
	
	Female
	
	Total
	
	Male
	
	Female
	
	Total
	
	

	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	
	M
	SD
	

	You
	2.83
	1.76
	
	3.53
	1.60
	
	3.24
	1.69
	
	2.50
	1.32
	
	3.54
	1.64
	
	3.47
	1.64
	
	2.90
	1.78
	
	3.26
	1.60
	
	3.15
	1.66
	

	Your friends
	3.27
	2.01
	
	3.71
	1.46
	
	3.53
	1.71
	
	2.75
	1.12
	
	3.83
	1.59
	
	3.75
	1.58
	
	3.26
	1.84
	
	3.49
	1.56
	
	3.42
	1.65
	

	Other students [forum users] younger than you
	4.10
	1.77
	
	4.72
	1.39
	
	4.47
	1.58
	
	4.31
	1.66
	
	4.85
	1.44
	
	4.81
	1.46
	
	4.95
	1.79
	
	4.77
	1.64
	
	4.82
	1.64
	

	Other students [forum users] the same age
	3.17
	1.57
	
	4.11
	1.36
	
	3.73
	1.51
	
	3.56
	1.46
	
	4.18
	1.47
	
	4.14
	1.47
	
	4.07
	1.67
	
	4.12
	1.33
	
	4.10
	1.44
	

	People older than you
	3.81
	1.79
	
	3.92
	1.66
	
	3.88
	1.71
	
	4.00
	1.51
	
	4.38
	1.74
	
	4.35
	1.72
	
	4.29
	2.00
	
	4.46
	1.60
	
	4.41
	1.73
	

	Strangers
	4.13
	1.40
	
	4.51
	1.23
	
	4.36
	1.31
	
	4.38
	1.20
	
	4.62
	1.34
	
	4.60
	1.33
	
	4.31
	1.73
	
	4.31
	1.26
	
	4.31
	1.42
	




Table 2
ANOVA summary table for differences in relative risk perceptions of experiecning online identity 
	Source
	
	SS
	df
	MS
	F
	p
	η2

	Study 1

	Gender
	
	12.37
	1
	12.37
	7.88
	.005
	.016

	Sample
	
	2.38
	2
	1.19
	.76
	.470
	.003

	Comparator group
	
	460.30
	3.65
	126.11
	88.51
	<.001
	.156

	Gender x sample
	
	4.02
	2
	2.01
	1.28
	.279
	.005

	Gender x comparator group
	
	14.07
	3.65
	3.85
	2.71
	.034
	.006

	Sample x comparator group
	
	30.75
	7.30
	4.21
	2.96
	.004
	.012

	Gender x sample x comparator group
	
	13.78
	7.30
	1.89
	1.33
	.267
	.006

	Error (risk)
	
	2491.22
	1748.39
	1.43
	
	
	

	Error
	
	752.04
	479
	1.57
	
	
	

	Study 2

	Gender
	
	.63
	1
	.63
	.45
	.503
	.002

	Comparator group
	
	76.08
	6.01
	12.66
	8.90
	<.001
	.034

	Gender x comparator group
	
	15.73
	6.00
	2.62
	1.84
	.088
	.007

	Error (risk)
	
	2180.23
	1579.24
	1.42
	
	
	

	Error
	
	354.74
	255
	1.39
	
	
	


Note. SS = Sum of squares, MS = mean squares



Table 3
Study 2: Descriptive statistics
	
	Male
	
	Female
	
	Total
	

	
	M
	SD
	
	M
	SD
	
	M
	SD
	

	You
	4.84
	1.53
	
	4.52
	1.66
	
	4.58
	1.64
	

	Your friends
	4.55
	1.83
	
	4.53
	1.45
	
	4.54
	1.53
	

	Your enemies
	4.39
	1.87
	
	4.47
	1.41
	
	4.46
	1.51
	

	People you don’t like
	4.51
	1.60
	
	4.49
	1.44
	
	4.49
	1.46
	

	Family
	4.86
	1.83
	
	4.30
	1.67
	
	4.41
	1.71
	

	People at your university
	4.49
	1.43
	
	4.64
	1.43
	
	4.61
	1.45
	

	People younger than you
	5.24
	1.52
	
	5.13
	1.52
	
	5.16
	1.52
	

	People older than you
	4.98
	1.80
	
	4.93
	1.59
	
	4.94
	1.63
	

	Strangers
	4.92
	1.43
	
	4.63
	1.24
	
	4.68
	1.28
	




Table 4
Study 2: Total, direct, and indirect effects (mediation analysis for the self)
	
	
	
	95% CI
	

	Effect
	B
	
	Lower
	Upper
	

	Total effect 
	
	
	
	
	

	Previous experience → the self
	.070**
	
	.022
	.125
	

	Multi-step mediation model
	
	
	
	
	

	Direct effects
	
	
	
	
	

	Previous experience → the self
	.043
	
	-.007
	.093
	

	Previous experience → fear
	.717***
	
	.341
	1.09
	

	Fear → the self
	.042***
	
	.027
	.058
	

	Indirect effect
	
	
	
	
	

	Previous experience → fear → the self
	.030
	
	.014
	.052
	


Note. p*** < .001, p** < .01


Table 5
Study 2: Total, direct, and indirect effects (mediation analysis for comparative optimism differential)
	
	
	
	95% CI
	

	Effect
	B
	
	Lower
	Upper
	

	Total effect 
	
	
	
	
	

	Previous experience → CO differential
	-.036
	
	-.076
	.005
	

	Multi-step mediation model
	
	
	
	
	

	Direct effects
	
	
	
	
	

	Previous experience → CO differential
	-.028
	
	-.070
	.013
	

	Previous experience → fear
	.717***
	
	.341
	1.09
	

	Fear → CO differential
	-.010
	
	-.023
	.003
	

	Indirect effect
	
	
	
	
	

	Previous experience → fear → CO differential
	-.007
	
	-.020
	.004
	


Note. CO = comparative optimism, p*** < .001, p** < .01.
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Figure Captions
Figure 1 Study 1. Profile plot of the sample x comparator group interaction with 95% confidence intervals
Figure 2 Study 1. Profile plot gender x comparator group interaction with 95% confidence intervals 
Figure 3 Study 2. The likelihood of experiencing identity theft by group after adjustment for representativeness





image1.png
Mean

550

500

450

400

350

300

250

— Late adolescents

=== Adults

Emerging adults

Friends

Younger  Same age

Comparator group

Older

Strangers




image2.png
Mean

500

450

400

350

300

250

Self

Friends

Younger  Same age

Comparator group

Older

Strangers




image3.png
Adjusted difference in risk rating for self versus other

Disiike -

Enemy -

Family -

Friend -

Older~

Stranger~

University -

Younger-

05 0o
Difference in rated risk for adjusted for representativeness





