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Review 1 

Logistics service providers and Industry 4.0: A systematic liter- 2 

ature review 3 

 4 

Abstract: Background: Industry 4.0 is one of the topics related to manufacturing, supply chain and 5 

logistics that has received great interest from the academic community, organizations and govern- 6 

ments in the last decade. Problem statement: Several published articles discuss and seek to concep- 7 

tualize what the fourth industrial revolution is, but no research relates industry 4.0 in the context 8 

of logistics service providers (LSPs) in a clear and structured way. Objectives: This study aims to 9 

fill this research gap, proposing a conceptual framework and addressing the challenges, barriers 10 

and organizational dimensions that need adaptation to insert LSPs in the new Industry 4.0 envi- 11 

ronment. Methods: This theoretical and conceptual study uses the Systematic Literature Review 12 

(SLR) as a research method to understand the Industry 4.0 phenomenon in the context of LSPs. 13 

Contributions: The relevant constructs identified in this research will help professionals and organ- 14 

izations that provide logistics services to develop strategies and encourage new research in the 15 

field of Industry 4.0 from the perspective of LSPs. Results: In addition, this research identified and 16 

generally consolidated six dimensions, as a result of this innovative study a conceptual framework 17 

is presented. 18 

Keywords: Logistics service providers; 3PL/4PL; Industry 4.0; Logistics 4.0; Systematic literature 19 

review, Supply Chain 4.0 20 

 21 

1. Introduction 22 

 23 

In the last decade, there has been a significant amount of research on Industry 4.0 24 

[1–3], as evidenced by Ghobakhloo et al. [4], with the number of publications since 2016 25 

doubling each year. The term “Industry 4.0” was first coined at the Hannover fair in 26 

Germany in 2011 [5–7], it symbolizes the beginning of the fourth industrial revolution 27 

and represents, among other things, the digital transformation in the manufacturing in- 28 

dustry [4]. 29 

The digitization of supply chains, products, services, and customer relationship [8] 30 

— through the introduction of enabling technologies such as cyber physical systems 31 

(CPS), Internet of Things (IoT), and cloud computing [5,6,9,10] — enables the emergence 32 

of smart factories. This trend further results in new forms of value creation and new 33 

business models [9,11] to cope with rapidly increasing and complex demands [3,12,13]. 34 

A number of studies discuss and explore the theme of Industry 4.0 from the per- 35 

spectives of enabling technologies [6,14], applications in the manufacturing industry 36 

[15–17], supply chain management [2,10,14,18–20], logistics management [11,21], its im- 37 

plications for human resources [22], its interaction with consolidated management phi- 38 

losophies [23,24], and sustainability and value creation [25–28]. Authors such as Oester- 39 

reich and Teuteberg [29], Liao et al. [1], Kamble et al. [30], Frederico et al.[10], Osterrieder 40 

et al. [31], and Ghobakhloo et al. [4] have provided a comprehensive overview of the 41 

phenomenon of Industry 4.0 through literature reviews. 42 

 43 

1.2 Research Gap 44 
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 45 

Although existing studies can help determine the state of the art, there is still little 46 

research on Industry 4.0 in the context of logistics service providers (LSPs). LSPs perform 47 

logistics outsourcing activities of transport and storage management on behalf of a ship- 48 

per [32] and which have become popular since their inception in the 1980s, generating 49 

an entirely new field of business [33] called third-party logistics or TPL/3PL (third-party 50 

logistics). These companies currently play a central and critical role in strategic coordi- 51 

nation in the supply chain, creating and sustaining competitive advantages [34]. 52 

In recent decades, TPL companies have taken on a more strategic role in the supply 53 

chain [35], acting as a supply chain orchestrator and facilitating supply chain manage- 54 

ment best practices [34]. The fact is that both LSPs and the logistics area will be affected 55 

by the evolution of Industry 4.0 [36]. In their pioneering research, Hofmann and Oster- 56 

walder [36] sought to assess whether the disruptive potential of digitization could 57 

threaten the position of LSPs. However, discussions and guidance on how to develop 58 

and renew the capabilities of logistics companies remain inadequate [37]. According to 59 

Tombido et al. [8], no study has yet fully addressed the concept of Industry 4.0 and its 60 

impact on outsourced service providers. 61 

Although LSPs have been mentioned in some works and describing some of their 62 

functions in the supply chain, there has not been a specific study to develop research on 63 

the implications of Industry 4.0 for LSPs. Due to the importance of the topic and the gap 64 

in the literature related to LSPs and Industry 4.0, this research performs a systematic 65 

literature review (SLR) and will theoretically seek to fill this "gap" in the literature, tran- 66 

scribing the challenges, as well as technologies and devices that are or may be used by 67 

logistics companies to create value and gain competitive advantage. Specifically, this 68 

study addresses the following research questions: 69 

 70 

RQ1. What are the challenges and barriers for LSPs in the context of Industry 4.0? 71 

RQ2. What are the inter and intra-organizational dimensions of LSPs that might be 72 

impacted by Industry 4.0? 73 

RQ3. Which Industry 4.0 technologies can be applied by LSPs? 74 

 75 

The objective of this research is to identify the elements that make up Industry 4.0 76 

and its implications for logistics service providers. The main objective is to provide a 77 

robust conceptual framework that can be further validated in empirical research and to 78 

support logistics organizations in developing digitalization strategies. 79 

This review article is structured as follows: the introductory section contextualized 80 

the research, addressed the research gap that this article sought to fill, and established 81 

the main questions. Section 2 addresses the research method used, its stages as well as 82 

the generated bibliometric data. In section 3 the results and discussions are described; 83 

Finally, section 4 contains conclusions and directions for future research. 84 

2. Systematic Literature Review (SLR) Method  85 

 86 

An SLR can help understand the relationship between Industry 4.0 and LSPs, and 87 

has both theoretical and conceptual importance. 88 

Such a review can help identify research gaps and may address an emerging topic 89 

to provide a potential theoretical foundation; however, it is not as extensive as a full 90 

review due to the restricted body of research available [38]. However, it contributes to 91 

the development of knowledge [39]. 92 

In this study, we adopted the process developed by Tranfield et al. [39], consisting 93 

of three steps: planning, processing, and reporting. In the planning stage, the research 94 

protocol is developed, including the search strategy (database, keywords, and search 95 

period), to identify relevant works and define the inclusion and exclusion criteria. In the 96 
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processing stage, a qualitative assessment of the studies and data synthesis are per- 97 

formed; in the reporting stage, the descriptive results of the analyses are presented.  98 

 99 

2.1 Systematic Review of the Literature for LSPs and Industry 4.0 100 

 101 

Table I presents the SRL method adopted in this study. 102 

 103 

Table I – Systematic Literature Review Method 104 

Stages Results 

Planning 

Databases: Web of Science, Scopus, ScienceDirect, Emer-

ald, Springer, Wiley, SAGE, and Google Scholar. 

 

Search terms: "the fourth industrial revolution" OR "the 

4th industrial revolution" OR "Industry 4.0" AND 3PL OR 

4PL OR LSP OR "logistics services providers" OR "third-

party logistics" OR "fourth-party logistics". 

 

Research period: 2011 to Oct 2020 

 

Number of articles found: 374 

Processing 

Search performed based on criteria in the planning stage 

 

Screening: application of the exclusion method, reading of 

articles based on the theme of this research. Content that 

addressed concepts, capabilities, technologies, barriers, and 

success factors. 

 

Extraction: structuring of the concept matrix by authors x 

dimensions. 

Reporting 

Establishment of the dimensions identified in the reading 

and analysis of the articles. 

Application of the concept matrix, specification of the di-

mensions and sub-dimensions most cited by the authors. 

  

 105 

2.1.1 Planning 106 

 107 

In the planning phase, the following search terms were defined and combined: In- 108 

dustry 4.0 and its variations (the fourth industrial revolution and the 4th industrial rev- 109 

olution), third-party logistics (3PL), fourth-party logistics (4PL), and logistics service 110 

providers (LSPs).  111 

Initially, only articles in which these terms were mentioned in the title, abstract, and 112 

keywords were considered. However, due to the low volume of results returned by the 113 

databases, it was necessary to consider the entire document, including the references. 114 

This difficulty in identifying relevant works, in a way, proves the scarcity of research in 115 

this field. After this more comprehensive search, 374 articles published between 2011 116 

and October 2020 were obtained; the period is justified by the fact that the term Industry 117 

4.0 was first cited only in 2011, considering only articles published in periodicals and 118 

written in the English language were considered. 119 

 120 

 121 

2.1.2 Processing 122 
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 123 

To narrow the focus of the search, it was decided that the terms Industry 4.0 (and 124 

its variations) should appear in the articles, along with the terms 3PL, 4PL or LSPs; more- 125 

over, the articles should address the relationship between the two. 126 

There were some instances of article duplication, since we searched for relevant ar- 127 

ticles in the two largest scientific databases—Web of Science and Scopus—in addition to 128 

publishers such as Emerald and Springer. However, this database strategy was neces- 129 

sary to ensure the most comprehensive coverage and recover as many documents as 130 

possible and determine the saturation point. The number of duplicate articles was 39, 131 

with the article, in some cases, present in as many as four different databases. After elim- 132 

inating duplicates, 335 articles were selected for further screening. 133 

We read the abstracts and introductions of the articles to identify the framing of 134 

each article and exclude research that did not clearly address the terms or combinations 135 

or lacked satisfactory depth in the themes. In some cases, we also read the article con- 136 

clusions owing to the impact of the publication. It is important to emphasize that due to 137 

the low number of articles returned by the searches in the chosen databases, indicating 138 

only the following search criteria: title, abstract, and keywords, it was necessary to cover 139 

all the content of the articles, which in fact brought a much larger and significant number 140 

of articles, however, most of the search terms were found, for example, only in the ref- 141 

erences, and these documents were excluded in the screening process. For those articles 142 

with an impact publication, considering best quartile Q1, H-index >100 and JCR >3.000 143 

we chose to read in addition to the abstract and introduction, also the conclusion, in 144 

search of relevant information for our research. This process yielded 69 articles that were 145 

considered for a more detailed reading of their content.  146 

A few articles were excluded that only emphasized Industry 4.0 and superficially 147 

discussed LSPs. Some articles were also excluded due to their more technical approach 148 

to one or more enabling technologies or due to the date of publication and type of article. 149 

In a vast majority of the excluded articles, the key words were only presented in the 150 

bibliography or in a few passages within the text, demonstrating that the theme was not 151 

the focus of these articles. Ultimately, 28 articles remained that were relevant both in 152 

terms of impact and proximity to the theme proposed in this study. Figure I show the 153 

detailed steps of the SLR.  154 

 155 

 156 
Figure I – Flow chart of step-wise literature review process 157 

 158 
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Figure II presents the number of publications per year. The year 2019, in particular, 159 

witnessed a considerable increase in the number of published articles (12 articles), more 160 

than double the amount of publications from previous years. This finding suggests that 161 

the theme LSPs–Industry 4.0 has gained attention in the research community. 162 

 163 

 164 
Figure II – Annual number of publications 165 

 166 

Figure III shows the distribution of articles across databases, with 46% (13 articles) 167 

of the articles belonging to the Scopus database. It is noteworthy that articles were also 168 

identified in the databases of publishers, beyond the most popular databases such as 169 

Web of Science and Scopus; thus, articles in publisher databases, which would not have 170 

been analyzed otherwise, are also considered in this review. 171 

 172 
Figure III – Articles by database 173 

 174 

Figure IV displays the distribution of articles per continent/country, considering the 175 

country of the main author. Firstly, more than 46% (13 articles) of the published articles 176 

involve institutions from Europe, with institutions from Asia next, at 28% (8 articles). 177 

The top six countries that produced the most knowledge on the subject were: Germany 178 

with 14.3% (4 articles), and Switzerland, Poland, Hong Kong, Malaysia, and Turkey, all 179 

with 7.1% (2 articles) each.  180 

 181 

  182 
Figure IV – Number of publications by country 183 
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Regarding the number of articles published per journal, the distribution of articles 185 

is quite dispersed, with the journals Advanced Engineering Informatics, Journal of Cleaner 186 

Production, Processes and Transportation Research Part E: Logistics and Transportation Review 187 

each accounting for two published articles, already the other journals appear with only 188 

one publication each, demonstrating that there is no concentration in a specific journal. 189 

Table II shows the list of articles selected and included in the literature review, 190 

along with their publication details. 191 

 192 

Table II – List of Articles Included in the Literature Review 193 

No. Author Title Database Periodical 

1 [21] 
Industry 4.0 and the current status as well as 

future prospects on logistics 
Science Direct Computers in Industry 

2 [40] 

Development of an Ecosystem Model for the 

Realization of Internet of Things (IoT) Ser-

vices in Supply Chain Management 

Springer Electronic Markets 

3 [11] 
Logistics 4.0 and emerging sustainable busi-

ness models 
Scopus 

Advances in Manufac-

turing 

4 [41] 
IoT patent roadmap for smart logistic service 

provision in the context of Industry 4.0 
Scopus 

Journal of the Chinese 

Institute of Engineers 

5 [42] 

Logistics as a science - central research ques-

tions in the era of the fourth industrial revo-

lution: Invited paper based on the position 

paper of the scientific advisory board of bun-

desvereinigung logistik (BVL)[1] 

Scopus Logistics Research 

6 [43] 

Knowledge resources, technology resources 

and competitive advantage of logistics ser-

vice providers 

Web of Science 

Knowledge Manage-

ment Research and 

Practice 

7 [44] 

Analysis of the difficulties of SMEs in indus-

try 4.0 applications by analytical hierarchy 

process and analytical network process 

Scopus Processes 

8 [8] 
A Systematic Review of 3PLS' entry into re-

verse logistics 
Web of Science 

South African Journal 

of Industrial Engineer-

ing 

9 [45] 
Analysis of the risk impact of implementing 

digital innovations for logistics management 
Scopus Processes 

10 [37] 

Dynamic capabilities of logistics service pro-

viders: antecedents and performance implica-

tions 

Emerald 

Asia Pacific Journal of 

Marketing and Logis-

tics 

11 [46] 

Towards an Autonomous Industry 4.0 Ware-

house: A UAV and Blockchain-Based System 

for Inventory and Traceability Applications 

in Big Data-Driven Supply Chain Manage-

ment 

Web of Science Sensors 

12 [12] 

An 'Internet of Things' enabled dynamic opti-

mization method for smart vehicles and lo-

gistics tasks 

Scopus 
Journal of Cleaner Pro-

duction 

13 [47] 
Technology adoption by logistics service pro-

viders 
Scopus 

International Journal of 

Physical Distribution 

and Logistics Manage-

ment 
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14 [27] 

Scenario and strategy planning for transform-

ative supply chains within a sustainable 

economy 

Scopus 
Journal of Cleaner Pro-

duction 

15 [48] 
Impacts of Internet of Things on supply 

chains: A framework for warehousing 
Google Scholar Social Sciences 

16 [13] 

Smart product-service systems in interopera-

ble logistics: Design and implementation pro-

spects 

Scopus 
Advanced Engineering 

Informatics 

17 [49] 

Digitalization and leap frogging strategy 

among the supply chain member: Facing GIG 

economy and why should logistics players 

care? 

Scopus 

International Journal of 

Supply Chain Manage-

ment 

18 [50] 
Studying the sustainability of third- party lo-

gistics growth using system dynamics 
Web of Science 

Journal of Modelling in 

Management 

19 [2] 
The strategic role of logistics in the industry 

4.0 era 
Science Direct 

Transportation Re-

search Part E: Logistics 

and Transportation Re-

view 

20 [51] 

Pursuing supply chain sustainable develop-

ment goals through the adoption of green 

practices and enabling technologies: A cross-

country analysis of LSPs 

Science Direct 
Technological Forecast-

ing and Social Change 

21 [52] 

Digital transformation at logistics service 

providers: barriers, success factors and lead-

ing practices 

Scopus 
International Journal of 

Logistics Management 

22 [53] 
Smart logistics based on the internet of things 

technology: an overview 
Scopus 

International Journal of 

Logistics Research and 

Applications 

23 [54] 

An integrated online pick-to-sort order batch-

ing approach for managing frequent arrivals 

of B2B e-commerce orders under both fixed 

and variable time-window batching 

Science Direct 
Advanced Engineering 

Informatics 

24 [55] 
On LSP lifecycle model to re-design logistics 

service: Case studies of Thai LSPs 
Web of Science Sustainability 

25 [3] 
Logistics 4.0: a systematic review towards a 

new logistics system 
Google Scholar 

International Journal of 

Production Research 

26 [56] 
An IoT-enabled Real-time Logistics System 

for A Third-Party Company: A Case Study 
Google Scholar 

Procedia Manufactur-

ing 

27 [57] 

Analyzing enablers of knowledge manage-

ment in improving logistics capabilities of In-

dian organizations: a TISM approach 

Emerald 
Journal of Knowledge 

Management 

28 [7] 
Logistics centers in the new industrial era: A 

proposed framework for logistics center 4.0 
Scopus 

Transportation Re-

search Part E: Logistics 

and Transportation Re-

view 

3. Results and Discussions 194 

 195 

An analysis was performed on each article listed in Table II, whereby the categories, 196 

subcategories, and components were extracted following the concept-centered approach 197 
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of Webster and Watson [38]. Table III presents the categories, or so-called dimensions, 198 

extracted and consolidated from the articles. 199 

A clear and distinct classification trend is evident, based on category and subcate- 200 

gory. Ten categories were identified in the analysis, and the following three were the 201 

most cited: Technology (28), Performance requirements (26), and Challenges (22). This 202 

reveals there is still a gap and lack of consensus in explaining the structure of a Logistics 203 

Service Provider 4.0. 204 

 205 

TABLE III – Concept categories extracted from the literature 206 

Author(s) Staff 
Technol-

ogy 

Infra 

Structure 

Relation-

ship 
Services 

Organiza-

tional 

Chal-

lenges 

Barri-

ers 
Threats 

Performance 

Requirements 

[21]  X     X X  X 

[40]  X  X  X  X  X 

[11]  X   X X X   X 

[41]  X     X   X 

[42] X X  X X X   X X 

[43] X X    X    X 

[44] X X     X X  X 

[8]  X    X X   X 

[45]  X  X  X  X   

[37] X X   X X X  X X 

[46]  X   X  X   X 

[12]  X   X X X  X X 

[47] X X  X X X X X X X 

[27]  X    X    X 

[48]  X X X X  X   X 

[13]  X  X X X X X X X 

[49]  X    X X   X 

[50] X X  X X X X  X  

[2]  X     X  X X 

[51]  X    X    X 

[52] X X X X X X X X X X 

[53]  X X  X  X  X X 

[54]  X X X X X X X X X 

[55]  X   X  X   X 

[3] X X    X X X  X 

[56]  X    X X   X 

[57] X X  X  X X X  X 

[7]  X X X  X X   X 

No. of items considered 9 28 5 11 13 20 22 10 10 26 

 207 

From the main categories (technology, performance requirements, and challenges) 208 

identified in the analysis, subcategories were derived. 209 

Table IV presents the set of sub-categories under the technology category—the sub- 210 

categories IoT (22), cloud computing (14), big data (14), RFID (13), blockchain (13), and 211 

autonomous entities (9) were the most frequently discussed. 212 

  213 
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TABLE IV – Sub-category for technology 214 

Author(s) IoT IoS RFID WSN CPS 
Cloud 

computing 

Big-

Data 

Block-

chain 

3D Print-

ing 
Drones 

Augmented 

reality 

Autonomous 

entities 

Social 

media 

[21] X X X  X X X X X X  X  

[40] X  X           

[11] X  X  X X X  X X X X  

[41] X  X X X X X       

[42] X           X  

[43]   X           

[44] X    X         

[8] X     X        

[45] X     X X X X X X   

[37] X      X   X  X  

[46] X  X  X X X X X X X   

[12] X  X           

[47]              

[27]       X X X X  X  

[48] X X   X X   X     

[13] X       X    X  

[49] X     X X X     X 

[50] X       X      

[2] X       X  X  X  

[51]      X       X 

[52]       X X      

[53] X  X X  X X X      

[54]      X        

[55] X X X  X  X       

[3] X  X X X X X X X  X X X 

[56] X  X   X X       

[57] X  X    X X      

[7] X  X   X  X  X X X  

No. of items considered 22 3 13 3 8 14 14 13 7 8 5 9 3 

 215 

Table V displays the sub-categories under performance requirements, with the 216 

most popular sub-categories being efficiency (19), responsiveness (15), agility (15), col- 217 

laboration (15), and flexibility (12). 218 

 219 

TABLE V – Sub-categories for performance requirements 220 

Author(s) Efficiency Visibility Reliability Responsiveness Assertiveness Agility Flexibility Collaboration 

[21] X X X X   X  

[40]        X 

[11] X X  X    X 

[41] X X  X X X   

[42] X  X  X X X X 

[43] X   X X  X  

[44] X        

[8] X X       

[45]         

[37] X   X   X X 
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[46] X  X   X   

[12] X X  X X X  X 

[47]        X 

[27]       X X 

[48] X X X X  X X  

[13] X     X X X 

[49]    X X X   

[50]         

[2]   X   X   

[51]        X 

[52] X X  X  X X X 

[53] X X X X X X X X 

[54] X  X X X X X X 

[55]    X  X X X 

[3] X X  X X    

[56] X X   X X   

[57] X   X  X  X 

[7] X  X X  X X X 

No. of items considered 19 10 8 15 9 15 12 15 

 221 

Table VI lists the sub-categories under the organizational category, in which the 222 

sub-categories of differentiation (16), sustainability (8), and digitalization (7) were the 223 

most frequent. 224 

 225 

TABLE VI – Sub-categories for organizational 226 

Author(s) Sustainability Digitalization Differentiation Leadership Agile Management  

[21]      

[40]   X   

[11] X     

[41]      

[42]    X  

[43]  X X   

[44]   X   

[8] X  X  X 

[45]  X   X 

[37]   X   

[46]      

[12] X  X   

[47]   X   

[27] X X X   

[48]   X   

[13]   X   

[49]  X X   

[50]   X   

[2]      

[51] X     

[52]  X X X X 

[53]  X X   

[54]   X   

[55]   X   
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[3] X    X 

[56] X     

[57]    X  

[7] X X   X 

No. of items considered 8 7 16 3 5 

 227 

Table VII discusses the sub-categories under the challenge’s category, in which the 228 

predominant sub-categories were: cost reduction (12), rapid changes in demand (9), in- 229 

formation security (8), resource management and lack of skilled professionals (7). 230 

 231 

TABLE VII – Sub-categories for challenges 232 

Author(s) 

Quick 

changes in 

demand 

Process 

complexity 

Cost 

reduction 

Resource 

management 

Shortage 

of skilled 

labor 

Technology 

adoption 

System  

interoperability 

Information 

security 

[21]  X   X   X 

[40]         

[11] X        

[41]  X     X  

[42]         

[43]     X    

[44]   X      

[8]   X      

[45]         

[37] X   X     

[46] X  X X    X 

[12] X  X X     

[47]     X X X  

[27] X        

[48]   X    X X 

[13]   X X X  X  

[49]   X  X    

[50]   X  X    

[2]   X     X 

[51]         

[52] X X   X X  X 

[53]   X X   X X 

[54] X  X X     

[55]         

[3] X X X   X  X 

[56] X     X   

[57]    X     

[7]        X 

No. of items considered 9 4 12 7 7 4 5 8 

 233 

The number of categories per author is shown in Figure V. Authors such as Cichosz 234 

et al. [52], Leung et al. [54], Mathauer and Hofmann [47] and Pan et al. [13] employed 235 

more than seven of the categorized dimensions in their research; however, only Cichosz 236 

et al. [52] covered all ten categories listed in the concept matrix. 237 

 238 
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 239 
Figure V – Number of categories per publication/author 240 

 241 

3.1 Conceptual Map for Logistics Service Provider 4.0 242 

 243 

In this subsection, a conceptual structure is proposed, constructed in an inductive 244 

way through the analysis performed in the articles; the categories, sub-categories, and 245 

their interactions are arranged in Figure VI. 246 

Although, as mentioned, there is no consensus among authors on a clear categori- 247 

zation of the dimensions, it is evident that there is some consensus in relation to the 248 

categories of technology and performance requirements, as presented in Table III—a 249 

majority of the authors consider these categories, demonstrating that they are key cate- 250 

gories in the proposed structure. 251 

 252 



Logistics 2022, 6, x FOR PEER REVIEW 13 of 30 
 

 

 253 
 254 

Figure VI – Conceptual map for the logistics service provider 4.0 255 

 256 

Due to the complexity of this structure, it is necessary to discuss more clearly the 257 

importance of each category, its subcategories, and interactions, to understand and clar- 258 

ify the relationships between them. 259 

 260 

3.1.1 Challenges 261 

 262 

This category includes elements from the external and internal environments of or- 263 

ganizations, referring to complex situations that need to be overcome. They encourage 264 

and drive companies to continue developing both in terms of technology and innova- 265 

tion, while remaining competitive in an increasingly globalized market. 266 

In the new industrial era, some challenges deserve special attention for LSPs to re- 267 

main competitive: 268 

• Rapid changes in demand: New customer requirements, a greater variety of 269 

products and services, high demand combined with an increasingly individualized de- 270 

mand, or uncertain or imprecise demand. 271 

• Complexity of processes: The coordination of several logistics networks— 272 

composed of processes between senders, intermediaries, and recipients of different sizes, 273 

segments, and geographic location; and that frequently require customization of ser- 274 

vices—makes it difficult to standardize processes and technological infrastructure. 275 

• Cost reduction: While cost reduction remains the main reason why shippers 276 

hire a LSPs, the extremely competitive and commoditized environment creates pressure 277 

to reduce costs; consequently, LSPs face frequent contract reviews and increasingly tight 278 

profit margins.  279 

• Resource management: Failures and mismanagement of resources also cause 280 

an increase in logistics costs, due to the waste and idleness generated. Therefore, optimal 281 

allocation is the key to maximize the use of logistics resources, be competitive, and re- 282 

duce costs. However, the lack of reliable information and the dependence on human 283 

experience to determine a complex allocation of resources, are major impediments. 284 

• Lack of skilled professionals: The lack of workforce skills; shortage of profes- 285 

sionals with digital skills, technology skills, and operations knowledge; coupled with 286 

low levels of education are all challenges confronting LSPs.  287 



Logistics 2022, 6, x FOR PEER REVIEW 14 of 30 
 

 

• Technology adoption: Factors such as information technology (IT) experi- 288 

ence, top management support, competitive pressure, competitive conditions, require- 289 

ment and alignment with customers and business partners, security issues, and per- 290 

ceived benefits, are as important to technology adoption as choosing the right technol- 291 

ogy at the right time—it is the organizational strategy that will drive digital transfor- 292 

mation and ensure a successful integration for LSPs. 293 

• Interoperability between systems: The constantly evolving and wide range of 294 

digital devices and technologies necessitates greater integration between systems, which 295 

must necessarily have the capacity to communicate, integrate with each other in an ef- 296 

fective manner, and operate seamlessly regardless of the technology platform and sup- 297 

plier. Interoperability between systems is one of the biggest challenges of Industry 4.0. 298 

• Information security: The large number of connected devices and the high 299 

volume of confidential data traffic over the network, often deposited in cloud solutions, 300 

mean that data protection and information security are critical issues. Moreover, there is 301 

a growing need among customers to obtain information in real time, anytime and any- 302 

where, placing greater pressure on access security to nullify attempted breaches or un- 303 

authorized access and cyber-attacks.  304 

 305 

3.1.2 Barriers 306 

 307 

Different from challenges, which are motivators, the category of barriers refers to 308 

obstacles that hinder or make it difficult for LSPs to experience the benefits of the 4.0 309 

environment. Some of these barriers are: 310 

• High cost of technologies: The initial investment in advanced IT in the logis- 311 

tics sector is often high. It includes not only the cost of acquiring the technology (pur- 312 

chase or development) but also costs related to its implementation, including transition 313 

costs—where these new technologies need to be integrated into the company—mainte- 314 

nance costs, and costs related to technical support and training. 315 

• Distrust of benefits: In addition to the high cost of investment, the indiffer- 316 

ence in relation to the return also prevents companies from investing in new technolo- 317 

gies. Many firms question whether these technologies can really bring competitive ad- 318 

vantage and assist in winning new contracts. Organizations are not always convinced of 319 

the return on investment, which remains difficult to estimate or doubtful, generating 320 

distrust of its benefits.  321 

• Lack of technological know-how: The lack of technological know-how and of 322 

a digital culture is an obstacle. Logistics providers are generally not seen as innovative 323 

companies but strive to acquire technological know-how through collaboration with 324 

partners and clients. However, obtaining such knowledge through interaction may not 325 

lead to innovation, thus hurting the company’s attempts to establish leadership in inno- 326 

vation or differentiation from the competition. Moreover, without genuine digital trans- 327 

formation, the potential of a technology may not be fully exploited, and any competitive 328 

advantage derived might not be sustained. 329 

 330 

3.1.3 Threats 331 

 332 

This category concerns threats from the external environment, and is limited to 333 

competition, new entrants, and substitutes. 334 

Logistics companies are facing great pressure from customers, employees, partners, 335 

and competitors to undergo digital transformation. Meanwhile, entirely new companies 336 

are emerging that research, analyze, and question current processes and value creation, 337 

adding to the opportunities offered by digitalization and interconnectivity. These new 338 

innovative competitors, as startups, are gaining market share from consolidated logistics 339 

operators and challenging current business practices. They benefit from digitalization, 340 

which is leading to ever shorter technology innovation cycles, and are opening up new 341 
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opportunities through business models based on new technologies and digital plat- 342 

forms. This demonstrates that centralized and unilateral logistics services can be re- 343 

placed by a dynamic and more collaborative optimization strategy. However, driven by 344 

the recent evolution of e-commerce and Industry 4.0, companies are starting to invest in 345 

new logistics technologies to offer their own delivery services, which are faster and 346 

sometimes free of charge, instead of relying on LSPs. 347 

 348 

3.1.4 People Resources 349 

 350 

The people dimension is a key dimension in this structure, since advanced technol- 351 

ogies require high levels of knowledge and competencies at different levels, for compa- 352 

nies to benefit from better performance. This is because the resources related to 353 

knowledge allow the technology resources to generate competitiveness—without them, 354 

the technology resources alone would not be able to generate sustained results. How- 355 

ever, knowledge is a rare and difficult-to-imitate capability; therefore, it becomes an im- 356 

portant competitive advantage, since it is people who create, use, and share knowledge 357 

in an organization. 358 

Thus, organizations need people specialized in new digital technologies, with tech- 359 

nology-oriented skills and talents, so they can create and define digital transformation 360 

strategies and participate in decisions to acquire or reject technologies. This is an im- 361 

portant factor for the successful implementation of change.  362 

 363 

3.1.5 Technology Resources 364 

 365 

Technology resources are vital to achieve a higher level of LSPs performance, as 366 

they can raise logistics competitiveness, increase innovation capacity, reduce costs, and 367 

improve service levels. Such resources are acquired through investment in advanced 368 

equipment and devices, as well as information and communication technologies (ICTs); 369 

moreover, unlike knowledge, they are easy to imitate and transfer, that is, competitors 370 

can easily absorb them, although it is necessary to have these resources in place to 371 

achieve a higher level of performance. 372 

The new era of industrialization has ushered several new technologies such as IoT, 373 

CPS, cloud computing, big data, radio frequency identification (RFID), blockchain, and 374 

autonomous technologies, which—when combined—can drive better performance re- 375 

sults for logistics companies. 376 

 377 

3.1.6 Infrastructure Resources 378 

 379 

This dimension is significant in logistics and plays an important role in local and 380 

global operations. It is related to the structure of the organization in tangible terms, such 381 

as assets, real estate, sheds, vehicles, handling equipment, and storage structures. Usu- 382 

ally, companies either employ their own resources, acquired through investments, or 383 

lease resources from third parties. 384 

In fact, logistics operations are composed of various basic assets, including struc- 385 

tures and equipment that allow the storage, movement, and transportation of products. 386 

These structures and equipment are a great opportunity to incorporate technological 387 

components that enable connectivity and support operations in a network environment, 388 

thereby making the operation more efficient and intelligent. 389 

 390 

3.1.7 Relationship Resources 391 

 392 

Relationships are indispensable in establishing long-term alliances and contracts, 393 

and long-term relationships can help foster the cooperative networks or commercial 394 
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alliances necessary to create innovative logistics solutions that, often, require considera- 395 

ble investment. 396 

A long-term relationship can arouse the client's interest in transferring responsibil- 397 

ity for other stages of the supply chain to the logistics partner, thereby increasing its 398 

participation in the business, and creating a collaborative and trusting environment be- 399 

tween the parties, in which information sharing, transparency, and delivery of agreed 400 

service levels are fundamental. 401 

In the 4.0 environment, the relationship is not restricted only to shipper clients. It is 402 

important to consider all the actors and stakeholders that participate directly or indi- 403 

rectly in the supply chain such as other suppliers, competitors, technology developers, 404 

innovation ecosystems, government organizations, and society in general. 405 

A relationship between competitors—such as sharing goods and services—alt- 406 

hough debatable, can also bring an advantage over others, by better managing the capa- 407 

bilities and resources of both. This collaborative business model between competitors— 408 

or coopetition—is even more interesting in a decentralized, collaborative, and dynamic 409 

environment. 410 

 411 

3.1.8 Service Resources 412 

 413 

Service resources are the core business of LSPs. They are composed of the compa- 414 

nies' know-how, expertise and help to generate value for the client and the consumer. 415 

Innovation plays an important role in this competence, as it elevates the level of service 416 

delivered to the client, through significant improvements in performance. 417 

Historically, LSPs have been driven by operational demands and have passively 418 

evolved in response to clients' specific needs, continuously adjusting their service port- 419 

folio and improving their established operations.  420 

New business models can now be developed with the addition of digital technolo- 421 

gies, improving and making available innovative services that will benefit LSPs and their 422 

customers. This has caused LSPs to seek a more active and proactive stance in develop- 423 

ing services using advanced technologies, to meet new customer demands and require- 424 

ments. 425 

Recent advances in Industry 4.0 technologies have enabled their application in sev- 426 

eral relevant logistics areas such as planning, inventory management, storage manage- 427 

ment, transportation management, and information and material flow management.  428 

 429 

3.1.9 Organizational Resources 430 

 431 

Managing organizational resources is important for organizations in the new era of 432 

digitalization, comprising agile systems, processes, strategies, culture, and values. These 433 

elements are directly related to organizational guidelines, routines and contribute to 434 

overall performance. 435 

Organizations must reorganize the management structure so that they can quickly 436 

absorb digital technologies, develop capabilities and skills to use digital innovation, and 437 

face any changes based on a cooperative and customer-relationship approach. This re- 438 

organization suggests a radical change in companies to employ modern technologies, 439 

with a direct impact on current strategies, cultures, and business models. 440 

Advanced technologies can improve the competitive position of LSPs by innovating 441 

services, improving existing logistics solutions, and adding value to the services pro- 442 

vided. Therefore, strategies, policies, and processes need to be rethought, so that busi- 443 

ness goals and strategies are aligned and supported by IT strategies. 444 

  445 
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3.1.10 Performance Requirements 446 

 447 

The previously described dimensions, individually or through interaction between 448 

them, must meet performance requirements at a level that will ensure customer satisfac- 449 

tion through value generation and satisfy the organization's shareholders through com- 450 

petitive advantage and sustainable financial results. 451 

The performance requirements are: 452 

• Efficiency: Processes that deliver high performance rates, reduced costs, fail- 453 

ure-free or minimal error rates, and no waste. 454 

• Visibility: Availability and processing of real-time information of events and 455 

recorded conditions of processes and equipment. 456 

• Reliability: Reliable and safe processes and services that function properly at 457 

an acceptable level of service quality. 458 

• Responsiveness: Appropriate response to changes in the environment and 459 

demand, without prejudice to the level of service. 460 

• Assertiveness: Proactivity in the constant reassessment and monitoring of 461 

processes and services, with assertive decision-making and solutions. 462 

• Agility: Prompt reaction and the ability to quickly and effectively adapt to 463 

constantly changing environments. 464 

• Flexibility: Assumes, absorbs, and adapts when internal or external changes 465 

occur, observing cost, quality, and time constraints. 466 

• Collaboration: Relationship of coordination, cooperation, and communica- 467 

tion between internal and external entities in order to achieve common goals. 468 

 469 

3.2 Theoretical Foundation of the Conceptual Framework 470 

 471 

The proposed model presents robust constructs extracted through an SLR, after 472 

consolidating the categories and subcategories in the reviewed articles. 473 

 474 

3.2.1 Challenges 475 

 476 

The conceptual framework initially proposes challenges that LSPs might face due 477 

to the transformation brought about by the 4.0 environment. According to Leung et al. 478 

[54] and Liu et al. [12], these challenges will result in rapid change and increased de- 479 

mand, stimulated mainly by the growth of e-commerce. Chen et al. [37] suggest that, to 480 

meet customers’ needs, LSPs must rapidly recognize these changes, reconfigure, and in- 481 

tegrate and invest in resources to enhance and develop new services. 482 

This often dispersed and uncontrolled increase in demand results in many prob- 483 

lems in the logistics sector. Liu et al. [12] state that the increase in logistics costs is the 484 

main problem for LSPs, especially given the cost reduction pressures in the sector, as 485 

revealed by Leung et al. [54]. Many executives still view logistics as a cost to be managed 486 

[2]. Melkonyan et al. [27] state that, with the aid of digital technologies, the dynamic 487 

behavior of supply chains may be anticipated and analyzed, thereby reducing costs aris- 488 

ing from a sudden oscillation in demand. Tang and Veelenturf [2] suggest that the high 489 

cost of acquiring digital technology can be overcome by reducing logistics costs. 490 

Cichosz et al. [52] and Hofmann and Rüsch [21] indicate that this challenge is even 491 

greater for providers due to the complexity of logistics processes, as they usually deal 492 

with a logistics network and coordinate processes between intermediaries, shippers, and 493 

customers of different sizes and geographic locations, which makes it difficult for them 494 

to standardize processes and infrastructure. Nonetheless, they are often forced to cus- 495 

tomize to meet a particular customer need. Trappey et al. [41] and Winkelhaus and 496 

Grosse [3] reinforce that the lack of technological standardization is an even more im- 497 

portant challenge as it has become essential in Industry 4.0. 498 
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Additionally, Liu et al. [12] explain that another impact factor that results in in- 499 

creased logistics costs is related to the issue of resource management, where the chal- 500 

lenge is optimal allocation. However, allocation is hampered by the lack of real-time and 501 

reliable information. Therefore, implementing management with visibility and seeking 502 

optimal allocation is the key to maximizing the use of logistics resources. 503 

Leung et al. [54] state that the traditional process of handling products in some dis- 504 

tribution centers, which still rely on human experience to determine the allocation of 505 

resources, can create inefficiency. 506 

Cichosz et al. [52] highlight that the lack of technological knowledge and qualified 507 

resources is also a challenge, combined with the shortage of employees with digital skills 508 

and the low educational levels of the workforce identified by Cichosz et al. [52]. Quali- 509 

fied employees are essential for the successful integration of new technologies. 510 

Technology adoption itself becomes a challenge for LSPs in terms of making the 511 

right choice at the right time. According Cichosz et al. [52], it is not technology, but strat- 512 

egy that drives digital transformation. Winkelhaus and Grosse [3] describe some im- 513 

portant influences for technology adoption: IT experience, top management support, 514 

competitive pressure, security issues, as well as perceived benefits. Mathauer and Hof- 515 

mann [47] find that the modes of access to technology can hinder success in integrating 516 

new technologies, because, in LSPs, there is a relationship between mode of access 517 

(make, buy or alliance) and the successful integration process. 518 

Another important challenge of Industry 4.0 for global supply chain and logistics 519 

operations, according to Frederico et al. [10], is interoperability between systems. Yavas 520 

and Ozkan-Ozen [7] state that a range of digital devices and technologies already exist 521 

and will continue to emerge; these must—in line with Noura et al. [58] — necessarily 522 

have the ability to communicate, integrate with each other effectively, and operate seam- 523 

lessly regardless of the type of technology.  524 

Finally, according to Mostafa et al. [48] and Cichosz et al. [52], a challenge that has 525 

been gaining increasing importance is data protection and information security, owing 526 

to the large number of connected devices and the high volume of confidential data traffic 527 

over the network, often deposited in cloud solutions.  528 

Hofmann and Rüsch [21] point out that data security is a critical issue, especially 529 

when there is an increasing demand from customers for real-time information that is 530 

accessible anytime and anywhere. Cichosz et al. [52] reveal that this puts greater pres- 531 

sure on access security. According to Fernández-Caramés et al. [46] and Tang and 532 

Veelenturf [2], organizations must seek to nullify attempted breaches or unauthorized 533 

access and cyber-attacks. Ding et al., [53] reiterate that access control and the guarantee 534 

of user privacy must be ensured, while Yavas and Ozkan-Ozen [7] argue that security in 535 

data management is a success factor in the implementation of new technologies.  536 

 537 

3.2.2 Barriers 538 

 539 

In addition to the challenges, there exist some barriers in adapting to the 4.0 envi- 540 

ronment, Winkelhaus and Grosse [3] highlight the high initial investment cost, especially 541 

of advanced information technologies applied to the logistics sector [12]. According to 542 

Papert and Pflaum [40], besides the complexity and high cost of implementation, there 543 

are other significant costs relating to transition—where these new technologies need to 544 

be integrated into the company— maintenance, technical support, and training, as high- 545 

lighted by Sevinç et al. [44]. 546 

Sevinç et al. [44] also reveal that managerial indifference regarding the return is 547 

another factor that prevents companies from investing, because the top management is 548 

not convinced of the return on investment, coupled with the fact that the return on in- 549 

vestment is difficult to estimate or even doubtful. According to Winkelhaus and Grosse 550 

[3], this is one of the important barriers in implementing these technologies. Thus, the 551 
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adoption of a new technology is impacted by the relationship between costs and benefits, 552 

according Mathauer and Hofmann [47]. 553 

However, the lack of technology challenges the efficiency of logistics services [12], 554 

because technological innovations facilitate better use of resources, information ex- 555 

change, and integration between supply chain partners; moreover, they make LSPs more 556 

dynamic and adaptable to change, according to Cichosz et al. [52].  557 

According to Wagner [59], logistics providers usually acquire technological know- 558 

how through collaboration between partners and clients. However, these types of inter- 559 

action may not lead to innovation, jeopardizing the company’s efforts to establish lead- 560 

ership in innovation and create differentiation from competition. The author further 561 

states that, without professional acquisition of know-how, the potential of these technol- 562 

ogies may not be fully exploited. 563 

 564 

3.2.3 Threats 565 

 566 

Although the challenges and barriers discussed thus far encourage LSPs to seek 567 

active participation and adapt to this new environment, another factor that requires at- 568 

tention is in relation to external threats, primarily with traditional competition and new 569 

entrants. Cichosz et al. [52] provide the example of express delivery companies that com- 570 

pete for employees with Uber and other last mile delivery companies. 571 

Leung et al. [54] explain that increasingly innovative and cutting-edge initiatives 572 

are solving society’s problems, facilitating exchanges between the customer and sup- 573 

plier, and completely changing not only the value proposition but also organizations’ 574 

business models. 575 

In this regard, Chen et al. [37] report that the recent evolution of e-commerce and 576 

Industry 4.0 have led companies such as Amazon, Alibaba, and SF Express to invest in 577 

new logistics technologies with the aim of significantly reducing delivery times. 578 

Mathauer and Hofmann [47] reinforce that digitalization is leading to ever shorter tech- 579 

nology innovation cycles and opening up opportunities for new competitors. Ding et al. 580 

[53] note that new competitors are gaining market share in consolidated logistics opera- 581 

tors’ markets through business models based on new technologies, exemplified by the 582 

case of Uber Freight, whose platform connects transportation providers with the most 583 

appropriate goods available, creating an on-demand logistics network through its app.  584 

Indeed, new technology solutions bring innovations in both services as well as new 585 

business models. Pan et al. [13] cite the example of Fulfilment by Amazon, under which 586 

Amazon stores third-party products in its distribution centers and sorts, packs, ships, 587 

and provides customer service for these products. Similarly, cubyn.com provides on- 588 

demand logistics services; uship.com and anyvan.com are online freight platforms. 589 

Additionally, Tang and Veelenturf [2] attest to the growing importance of logistics 590 

from the customer’s perspective, causing e-tailing companies such as Amazon and 591 

Alibaba to invest heavily in logistics technologies to offer faster and sometimes free de- 592 

livery services, rather than relying on LSPs. 593 

 594 

3.2.4 People Resources 595 

 596 

 To face the challenges, overcome the barriers, and combat the threats presented, 597 

companies that provide logistics services must rethink their capabilities in the people, 598 

technology, infrastructure, relationships, services, and organizational dimensions. 599 

One of the main capabilities of organizations and an important pillar of this con- 600 

ceptual framework is the people dimension. It is related to the knowledge developed by 601 

employees over time. According Karia [43], it comprises intangible elements that accu- 602 

mulate within a company through information, knowledge, skills, attitudes, training, 603 

and education.  604 
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Nonetheless, this capability is difficult to imitate. Hence, it becomes an important 605 

competitive advantage. According to Yadav et al. [57], knowledge is the main sustaina- 606 

ble competitive advantage for LSPs, the authors highlight that it is people who create, 607 

use, and share knowledge. The authors further state that in this case, the advanced ap- 608 

plication of information and communication systems is appropriate for knowledge man- 609 

agement, being an enabler to improve decision making and management efficiency. 610 

Cichosz et al. [52] state that people are crucial for digital transformation in the lo- 611 

gistics services sector, but there is a resistance to change among employees in the adop- 612 

tion of technology. Nonetheless, for LSPs, this is far from being the most significant bar- 613 

rier and can be overcome by stimulating people through a collaborative environment of 614 

support, trust, and empowerment. Consequently, the engagement of employees will be- 615 

come a success factor. The authors also warn that commitment toward this process must 616 

start with top management. 617 

According to Cichosz et al. [52], training and the digital skills development are one of 618 

the prerequisites for employees’ engagement in a digital business environment. There- 619 

fore, companies should invest in training and capacity building, thus remedying the 620 

shortage of qualified professionals. Rahman et al. [49] state that employees must have 621 

knowledge, cyber skills, and technology-oriented talent, which can be acquired by train- 622 

ing and certifications; another way to acquire knowledge, as mentioned by Chen et al. 623 

[37], is knowledge sharing, supported by a culture open to learning and experimenta- 624 

tion, in which employees can be encouraged to do things differently. 625 

 626 

3.2.5 Technology Resources 627 

 628 

The adoption of technology by firms in pursuit of greater automation can certainly 629 

reduce the reliance on people, according to Sevinç et al. [44]; however, it is important to 630 

understand what is expected. According to Hofmann and Rüsch [21], employees should 631 

have more responsibility and act as decision makers, assuming coordination functions 632 

instead of performing purely operational services. In this way, human interaction will 633 

be limited to control and monitoring, mainly at the operative level. 634 

Karia [43] empirically demonstrated that technologies are positively related to 635 

knowledge resources, the latter being the most important source for technology invest- 636 

ment. Conversely, knowledge depends on technology to generate competitive cost ad- 637 

vantages. Thus, LSPs should acquire advanced technology when they have high levels 638 

of knowledge to benefit from cost advantages. Rahman et al. [49] emphasize that 639 

knowledge and technology resources are important forces for LSP to remain competitive 640 

in the market. 641 

Moreover, Karia [43] highlights that technology resources are vital to achieve a 642 

higher level of performance in LSPs, because they can raise logistics competitiveness, 643 

increase innovation capacity, reduce costs, and improve service levels.  644 

Cichosz et al. [52] state that technological innovations support logistics resources, 645 

enabling measurements, adequate use of resources, information exchange, integration 646 

with other actors in the supply chain, and better customer service. Thus, technologies 647 

help the LSPs become more dynamic and adaptable to changes in the environment. 648 

Thus, advanced technologies are key to increasing productivity, according to Rahman et 649 

al. [49]. However, Cichosz et al. [52] state it is important to select solutions that are rele- 650 

vant and aligned with the purpose and objectives of the organization. 651 

For Karia [43], technology resources are acquired through investment in advanced 652 

equipment and devices, as well as ICT aimed at cost reduction, agility in response time, 653 

and differentiation in services provided. However, unlike knowledge, the technological 654 

infrastructure is easy to imitate and transfer; therefore, competitors can easily absorb 655 

them. 656 

Indeed, the employment of technologies can help organizations deal with many of 657 

the challenges described thus far; for example: changes in environment and demand 658 
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require rapid decision making, which can be achieved—according to Trappey et al. [41] 659 

—by cloud computing platforms, which store and retrieve a huge amount of data [53] 660 

captured by IoT devices such as sensors, actuators, RFID, 4G communication devices, 661 

location (GPS) [3,7,11,53]. These devices, installed on physical objects such as goods, 662 

trucks, and containers, allow these objects to be identified, located, and monitored at 663 

different stages of the logistics process [7,41]; they also provide information regarding 664 

brightness, humidity, temperature, and pressure, which are crucial for certain types of 665 

products [40]. According to Ding et al. [53], the data captured by these devices and stored 666 

in the cloud can be modeled and analyzed using big data technology, to predict future 667 

situations and prevent disruptions. 668 

In summary, the main technologies of Industry 4.0 according to Hofmann and 669 

Rüsch [21]; Strandhagen et al. [60]; Trappey et al. [41]; Liu et al. [12]; Mostafa et al. [48] 670 

and Wu et al. [56] are: IoT, CPS, cloud computing, big data, augmented reality, additive 671 

manufacturing (3D printing), unmanned vehicles, and blockchain. These technologies 672 

can provide information in real time about any object, whether a product or information 673 

[40,56]. 674 

 675 

3.2.6 Infrastructure Resources 676 

 677 

The introduction of these technologies also suggests a change in the way LSPs lo- 678 

gistics facilities are thought of and configured [54]. As previously mentioned, vehicles, 679 

forklifts, and conveyors can be equipped with devices that make them smart [52]. The 680 

warehouse, as stated by Mostafa et al. [48], is a basic component of the supply chain for 681 

the storage of products; according to Yavas and Ozkan-Ozen [7], from the technological 682 

perspective, distribution centers can integrate technologies into their activities, increas- 683 

ing efficiency in cost and process, and reducing errors and delays. 684 

However, Leung et al. [54] state that high investments in technology can be very 685 

risky. Moreover, Trappey et al. [41] and Frederico et al. [10] argue that interoperability 686 

and standardization are important, because—in addition to ensuring connectivity—they 687 

can be replicated or customized for other processes and customers with some ease.  688 

 689 

3.2.7 Relationship Resources 690 

 691 

One solution that seems appropriate in addressing this barrier is the establishment 692 

of long-term relationships, supported by information sharing and transparency. The re- 693 

lationship suggested by Papert and Pflaum [40] involves the development of cooperative 694 

networks and business alliances to drive innovative products and services, especially in 695 

dynamic business environments. This environment includes, for example, suppliers, 696 

customers, stakeholders, unions, trade associations, government organizations, and 697 

competitors.  698 

Establishing relationships with competitors by sharing resources, to gain ad- 699 

vantages over other competitors by better managing capabilities and resources, is a good 700 

example of the benefits of collaboration.  701 

While Chen et al. [37] suggests that the LSP should proactively interact and negoti- 702 

ate with supply chain members to determine its value-add in the industry, Yadav et al. 703 

[57] suggest that managing information along the supply chain requires a certain set of 704 

protocols and agreements and ultimately, collaboration. According to the authors, col- 705 

laboration occurs at two levels within the organization: between individuals and be- 706 

tween the organization and its network of partners. 707 

According to Mostafa et al. [48], the main thing is to focus on making partners and 708 

customers more cooperative and strengthening integration by performing tasks together 709 

so that the relationship is based on trust. Sundarakani et al. [50] add that this perspective 710 

arouses customer interest in outsourcing a wider range of logistics services, paving the 711 

way for a long-lasting relationship. 712 
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Delfmann et al. [42] explain that innovative logistics services are often developed 713 

in collaboration with pilot customers as value added services, while Mathauer and Hof- 714 

mann [47] mention that these collaborative developments also depend on the customer's 715 

strategic relevance and trust. This is because, sometimes, LSPs make considerable invest- 716 

ments in assets, but usually based on the demands and requirements of a specific cus- 717 

tomer. Therefore, contract durations often differ depending on the amortization of spe- 718 

cific investments.  719 

Ding et al. [53] state that, in a collaborative relationship, the data and information 720 

are shared and visualized. This promotes the interaction between suppliers and custom- 721 

ers, making the process transparent and traceable, improving satisfaction in a mutual 722 

way, and promoting decentralized decision making and quick responses to any inci- 723 

dents that may occur. 724 

 725 

3.2.8 Service Resources 726 

 727 

According to Strandhagen et al. [60], recent advances in technology provide many 728 

opportunities related to logistics services. Liu et al. [12] mention the enhancement in 729 

routing optimization, seamless loading services, and opportunity to create more sustain- 730 

able logistics service. Chen et al. [37] likewise argue that new technologies can also help 731 

continuously adjust the mix and improve the overall service level. Tiwong et al. [55] state 732 

that improving the logistics service is paramount in meeting customer needs. Thus, the 733 

greater the innovation in this regard, the higher the level of service delivered to the cus- 734 

tomer. 735 

Service is the core business of logistics providers, composed of the know-how and 736 

expertise of these companies, which generate value for the client and for the final con- 737 

sumer. Mostafa et al. [48] and Yavas and Ozkan-Ozen [7] also state that advanced tech- 738 

nologies can actually improve logistics services in the planning stages through improved 739 

demand forecasts; in process management through greater visibility of each step and 740 

providing more accurate predictive actions and decision making; in inventory manage- 741 

ment through more accurate inventory, and leaner, automated, and real-time monitor- 742 

ing; in storage management through communication between products and shelves, and 743 

autonomous handling systems that enable decentralized management; and in transport 744 

management through improved collaboration between shipper, carrier, and customer, 745 

expediting the service, reducing risks and accidents, and providing real-time infor- 746 

mation. 747 

Conversely, Cichosz et al. [52] argue that new business models can be developed 748 

by LSPs, serving, for example, as architects of further flow developments within Indus- 749 

try 4.0; presenting new services based on customer information regarding demand, 750 

available capacity, and end-to-end supply chain visibility; or even developing platform 751 

business models for customers and suppliers, a kind of shared economy with common 752 

access to data by business partners. 753 

Delfmann et al. [42] draw attention to the classic processes of product and service 754 

development, which, according to the authors, are misaligned with respect to the char- 755 

acteristics of 4.0 solutions, necessitating a redesign of these processes, without which 756 

they will have no prospect of success in their market introduction. 757 

 758 

3.2.9 Organizational Resources 759 

 760 

According to Cichosz et al. [52], digitization is not about a single technology, but 761 

about major changes in the organization based on a combination of information, com- 762 

puting, communication, and connectivity technologies—in other words, a fusion of ad- 763 

vanced technologies that connect physical and digital systems. Strandhagen et al. [60] 764 

claim that digitization enables organizations to be more collaborative and efficient. 765 
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According to Barczak et al. [45], it is necessary to reorganize management so that 766 

the company can easily and quickly absorb emerging digital technologies arising from 767 

digitalization. Therefore, a corporate innovation strategy focusing on the capacity and 768 

ability to use digital innovations is desirable.  769 

Nonetheless, Papert and Pflaum [40] view digital transformation as a radical change 770 

within an organization and a source of differentiation. It is supported by the use of mod- 771 

ern technologies to achieve greater business efficiencies. However, changes in process 772 

management are likely to result from the introduction of technologies, as well as changes 773 

in the approach to cooperation with customers and suppliers. Therefore, LSPs must 774 

evolve their strategies, cultures, and business models [52]. 775 

 According to Yadav et al. [57], organizational culture is even more important in the 776 

new era of digitalization. Analogously, Cichosz et al. [52] state that developing a digital- 777 

ization-friendly organizational culture is another key success factor, as organizational 778 

culture defines how a company operates and how it introduces change. They are, in es- 779 

sence, a set of norms, values, and attitudes that are clearly communicated and shared 780 

among all stakeholders, and further comprise agile systems, processes, and strategies, 781 

which are directly related to organizational guidelines and routines and contribute to 782 

improved operational performance. 783 

Leadership has an important and active role in this change. According to Chen et 784 

al. [37], the ideal leader in this regard must be closely involved in communicating the 785 

company’s technological vision, undertake constant monitoring of market trends, trans- 786 

late them into business opportunities, orchestrate changes, and be able to inspire and 787 

motivate people to be part of this organizational change. 788 

 Sevinç et al. [44] mention that it is important for companies to keep up with tech- 789 

nological advances to remain competitive. Cichosz et al. [52] reveal that, in the future, 790 

LSPs will no longer be considered simply as logistics companies, but will be recognized 791 

as technology companies that offer logistics services. 792 

According to Sundarakani et al. [50], the factors that currently drive the growth of 793 

LSPs are expected to change in the coming years, mainly due to the rapid evolution of 794 

the 3PL industry due to the adoption of advanced technologies. As a differentiation fac- 795 

tor, Pan et al. [13] use the following argument: With the increase in the number and 796 

complexity of demands, organizations will move toward collaboration, intelligence, and 797 

service orientation, whereby collaborative business—including coopetition, which con- 798 

sists of sharing goods or logistics services between competitors from a business-to-busi- 799 

ness (B2B) network—will be prominent. 800 

 Mathauer and Hofmann [47] argue that technologies can help improve the compet- 801 

itive position of a LSPs by assisting in service innovations or improving existing logistics 802 

solutions with value addition. 803 

 804 

4. Conclusions 805 

 806 

Industry 4.0 is equated with the fourth industrial revolution, given that it has sig- 807 

nificant implications for the entire manufacturing industry. Accordingly, LSPs must de- 808 

velop strategies to adapt to this new environment. Although studies in this area are nas- 809 

cent, considering that all the articles on this subject were published in the last 10 years, 810 

this article undertook a systematic review of the literature covering both Industry 4.0 811 

and LSPs. The objective was to propose a conceptual structure of LSPs in the future, 812 

following the consolidation of Industry 4.0. In doing so, the study not only fills the ex- 813 

isting gap in the literature but can also guide scholars and professionals in further re- 814 

search. 815 

Three research questions were proposed to guide this study. In response to Q1, the 816 

SLR revealed eight major challenges: rapid changes in demand, process complexity, cost 817 

reduction, resource management, lack of qualified professionals, technology adoption, 818 
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interoperability between systems, and information security. Three main barriers were 819 

also noted: high cost of technologies, lack of confidence in the benefits, and lack of tech- 820 

nological know-how. Some threats were also highlighted, such as competition, new en- 821 

trants, and substitutes. These dimensions are part of the proposed conceptual model. 822 

Regarding Q2, six dimensions were identified and grouped: people, technology, in- 823 

frastructure, relationship, services, and organizational. These dimensions are related to 824 

the aforementioned challenges, barriers, and threats. Accordingly, these inter- and intra- 825 

organizational dimensions need to be emphasized as organizations prepare to absorb 826 

the impacts of Industry 4.0. 827 

 Regarding Q3, the technology dimension was the most frequently discussed in the 828 

articles in this SLR; in fact, all the studies analyzed address the advanced technologies 829 

of industry 4.0, in the following order of frequency: IoT, Internet of Services (IoS), RFID, 830 

and WSN technologies, CPS, cloud computing, big data, blockchain, 3D printing, drones 831 

and autonomous entities, augmented reality, and social media. 832 

All these technologies have the potential for application in logistics processes, 833 

which are usually performed by LSPs when these processes are outsourced. 834 

This research identified and consolidated six dimensions that can be used as re- 835 

search themes to be further explored: the development and the role of people (1) in this 836 

transformation; the types of technology (2) and their applications in the processes; the 837 

facilities and infrastructure (3) in general connected through devices; the role and the 838 

relationship (4) with customers, suppliers and competitors; the development of new ser- 839 

vices (5) and business models; and finally, the change in the structure and organizational 840 

culture (6) of companies. Thus, it is undeniable that there is much to be explored by 841 

researchers, since this research did not aim to comprehensively cover the subject, but 842 

rather to provoke, foster, and stimulate new research related to the theme. However, the 843 

structuring and definition of topics is the starting point to stimulate scholars, academics, 844 

professionals, and policy makers, to study in greater depth the issue raised. 845 

New research is fundamental to developing the initially proposed framework, es- 846 

pecially for practical advances. 847 

Thus, this research has both theoretical and practical implications. From a practical 848 

perspective, the proposed framework can be used to support professionals in organiza- 849 

tions that provide logistics services, by providing theoretical support to initiate strategic 850 

changes and adaptations to become LSPs 4.0. Second, as companies are increasingly re- 851 

quired to adapt to smart industries, consultancy may be of interest to support the trans- 852 

formation process. This may provide an opportunity to further explore the concepts pre- 853 

sented herein and develop a model with practical validity. 854 

As for theoretical implications, this study contributes to the academic community. 855 

It is unique and introduces an original model. However, further empirical studies are 856 

required to validate the conceptual framework.  857 

 858 

4.1 Research Limitations and Directions for Future Research 859 

 860 

Despite admitting the richness of this study, we cannot claim that it fully covers the 861 

dimensions and implications in which industry 4.0 will impact organizations providing 862 

logistics services, because we are talking about a new industrial revolution in evolution. 863 

Therefore, we recognize that this research has its limitations, first in methodological 864 

terms, because it has characteristics of qualitative and exploratory research, where em- 865 

pirical and quantitative research can improve, qualify and confirm the findings, validat- 866 

ing or even refuting the proposed theoretical model. The second limitation is related to 867 

the period in which this work was carried out, which is the result of a master's thesis 868 

developed in 2020, and considering the mass of articles that have been published in re- 869 

cent years, for example, research conducted by Nica, E ., et al. [61], Andronie, M., et al. 870 

[62] and Lăzăroiu, G., et al. [63], which address intelligent process planning assisted by 871 

deep learning, real-time production logistics based on the Internet of Things and cyber- 872 
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physical process monitoring systems, topics that were not explored in depth in this re- 873 

search, demonstrate that it is interesting a renewal of a new review to update and vali- 874 

date the constructs. 875 

However, as it is an innovative study and brings relevant constructs to LSPs, it does 876 

not lose its relevance for organizations and the academic community, and contributes to 877 

new reviews due to the process by which the review was conducted and which allows 878 

for repeatability and replicability of the study. 879 

The previous sections presented and discussed the categorized dimensions that re- 880 

sulted from an SLR, to set up a conceptual structure for LSPs 4.0. However, the proposed 881 

structure requires empirical validation.  882 

Some of the identified dimensions and sub-categories have received more attention 883 

by researchers, as demonstrated in Tables 3 to 7. This shows that there is a clear need for 884 

further research. 885 

Therefore, other research questions were identified, which should be of interest to 886 

researchers in the field of supply chain management, logistics, and logistics outsourcing. 887 

• What, in shippers’ view, are the necessary elements to create LSPs 4.0?  888 

• What benefits do shippers perceive from LSPs 4.0 in their supply chain? 889 

• How can LSPs 4.0 support customers in deploying Industry 4.0? 890 

• What professional profiles and skills are required to implement LSPs 4.0? 891 

• Which logistics processes should be prioritized to receive investments and 892 

achieve technological innovation? 893 

• What are the financial impacts of LSPs 4.0 implementation on LSPs? 894 

• How and which processes should be measured when introducing disruptive 895 

technologies? 896 

• What IT infrastructure is needed to deploy LSPs 4.0? 897 

• How should the performance of logistics processes be measured through dig- 898 

ital technologies? 899 

• What is the best way for LSPs to acquire disruptive technologies? 900 

• How can LSPs 4.0 measure customer satisfaction? 901 

• What levels of competitive advantage can the transformation to LSPs 4.0 de- 902 

liver for traditional service providers? 903 

• How can the barriers of high technology cost, lack of know-how, and firm- 904 

level misgivings of the benefits, be mitigated? 905 

• How can disruptive technologies support LSPs 4.0 in making logistics pro- 906 

cesses more sustainable? 907 

• What is the relationship between organizational maturity and the implemen- 908 

tation of LSPs 4.0? 909 

• What are the barriers to deploying LSPs 4.0 in small- and medium-sized en- 910 

terprises? 911 

• How can operational excellence be achieved through LSPs 4.0? 912 

• What is the relationship between performance requirements and value deliv- 913 

ery to customers? 914 

• What is the role of lean logistics in a LSPs 4.0 context? 915 

 916 

This study sought to create a consistent conceptual model, whereby logistics pro- 917 

fessionals may direct strategies and decision making, act in a proactive and more auton- 918 

omous manner within the supply chain of the future, remain essential and strategic play- 919 

ers for organizations and shippers.  920 

Future research might consider conducting a survey with LSPs to empirically vali- 921 

date the model. This should include case studies and should form part of the future 922 

agenda derived from this study. 923 

 924 

  925 
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