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ARTICLE INFO ABSTRACT

Keywords: The manufacturing sector attributes the growing prominence of Drones and the Internet of Drones (IoD) systems
Drone to their multifaceted utility in delivery, process monitoring, infrastructure inspection, inventory management,

Internet of drones predictive maintenance, and safety inspections. Despite their potential benefits, adopting these technologies

foD . . faces significant obstacles that need systematic identification and resolution. The current literature inadequately
Unmanned aerial vehicle . . . . . . TSN

UAV addresses the barriers impeding the adoption of Drones and IoD systems in manufacturing, indicating a research
Manufacturing gap. This study bridges this gap by providing comprehensive insights and facilitating the organisational tran-
Industry sition towards embracing Drone and IoD technologies. This research identifies 20 critical barriers to deploying
Barriers Drones and IoD in manufacturing. These barriers are validated through a global quantitative survey of 120 Drone
AHP experts and analyzed via Exploratory Factor Analysis (EFA). EFA categorises these challenges into six distinct
EFA dimensions. Utilizing the Analytical Hierarchy Process (AHP), these dimensions and individual barriers are

ranked, incorporating feedback from five Drone specialists. The study highlights ‘Safety and Human Resource
Barriers’ and ‘Payload Capacity and Battery Barriers’ as the most predominant obstacles. Key concerns include
limited battery life, explosion risks, and potential damage to assets and individuals. This research significantly
advances the existing literature by presenting a practical methodology for categorising and prioritising Drone
and IoD adoption barriers. Employing EFA and AHP offers a globally relevant framework for stakeholders to
strategically address these challenges, advancing the integration of drones and IoD systems in the manufacturing
domain.

1. Introduction

The manufacturing landscape is transforming with the integration of
advanced technologies, signalling the progression from traditional
practices to Industry 4.0 and beyond [1,2]. Technologies like IoT,
advanced analytics, RFID, automated storage systems, and robotics
address specific challenges, improving supply chain management, in-
ventory optimization, and workers’ safety [3]. Among these technolo-
gies, Unmanned Aerial Vehicles (UAVs), commonly known as drones,
and their networked systems under the framework of the Internet of

Drones (IoD) stand out as particularly revolutionary [4]. Various sectors,
including manufacturing, are increasingly repurposing drones for com-
mercial use to enhance operational efficiency, worker safety, and in-
ventory management [4,5].

Initially developed for military use, drones have significantly
broadened their applications, demonstrating substantial impact across
various sectors [6]. In agriculture, drones have revolutionized precision
farming, enhancing crop yields by up to 30 % and reducing water and
chemical use by approximately 50 %, optimizing resource management
[7,8]. The logistics industry has also seen transformative changes, with

* Corresponding author. Centre for Supply Chain Improvement, University of Derby, Derby, UK.
E-mail addresses: dauren.askerbekov@warwick.ac.uk (D. Askerbekov), j.reyes@derby.ac.uk (J.A. Garza-Reyes), ranjitghatak@gmail.com (R. Roy Ghatak),
rohitjoshi@iimshillong.ac.in (R. Joshi), jayakrishna.k@vit.ac.in (J. Kandasamy), danielmattos@ub.edu (D. Luiz de Mattos Nascimento).

https://doi.org/10.1016/j.techsoc.2024.102648

Received 1 March 2024; Received in revised form 2 May 2024; Accepted 25 June 2024

Available online 27 June 2024

0160-791X/© 2024 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-

nec-nd/4.0/).


mailto:dauren.askerbekov@warwick.ac.uk
mailto:j.reyes@derby.ac.uk
mailto:ranjitghatak@gmail.com
mailto:rohitjoshi@iimshillong.ac.in
mailto:jayakrishna.k@vit.ac.in
mailto:danielmattos@ub.edu
www.sciencedirect.com/science/journal/0160791X
https://www.elsevier.com/locate/techsoc
https://doi.org/10.1016/j.techsoc.2024.102648
https://doi.org/10.1016/j.techsoc.2024.102648
https://doi.org/10.1016/j.techsoc.2024.102648
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

D. Askerbekov et al.

companies like Amazon reducing delivery times and costs by up to 50 %
through drone integration [9,10]. Drones contribute significantly to
environmental conservation and disaster management by enabling
efficient real-time data collection in affected areas [11,12].

The commercial drone market has experienced robust growth,
valued at approximately $19.89 billion in 2022, with projections of a
13.9 % compound annual growth rate through 2030 ([13]Share & Trends
Report 2030, n.d.). Expanded applications in sectors like construction
drive this growth, as drones reduce surveying times by 85 %, enhancing
project efficiency and safety [14]. Technological advancements and
adaptive regulatory frameworks globally, such as those by the Federal
Aviation Administration (FAA), have supported this surge, with over
500,000 drones registered for commercial use in the USA by 2021 [15].

In rural areas, drones are crucial for delivering essential medical
supplies in regions like sub-Saharan Africa, showcasing their effective-
ness locally and nationally ([16] | UNICEF Supply Division, n.d.). Urban
centres in Europe also benefit, with drone delivery services projected to
be economically viable for about 30 % of the population, expected to
reduce delivery times, operational costs, and CO2 emissions [17].
Additionally, legislative adaptations in countries like Norway facilitate
the integration of drones into their transportation systems, illustrating a
proactive approach to embracing autonomous vehicle technologies
[18]. This global adoption underscores the diverse capabilities of
drones, marking them as integral to the future of industrial and service
sectors worldwide.

Recent research comprehensively examines the complex barriers to
adopting Drones and the Internet of Drones (IoD) systems across various
sectors, including agriculture, construction, healthcare, transportation,
and logistics, underscoring significant technological, operational, reg-
ulatory, and societal challenges [8,19-21]. The literature highlights the
importance of integrating both technological innovations and
socio-economic strategies to facilitate the adoption of drone technolo-
gies in industrial environments. This integration is crucial for aligning
with broader efficiency and productivity goals while adapting to specific
operational and market conditions [19,21,22].

Strategic frameworks are necessary to address the vast array of
barriers to drone adoption, calling for robust policies that support the
scalability of these technologies across diverse industrial landscapes
[23]. Region-specific studies from India and Europe provide insights
into local regulatory and socio-economic factors influencing drone
integration, enriching our understanding of the implementation of
advanced manufacturing technologies [8,23]. These investigations
highlight the global nature of the shift towards innovative
manufacturing technologies and illustrate the need for an integrated,
multifaceted approach in adopting drones and IoD systems for
manufacturing processes.

The surge in drone usage for industrial applications marks a trans-
formative approach to enhancing operational efficiency and reducing
the environmental footprint of manufacturing systems [24]. While
existing research primarily focuses on generic barriers to drone adop-
tion, such as regulatory obstacles [25] and technological challenges
[26], it often neglects specific challenges in the manufacturing sector’s
integration of advanced aerial technologies. Although studies like Zhong
et al. [27] and Kas and Johnson [28] address issues like drone path
planning and safety hazards, comprehensive exploration of systemic and
regulatory hurdles is lacking. Additionally, while valuable insights are
offered within European industrial contexts [29] and perspectives from
the European Steel Industry [30], the broader complexities of tran-
sitioning to drone-integrated manufacturing paradigms remain
underexplored.

Addressing this research gap, our research endeavours to meticu-
lously discern, authenticate, and prioritize impediments confronting
global EV deployment for LMD.

Within the context of the current study, the research aims to address
the following research questions.
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RQ1 What are the primary barriers to adopting drones and the Internet
of drone systems in the manufacturing industry?

RQ2 What is the relative significance of each barrier that hinders the
adoption of drones and the Internet of Drone systems in
manufacturing operations?

RQ3 What implications do barriers to adopting drones and the Internet
of Drone systems pose for advancing technology adoption in the
manufacturing industry?

This study enhances the discourse on drone adoption within the
manufacturing sector by addressing critical research questions that
explore the multifaceted barriers impeding the integration of drones and
Internet of Drones (IoD) systems into advanced industrial operations.
Unlike previous research that predominantly focuses on technological
aspects [31], our investigation delves into the socio-technical, financial,
and operational challenges, providing a granular analysis of the systemic
and regulatory hurdles that affect drone deployment in manufacturing
environments. This research is grounded in a global perspective, gath-
ering insights from various regions to understand the universal barriers
and opportunities for drone integration in manufacturing, leading to
actionable strategies developed through extensive stakeholder
consultations.

Our comprehensive framework integrates technological, opera-
tional, socio-technical, and policy-related challenges, offering a cohe-
sive understanding of these impediments and their implications for
advanced manufacturing systems. By contrasting our holistic approach
with segmented analyses found in existing literature, such as the effi-
ciency assessments by Zhong et al. [27] and safety evaluations by Kas
and Johnson [28], this study highlights its innovative contributions to
the field. It calls for further research and policy development to facilitate
a transition towards more integrated and sustainable manufacturing
operations, thus addressing a critical gap in existing scholarly work.

The paper is structured as follows: Section 2 offers a literature review
focusing on Drones and IoD benefits for manufacturing and its imple-
mentation challenges. Section 3 describes the adopted research meth-
odology. Section 4 presents the findings from the barriers analysis.
Section 5 delves into an in-depth discussion of the results, while the
paper culminates in the conclusions presented in Section 6.

2. Literature review
2.1. Drones and the Internet of drones (IoD)

The emergence of Unmanned Aerial Vehicles (UAVs), commonly
referred to as Drones, signifies a noteworthy technological advancement
in aerial capabilities [6]. Operated remotely or autonomously and
equipped with cameras and sensors, Drones serve various purposes such
as aerial photography, surveying, logistics, and disaster management.
Their utility extends to accessing challenging areas in both commercial
and research domains [11,32].

Initially designed for military reconnaissance, Drones have expanded
across diverse domains, categorized by operational zone (outdoor or
indoor) and mission type (military or civil) [33]. In military contexts,
Drones undertake critical operations such as missile launches, bomb
deployment, battlefield surveillance, communications disruption, and
medical supply delivery in combat zones. Civil applications include
high-altitude Wi-Fi provision, aviation, delivery, videography, disaster
response, environmental monitoring, construction, space exploration,
inspection, maritime activities, meteorology, agriculture, and recrea-
tional use (M. [32,34-36]).

Technological advancements have significantly expanded the capa-
bilities of drones, making them versatile tools for diverse applications.
Drones, equipped with high-resolution cameras, sophisticated sensors,
and advanced flight controls, perform various tasks, including agricul-
tural monitoring, environmental assessment, emergency response, and
infrastructure inspection [4,37]. UAV applications in mining range from
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mineral exploration to reclamation, highlighting their role in geological
analyses and environmental monitoring [38]. Additionally, drones have
become vital in forestry management, providing cost-effective, high--
intensity data collection and operational flexibility, making them a
formidable alternative to traditional remote sensing platforms [39].

Integrating artificial intelligence and the Internet of Things (I0T) has
significantly enhanced drone capabilities, allowing for autonomous
operations and real-time data processing (Yazdinejad et al., 2021). UAVs
play a transformative role by improving services in cellular communi-
cations, [oT networks, and disaster management through controlled
mobility and adjustable altitudes [40]. Furthermore, advances in tra-
jectory planning, strategic charging stations [41], and IoD simulator
technology [42] optimize drone delivery systems and ensure their
effective integration in shared airspace environments.

The Internet of Drones (IoD) is an evolving network framework
crucial for managing multiple Drones in shared airspace [43]. IoD dy-
namic network architecture enables improved communications and
coordination between drones, offering significant advancements in ap-
plications ranging from critical mission services to environmental
monitoring. It facilitates communication, navigation, and monitoring,
enhancing efficiency and safety, which is particularly influential in
manufacturing and collaborative operations [37,44]. The IoD has
demonstrated substantial adaptability across diverse applications,
enhancing network reliability, connectivity, and performance, crucial
for its integration into sectors like agriculture, search and rescue, and
surveillance [45].

In manufacturing, Drones encompass hardware, software, and sup-
port processes, integrating individual and collaborative functionalities
[4]. The evolution from individual to collaborative functionalities in
UAV technology underscores significant advancements in wireless
communication and network protocols, reflecting a technological leap in
UAV capabilities [37].

2.2. Transformative potential of drones and IoD in manufacturing

Drones have significantly transformed logistics and supply chain
management, notably in imaging, monitoring, and inspection tasks [26,
31]. UAVs have been instrumental in reducing delivery times and
operational costs in last-mile delivery, offering a cost-effective alterna-
tive to traditional methods [46]. Major companies like Amazon and
FedEx have incorporated drones extensively, with Amazon now utilizing
drones for over 83 % of its light orders, dramatically enhancing opera-
tional efficiency [43].

In the manufacturing sector, Drones and the Internet of Drones (IoD)
are increasingly enhancing operational efficiency [47]. Drones, equip-
ped with sensors, cameras, and data tools, are crucial for accessing
difficult areas, monitoring processes, inspecting infrastructure, and
managing inventory [48]. Mourtzis et al. [31] discuss UAVs’ efficacy in
indoor settings, utilizing Augmented Reality for path planning, which
enhances decision-making and operational efficiency. Additionally,
their role in predictive maintenance is vital, providing data that mini-
mizes downtime and extends equipment life [12].

Drones significantly enhance manufacturing asset tracking and in-
ventory management, utilizing RFID technology to optimize processes in
large complexes [21,49]. They facilitate substantial improvements in
inventory management, intra-logistics, inspections, and surveillance
within smart warehouses, offering socio-economic benefits and a
competitive edge [50]. Additionally, drones are crucial for inspecting
complex structures, implementing thermal imaging for equipment
monitoring, and enhancing safety in hazardous environments and
search and rescue operations [4,51,52].

Drones play a critical role in energy management by monitoring
usage to support efficient strategies and enhancing safety through
compliance and hazard identification [35,53]. They automate inventory
management in large warehouses, reducing labour and errors [50], and
advanced scheduling solutions optimize logistics and operational
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efficiency, crucial for scaling production [54]. In response to industrial
accidents or natural disasters, drones rapidly assess and aid recovery,
minimizing disruptions [11]. Along with Industry 4.0 principles, drones
promote sustainable practices and reduce carbon emissions in last-mile
delivery, offering a sustainable alternative to traditional transport
methods [46].

Integrating machine learning with the Internet of Drones (IoD) en-
hances data collection and predictive modelling, improving decision-
making in manufacturing [35]. IoD ensures the efficient and safe coor-
dination of drone fleets [44] and optimizes manufacturing by enhancing
performance parameters such as reliability and connectivity [45]. IoD
Simulators allow manufacturers to explore advanced applications and
improve operational planning [42]. Additionally, drones provide
real-time insights into logistics within supply chain management,
increasing efficiency and responsiveness [32,55].

2.3. Barriers to the adoption of drones and IoD systems in manufacturing

Integrating drones into manufacturing presents significant technical
and operational challenges despite their potential. These include limited
battery life of 2-25 min and difficulties in transporting heavy loads,
complicating their use in continuous operations [6,8,10,40]. Indoor
navigation is problematic for drones primarily designed for outdoor use,
particularly in hazardous factory settings that require ATEX-certified
drones [51,56]. Additionally, technical issues such as complex trajec-
tory planning and the necessity for robust security measures pose sig-
nificant barriers [41]. A fundamental challenge that Zhong et al. [27]
identified is ensuring accurate localization and flight paths in indoor
environments, where traditional sensor-based methods often fail, high-
lighting the need for innovative solutions like image-based flight control
systems.

The integration of Drones and the Internet of Drones (IoD) into
manufacturing introduces substantial operational changes and incurs
significant costs, further complicated by concerns over data privacy and
susceptibility to cyberattacks [34,57-59]. The risk of data leakage
heightens if someone commands drones [60]. Operational challenges
include intricate drone scheduling and flight path optimization, which
are critical to enhancing efficiency [54]. Multi-UAV systems in
cyber-physical applications confront design challenges such as
energy-efficient navigation and integrating machine learning for image
analysis, which limit their adoption in manufacturing and related sec-
tors [59]. Additionally, internal physical obstacles and worker fatigue
complicate drone operations, while the essential development of
advanced collision avoidance systems remains a significant barrier to
reliable and safe UAV integration in manufacturing settings [6,31,61].

Challenges such as communication losses and data errors occur when
multiple drones operate simultaneously, necessitating investment in
advanced technologies like 5G and intelligent routing systems for reli-
able data transfer ([37]; Yazdinejad et al., 2021). Effective airspace
management architecture is crucial for managing drone traffic and
avoiding conflicts ([43]; S. [62]). Moreover, integrating the Internet of
Drones (IoD) and drones for indoor navigation in confined
manufacturing spaces raises concerns about data protection [31]. The
reliability of drones poses challenges, with failure rates around 25 %,
highlighting the need for rigorous maintenance [21,63]. Additionally,
the absence of robust IoD simulators underscores significant issues in
network management and performance evaluation, which are essential
for optimizing drone deployment and operational efficiency in
manufacturing [42].

Safety concerns in obstacle-dense industrial spaces, especially near
human workers, highlight the need for skilled pilots and comprehensive
training to minimize human error [10,64,65]. Jeelani and Gheisari [22]
highlight the critical safety challenges associated with integrating UAVs
into the construction industry, noting the lack of comprehensive
research on the impact of UAVs on worker health and safety. The
accountability issue in Drone-related accidents remains unresolved,
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emphasizing the necessity for research to ascertain Drones’ safety and
reliability in industrial applications [6].

The substantial initial financial investment for Drone technology,
including procurement, setup, and maintenance, poses challenges for
small and medium-sized enterprises [35,36,59]. Furthermore, a robust
network infrastructure is essential for effective IoD operation, repre-
senting a significant investment [40,53]. Scaling Drone operations for
larger manufacturing tasks is economically challenging, particularly for
smaller manufacturers [37,40,47].

The regulatory landscape for drones is evolving, marked by strict
airspace regulations and privacy concerns that vary regionally,
complicating compliance for manufacturers [66,67]. Lee et al. [25]
highlight the disparity between well-developed safety regulations
focusing on technical specifications and the less developed privacy
regulations that fail to address UAV-specific challenges, presenting a
significant barrier to broader UAV adoption. In many developing
countries, the absence of explicit rules for commercial drone usage poses
challenges for organizations aiming to legitimize drone applications
[10]. Sociocultural factors such as perceptions of drones as substitutes
for human roles and concerns over personal information security also
hinder drone integration [51,68,69]. Additionally, the development of
Advanced Air Mobility highlights the need for a multi-level governance
model and a comprehensive policy framework for integrating environ-
mentally friendly drones, reflecting broader challenges in adopting
Drones and Internet of Drones (IoD) systems in manufacturing [23].
Concerns about reduced human interaction and unauthorized data
collection also raise privacy issues, affecting worker acceptance of
drones [70].

3. Research methodology

This study meticulously reviewed contemporary literature to deci-
pher the complexities inhibiting the assimilation of Drones and IoD
systems in the manufacturing industry. The review was executed across
multiple reputed databases, such as Emerald, Elsevier, Springer, Wiley,
Sage, Taylor & Francis (T&F), Inderscience, Google Scholar, IEEE,
EBSCO, Scopus, and ISI Web of Science, leveraging a comprehensive set
of keywords and phrases. The systematic literature review strategy
encapsulated terms like “Unmanned Aerial Vehicles”, “UAVs”, “Drones”,
“Internet of Drones”, “loD”, “Barriers”, “Obstacles”, “Challenges”, “Im-
pediments,” “Application of Drones in Manufacturing”, “Drone Tech-
nology”, “Drone Applications”, “Barriers to Drone Adoption in
Manufacturing”, “Challenges in Implementing IoD in Manufacturing”
and “Integration of Internet of Drones in Production”. Boolean opera-
tors, precisely “AND”, “OR”, and “NOT”, were judiciously deployed,
fine-tuning the search outputs to enhance precision and relevance.
Additional phrases, notably “Regulatory Compliance of Drones”,
“Technological Limitations of Drones”, “Battery Life Limitations of
Drones”, and “Drone Security”, “Drone Security”, and “Noise pollution
using Drones”, further enriched the search paradigm. The collated
literature underwent rigorous evaluation, initiating with a preliminary
abstract analysis and culminating in an in-depth perusal of pertinent
full-text articles. This thorough methodology, underpinned by academic
exactitude, facilitated a holistic comprehension of barriers, blending
scholarly and pragmatic vantage points.

After this literary exploration, we designed a structured question-
naire and meticulously validated it with industry and scholarly au-
thorities to confirm its robustness. Utilizing convenience sampling, we
collected data, optimizing accessible demographics and data sources.
The instrument underwent beta testing to ensure clarity and consistency
before broad-scale deployment. Table 1 presents the barriers discerned
from the literature.

As shown in Fig. 1, the research methodology followed a tripartite
structure to investigate the Drone and IoD adoption barriers in
manufacturing. An extensive literature review initially yielded 20 po-
tential barriers, see Table 1. The subsequent phase involved an empirical
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Table 1

Summary of barriers to Drones and IoD systems adoption in manufacturing.
S/ Barriers Explanation of Barriers Sources
N
1 Limited battery capacity =~ The barrier hinders extended [4,10,71]

operational periods for

drones as their batteries can

only store a limited amount of

energy, often limiting flight

times to 20-25 min. This

constraint necessitates

frequent recharging, thereby
reducing the active usage

time of Drones and adversely
affecting the efficiency of
manufacturing operations.

The high cost of Drone [6,37]
systems encompasses not

only the initial acquisition

and implementation expenses

of Drones in manufacturing

but also the significant costs
associated with supporting
communication systems,

ensuring reliable data

transfer, providing high-

speed internet, and

conducting comprehensive

training programs.

The barrier refers to the [6,10]
complexities and
uncertainties manufacturers
face due to the lack of
standardized and clear
governmental guidelines
governing Drone usage,
especially in developing
countries. These barriers
include navigating varying
regional laws and compliance
issues,

The barrier reflects societal
resistance to Drones in
manufacturing, stemming
from concerns about job
security, privacy invasion,
and the intrusive nature of

2 High cost of Drone
systems

3 Challenges with
government regulations

4 Socially unacceptable [10,51,72]

Drones.

The barrier refers to the [4,37]
significant auditory

disruption caused by Drones

during operation, which can

impact the work

environment. This noise can

5 Noise

affect communication and
overall ambience in
manufacturing settings.

The barrier addresses the risk
of unintentionally exposing
or accessing sensitive
information through Drones
and IoD in manufacturing.
This concern highlights
vulnerabilities in data
security, potentially leading
to cyber threats and loss of
confidential information.
The barrier highlights the [6,10]
difficulty of finding

adequately trained personnel

to operate drones and IoD

systems in manufacturing.

The shortage of skilled

professionals can impede the
effective implementation and
operation.

6 Data leakage [57,60]

7 Lack of skilled pilots and
operators

(continued on next page)
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Table 1 (continued)
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Table 1 (continued)

S/ Barriers Explanation of Barriers Sources S/ Barriers Explanation of Barriers Sources
N N
8 Insurance uncertainty in The barrier refers to the [73] 15 The risk of damaging The barrier underscores the [26,31]
the event of a crash ambiguity and complexities assets and people potential for Drones to
surrounding insurance interfere with manufacturing
coverage and claims for assets and personnel, posing a
Drones in manufacturing, risk of damage and harm.
particularly after accidents. This barrier necessitates
This uncertainty creates robust airspace management
challenges in risk and safety measures to
management and liability mitigate collision risks.
determination. 16  The complexity of The barrier highlights the [6,31,74]
9 An inability to carry a This barrier pertains to the ([5]; Choi & integrating the Drones intricate nature of
large amount of weight limited payload capacity of Schonfeld, and Internet of Drones assimilating these
current Drone models, which 2021; [10]) technologies within
restricts their ability to multifaceted manufacturing
transport heavier or bulkier operations. This complexity
items in manufacturing poses challenges in
settings. This limitation coordinating and
hampers the scalability and synchronizing the various
applicability of Drones for components of Drone systems
more extensive and varied and the Internet of Drones,
industrial tasks. requiring meticulous
10 A time-consuming The barrier relates to the ([6,731; Li planning and technical
process for integrating extensive duration and et al., 2020) expertise for successful
Drones complexity of seamlessly integration.
incorporating Drones into 17  Long battery charging The barrier underscores the [6,10,21]
existing manufacturing time extended periods required for
systems. The challenges recharging Drone batteries
include developing after depletion, often
compatible workflow exceeding an hour. This
navigation algorithms and prolonged charging time
ensuring proper leads to operational delays
synchronisation with current and affects the time efficiency
operations. of Drone utilization in
11 Limited flying area The barrier highlights the [4,31] continuous industrial
spatial constraints posed by operations.
machinery, structural 18  Lack of ATEX-certified The barrier highlights the [75]
elements, and safety Drones absence of Drones for safe
installations, limiting the operation in hazardous
operational scope of Drones environments containing
in manufacturing- settings. flammable substances, where
12 Insufficient navigation The barrier refers to the [4,51] ATEX compliance is essential.
accuracy challenges Drones face in This limitation restricts their
navigating complex usability in critical industrial
manufacturing environments. settings and calls for
The challenge includes developing specialized
difficulties in manoeuvring drones to meet safety
around obstacles and requirements.
maintaining consistent flight 19  Risk of explosion The barrier underscores the [6,73]
paths, which are crucial for potential danger of Drone
effective and safe Drone operations in manufacturing
operations. environments containing
13 Poor data transfer The barrier arises from the [4,37,74] flammable materials, such as
high mobility of Drones, oil, petrol, and wood, which
which can lead to challenges can lead to detonation
in data upload and download hazards. Mitigating this risk is
processes. These mobility- crucial for ensuring the safety
related issues can result in of both personnel and assets
interrupted or incomplete in such settings.
data transmission, affecting 20  High failure rate The barrier highlights the [63]
the efficiency of Drone significant impact of
operations. suboptimal maintenance
14 Poor communication The barrier highlights the [6,31,37] practices on Drone reliability,

between Drones

challenges in multi-drone
scenarios, where inter-drone
communication may face
hindrances. Other machinery
and robots could also
interfere with the
transmission of Drones,
leading to potential data
inaccuracies or complete data
loss, which in turn impacts
the effectiveness of
coordinated Drone
operations.

with failures occurring in
approximately 25 % of cases.
Addressing this challenge is
essential to ensure Drones’
consistent and safe operation
within manufacturing
environments.

inquiry through a quantitative survey, collating insights from 120 global
manufacturing industry professionals. This data underwent an EFA to
validate and categorize the barriers. The culminating stage adopted the
AHP technique for a hierarchical barrier ranking. The following sections
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| Extensive literature review |

!

| Identification of key barriers to Drone and IoD adoption in manufacturing industry |

v

Assessment of face validity
(Industry experts)

>

Development of Survey Questionnaire

Assessment of face validity
(Academic experts)

e

'

| Sampling Methodology and Selection |

X

| Evaluate Questionnaire through Beta Testing |

v

| Supervise Questionnaires |

Conduct Con.venience _’I Collect Data |
Sampling i

| Purify and codify the data set. |

v

| Test for Reliability and Validity |

4

’ Data Analysis |

v

v

v

| Demographic Analysis |

| Exploratory Factory Analysis |

| Descriptive Analysis |

v

| Validate and Categorize Drone and IoD adoption barriers. |

v

| Expert consultation for AHP-based barrier ranking. |

v

Discuss and Conclude

Fig. 1. Research methodology stages.

detail this methodology, accentuating its potential for replication in
subsequent similar investigations.

3.1. Data collection and analysis

A survey questionnaire harvested expert perspectives, subsequently
facilitating the validation of the barriers and categorisation into
coherent clusters via an EFA. We then used the AHP technique to rank
the barriers, drawing upon feedback from an expert panel. The survey
was disseminated through email and LinkedIn, capitalizing on a diverse
network of scholars and practitioners. This approach followed the sug-
gested 5:1 ratio of respondents to variables for EFA, as Reio and Shuck
[76] outlined, which indicated that we needed to obtain a minimum of
100 responses. Post-collection data underwent stringent cleaning, cod-
ing, and validation. This approach is consistent with the methodologies
outlined in previous literature [77].

3.2. Survey instrument design

To align with the principles established by Nardi [78], we formulated
a structured questionnaire to guarantee valid and reliable data collec-
tion. The questionnaire comprised two segments: demographics and a
detailed exploration of the 20 barriers, see Table 1, related to Drone and
IoD adoption in manufacturing. The first segment of the questionnaire
aimed to gather demographic details, focusing specifically on the re-
spondents’ industry background and expertise. In the second segment of
the questionnaire, the primary research section asked participants to
assess 20 impediments associated with drone and IoD integration in
manufacturing, using a Likert scale anchored at 1 (Not Important) and
culminating at 5 (Extremely Important). Table 2 outlines both sections.

Table 2
Description of survey questions.

Question Category Questions Significance

What type of manufacturing
industry does your
organisation belong to?
Please specify the size of
your organisation

Which region is your
organisation located in?
Has your organisation ever
used Drones or the IoD in
the manufacturing process?
Please rate the following
barriers and their
significance in adopting
Drones and IoD in
manufacturing. (1- Not
important; 2- Moderately
Important; 3- Important; 4-
Very Important; 5-
Extremely Important)

The questions provided a
deeper understanding of the
participants’ industrial
backgrounds, allowing for a
more thorough examination
of the data.

Demographic

These questions gave
insights into professionals’
views on the primary
obstacles to adopting
Drones and IoD in the
manufacturing industry.
The validation and analysis
of this data helped to answer
RQ2 and RQ3.

Importance Rating
of Barriers on a 5-
point Likert scale

4. Analysis and results
4.1. Demographic analysis

In examining respondent demographics, this study evaluated four
salient criteria: industry type, organisational size, geographical location,
and organisational experience in using Drones and IoD systems in the
manufacturing processes. This selection was grounded in expert rec-
ommendations for survey face validity and paralleled methodologies
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documented in prior research [79]. Table 3 presents the demographic
distribution of 120 valid survey responses, categorized by industry, size,
region, and drone usage experience, crucial for this study’s findings.

4.2. Data cleansing and coding

Rigorous data cleaning and coding procedures were employed to
maintain data integrity during the analyses. Out of the initially received
138 responses, 120 were considered suitable for further examination
after a stringent review for data completeness and accuracy. The number
of participants exceeded the projected sample size of 100, as specified in
Section 3.1. Notably, the attained sample size is comparable to, and even
exceeds, those observed in other studies that have employed EFA [80].
We denoted demographic questions as "DMa’, referring to Table 3, and
tagged questions concerning barriers as 'Ba’, as shown in Table 4.

4.3. Assessment of reliability and validity

To uphold the reliability of the data, we instantaneously captured
responses via a survey platform and safeguarded them on a drive
secured by password protection. The collected data, identified by vari-
able codes B1 through B20, were subjected to a reliability assessment
using Cronbach’s Alpha. This present cross-sectional study confirmed
the reliability of its survey with a Cronbach’s Alpha of 0.77, surpassing
the accepted threshold of 0.7, which underscores satisfactory internal
consistency among the survey items [81]. The data, coded from B1
through B20, underwent a rigorous reliability assessment to ensure the
robustness of the findings related to the barriers to adopting drones and
Internet of Drones (IoD) systems. Table 4 presents the Alpha values for
each surveyed barrier, alongside their mean and standard deviation,
demonstrating that all items exceed the 0.7 benchmark for internal
consistency. Moreover, mean values exceeding 2.5 highlights the sig-
nificance of these barriers, validating their examination in the

Table 3
Demographic analysis of survey data.

Variables Received Responses Frequency  Per
cent
DM1: Industry Aerospace and Defence 51 42,5
Manufacturing
Agricultural Manufacturing 12 10
Automotive 9 7.5
Construction 9 7.5
Energy and utilities 9 7.5
manufacturing
Chemical and pharmaceutical 7 5.8
manufacturing
Electronics 5 4.2
Food and beverage 5 4.2
manufacturing
Heavy machinery and 4 3.3
equipment manufacturing
Others 9 7.5
Total 120 100
DM2: Organisation Size Large (more than 250 23 19.2
employees)
Medium (50-250 employees) 39 325
Small (less than 50 employees) 58 48.3
Total 120 100
DM3: Region Asia Pacific 41 34.2
Europe 36 30
South America 19 15.8
Middle East 11 9.2
North America 8 6.7
Africa 5 4.2
Total 120 100
DM4: Experience in Yes, currently 82 68.3
Drones and IoD Yes, in the past 17 14.2
Never used, but intending to use 21 17.5
Total 120 100
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Table 4
Reliability test outcome of survey data.

Variable  Adoption Barriers Cronbach’s Alpha Mean  SD
if Item Deleted

Bl Limited battery capacity 0.768 3.97 0.987

B2 High cost of Drone systems 0.766 3.61 1.056

B3 Challenges with government 0.765 4.09 1.053
regulations

B4 Socially unacceptable 0.76 2.88 1.089

B5 Noise 0.758 2.39 1.132

B6 Data leakage 0.757 3.97 1.144

B7 Lack of skilled pilots and 0.753 3.73 1.053
operators

B8 Insurance uncertainty in the 0.755 291 1.202
event of a crash

B9 An inability to carry a large 0.772 3.78 1.063
amount of weight

B10 A time-consuming process for 0.769 3.22 1.006
integrating Drones

B11 Limited flying area 0.765 3.41 0.992

B12 Insufficient navigation 0.759 3.25 1.055
accuracy

B13 Poor data transfer 0.755 2.83 1.042

B14 Poor communication between 0.754 2.92 1.12
Drones

B15 The risk of damaging assets 0.758 4.32 1.021
and people

Bl6 The complexity of integrating 0.757 3.45 0.839
the Drones and Internet of
Drones

B17 Long battery charging time 0.767 3.03 1.334

B18 Lack of ATEX-certified Drones 0.764 2.69 1.419

B19 Risk of explosion 0.757 3.78 1.24

B20 High failure rate 0.754 3.32 1.069

Exploratory Factor Analysis (EFA). This validation ensures the survey’s
adequacy in capturing critical insights into drone and IoD integration
challenges within the manufacturing sector.

The survey’s validity was corroborated through correlation with
relevant scholarly literature, ensuring content validity. A panel of six
experts, comprised of individuals from both academic and industrial
sectors, conducted a pilot test to establish face validity. This panel
included three academic experts with over fifteen years of experience
and three drone experts with at least a decade of experience. Their
feedback prompted minor adjustments, ultimately confirming the sur-
vey’s suitability. Discriminant validity was further verified by applying
Pearson’s Correlation Coefficient. Table 5 displays Pearson Correlation
coefficients from an analysis that examines interrelationships among
barriers to adopting drones and Internet of Drones (IoD) systems
labelled B1 through B20. This analysis reveals the strength and direction
of relationships between these barriers, indicating the extent of their
interdependence. The coefficients range from weak to moderate, all
below 0.6, suggesting that while some barriers are related, they largely
represent distinct aspects of adoption challenges [82]. This heteroge-
neity in correlations highlights the diversity of obstacles, emphasizing
the need for a comprehensive strategy to tackle the complex challenges
in Drone and IoD adoption.

Table 4 presents the results of the descriptive analysis, where mean
values exceeded the threshold of 2.5, underlining the significance of the
barriers and thereby justifying their inclusion in the EFA [81].

4.4. Structural analysis of Drone and IoD adoption barriers

Table 6 evaluates the dataset’s suitability for Exploratory Factor
Analysis (EFA) using the Kaiser-Meyer-Olkin (KMO) measure, Bartlett’s
Test of Sphericity, and Cronbach’s Alpha to ensure the data’s reliability
and appropriateness for analysis. The KMO measure achieves a value of
0.685, surpassing the recommended threshold of 0.6, confirming data
adequacy for EFA [83]. Bartlett’s Test of Sphericity shows a significant
result (p < 0.001), validating the variables’ sufficient correlation for
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Table 5

Correlation matrix of the barriers to drone and IOD adoption based on Pearson correlation coefficients.

B20

B19

B18

B17

B16

B15

B14

B13

B12

B11

B10

B9

B8

B7

B6

B5

B4

B3

B2

Bl

0.034

0.172
0.208*
0.108
0.197*
0.105

0.137
0.053
0.002
0.035
0.154
0.017

0.256**
0.200*
0.082
0.147
0.164
0.076
0.013

0.130
0.172
0.019

0.023
0.155

0.074

0.084
0.159

0.030

0.145

0.057

0.069
0.168

0.011

0.193*
0.051

0.031

0.177
0.197*

0.103
0.093

0.095

0.035
0.045
0.186*

0.132

—0.051

1 0.012

Bl

0.230*
0.034
0.164

0.093

—0.085
0.259%*
0.108
0.107
0.042
0.013

—0.039

0.004

0.203*

0.249**
0.167

B2

0.231*

0.028

0.281** 0.272%* 0.010
0.158

0.386%*
0.233*

B3

0.265%*

0.308%*
0.015

0.219*
0.132
0.116
0.137
0.232

0.173
0.108
0.044
0.132

0.036 0.273%*
0.156
0.020
0.061

0.216*
0.127

0.270%*

0.190*

0.272%*

B4

0.279**
0.187*
0.160

0.246%*
0.095

0.102
0.130
0.176
0.072

0.243**

0.077

0.185*

B5

0.486**

0.383**

0.326**
0.097

0.453**

B6

0.420%
0.042

0.252%*

0.236%*

0.324%*
0.099

0.186*

B7

0.265%*
0.002

0.269**
0.212*
0.130
0.054

0.353

0.024

0.250%*
0.016

0.182*
0.004
0.149
0.240

0.336%*
0.094
0.036

0.144

0.101

B8

0.345**
0.080
0.034

0.188*
0.080

0.013

0.188*
0.014

0.060

B9

0.256%*
0.194*
0.160

0.107
0.091

0.182
0.171

0.091

B10
B11
B12
B13
B14
B15
B16
B17
B18
B19
B20

0.203*
0.090
0.218

0.152

0.359%*

0.098
0.125

0.310%**
0.213*
0.071

0.394**

0.252

0.274**

0.376**

0.216*

0.300%*

0.139
0.148

0.549**

0.177
0.233*

0.289%* 0.365%*
0.007

0.187*

0.207

0.455**
0.187*
—0.087
0.127

0.186*

0.271**

0.223*
0.152

0.272%*

0.122

0253+

0.276**

Note: The study did not incorporate significance levels for 2-tailed tests because there was no requirement for this data in the assessment.
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Table 6
Kaiser-Meyer-Olkin (KMO), Bartlett’s test of Sphericity and Cronbach Alpha.

Kaiser-Meyer-Olkin Measure of Sampling Adequacy 0.685

Bartlett’s Test of Sphericity Approx. Chi-Square 585.892
df 190
Sig. 0.001(<)
Cronbach’s Alpha (No of items=21) 0.77

df = degrees of freedom. Sig = Significance.

factor analysis [84]. Furthermore, a Cronbach’s Alpha of 0.77 indicates
robust internal consistency among the survey items, supporting the
decision to proceed with EFA [82].

The second phase of this study utilized Exploratory Factor Analysis
(EFA) to analyze the structure of barriers to drone and Internet of Drones
(IoD) adoption, as shown in Table 7. This analysis grouped barriers (B1
to B20) into six distinct dimensions, representing 59 % of the total
variance, which, while below the Yong & Pearce [85] criterion of 75 %,
aligns with the 52 % average observed in similar studies [86] and meets
the accepted threshold of over 50 % [87]. The principal component
analysis identified six factors with eigenvalues over one, indicating
significant dimensions within the dataset [79].

A Varimax rotation further refined these factors, ensuring clarity in
the classification and adherence to standard factor loading thresholds
[88,89]. The minimized cross-loadings confirmed the distinctiveness of
each factor (M. [90]). This structured approach facilitated a clear un-
derstanding of how barriers are interrelated and categorized based on
their underlying characteristics, with factor loadings emphasizing the
strength of associations within specific dimensions.

The resultant EFA framework effectively categorized the barriers
into coherent groups, addressing Research Question 2 (RQ2). We
corroborated these findings’ practical applicability and accuracy
through industry consultations, with Table 8 detailing the refined bar-
rier categories. This phase highlighted each barrier’s interconnections
and distinct nature and validated the analytical methodology employed,
ensuring the findings’ relevance to industry practices.

4.5. Hierarchical prioritization of drones and IoD adoption barriers in
manufacturing

The AHP provides a structured framework for dissecting complex
decisions, incorporating essential tiers like objectives, criteria, and sub-
criteria [79]. Although alternatives like ANP, ELECTRE, and TOPSIS
exist, AHP’s intuitiveness makes it preferable for comparative dilemmas
[91]. AHP’s unique hierarchical approach notably simplifies intricate
tasks [92].

The AHP is a valuable tool for ranking subjective factors by facili-
tating paired comparisons, which aids decision-makers in determining
optimal priorities [93]. Given its effectiveness in prioritising barriers,
this research incorporated AHP to assess obstacles to Drone and IoD
adoption in manufacturing.

4.5.1. Formulation of research objective and pairwise comparisons
Initiating the AHP demands precise articulation of the research
objective [93]. Luthra et al. [91] indicate that AHP does not mandate a
large sample, for which the quality of expert input is vital. Consistent
with prior studies, this research engaged five experts adept in Drones
and IoD [77]. The participants in this study were professionals with
substantial expertise in integrating UAV technology within the indus-
trial manufacturing domain. Each possessed a minimum of a decade of
professional engagement in Drone technology. Table 9 profiles these
experts. The AHP aimed to determine global weights to rank Drone and
IoD adoption barriers in manufacturing. The results of this hierarchical
analysis, depicted in Fig. 2, highlight the relative importance of each
barrier, and provide a clear visual representation of how these barriers
interrelate and impact the adoption of drones in the context of
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Table 7
EFA framework for six distinct Barrier dimensions.
Factors
Variable Barriers to Drone and IoD adoption 1 2 3 4 5 6
B6 Data leakage 0.771
B19 Risk of explosion 0.736
B7 Lack of skilled pilots and operators 0.681
B15 The risk of damaging assets and people 0.643
B14 Poor communication between Drones 0.763
B13 Poor data transfer 0.76
B18 Lack of ATEX-certified Drones 0.562
B12 Insufficient navigation accuracy 0.519
B2 High cost of Drone systems 0.675
B20 High failure rate 0.583
B5 Noise 0.531
Bl16 The complexity of integrating the Drones and Internet of Drones 0.519
B10 A time-consuming process for integrating Drones 0.503
B3 Challenges with government regulations 0.717
B8 Insurance uncertainty in the event of a crash 0.64
B11 Limited flying area 0.777
B4 Socially unacceptable 0.595
B9 An inability to carry a large amount of weight 0.414
Bl Limited battery capacity 0.801
B17 Long battery charging time 0.587
Eigenvalues 3.918 2.446 1.541 1.381 1.291 1.225
Total variance explained (%) 19.59 31.81 39.52 46.42 52.87 59.0

Extraction Method: Principal Component Analysis. Rotation Method: Varimax with Kaiser Normalization. Rotation converged in 8 iterations.

Table 8
Categorisation of Barriers to Drones and IoD adoption in the manufacturing
industry.

Factor  Category Barriers

1 Safety and Human Resource
Barriers (SHR)

Data Leakage (SHR1)

Risk of explosion (SHR2)

Lack of skilled pilot (SHR3)

The risk of damaging assets and people
(SHR4)

2 Communication and Poor communication between Drones
Technological Barriers (CT) (CT1)
Poor data transfer (CT2)
Lack of ATEX-certified Drones (CT3)
Insufficient navigation accuracy (CT4)
3 Financial and Operational The high cost of Drone systems (FO1)

Barriers (FO) High failure rate (FO2)

Noise (FO3)

The complexity of integrating Drones
and the Internet of Drones (FO4)

A time-consuming process for

integrating Drones (FOS5)

4 Legislation and Risk Barriers Challenges with government regulations
(LR) (LR1)
Insurance uncertainty in the event of a
crash (LR2)
5 Social and Regulatory Barriers ~ Limited flying area (SR1)
(SR) Socially unacceptable (SR2)
6 Payload Capacity and Battery An inability to carry a large amount of

Barriers (PCB) weight (PCB1)
Limited battery capacity (PCB2)

Long battery charging time (PCB3)

Table 9
Drone expert panel for AHP.

Expert Position Location Work Experience (Years)
1 Systems Engineer EMEA 14
2 Drone Pilot USA 17
3 Drone Developer Netherlands 14
4 CEO United Kingdom 26
5 Drone Consultant Brazil, Europe, APAC 21

manufacturing settings. This prioritization is crucial for stakeholders
aiming to address the most significant challenges first, thereby stream-
lining efforts towards enhancing drone adoption in manufacturing.

The three-tier order includes the primary goal (Level I), barrier di-
mensions from EFA (Level II), and the 20 specific obstacles (Level III).
The Five experts conducted pairwise comparisons among barriers using
Saaty’s nine-point scale [94].

4.5.2. Calculation of relative weights and evaluating consistency ratio

This study employed the AHP to aggregate expert pairwise com-
parison data, determining the relative importance of barriers to drone
adoption in manufacturing. The results, displayed in Table 10, utilize
the median as the aggregation method for its robustness against outliers.
Table 10 outlines the pairwise comparison matrix with relative weights
for the six main barrier dimensions identified through EFA. The relative
importance of each dimension is quantified, leading to a ranked order
based on their impact on based on their effect on drone adoption in
manufacturing.

o Safety and Human Resource Barriers (SHR) are deemed the most sig-
nificant, with a weight of 0.3377, reflecting the critical role of
addressing safety concerns and human resources in supporting drone
integration.

e Payload Capacity and Battery Barriers (PCB) follow with a weight of

0.2335, highlighting the technological challenges related to carrying

capacity and battery life as substantial deterrents.

Financial and Operational Barriers (FO) receive a weight of 0.1455,

indicating concerns about drone technology’s costs and operational

effectiveness.

e Legislation and Risk Barriers (LR) receive a weight of 0.0971, sug-

gesting these are significant yet manageable factors affecting

adoption.

Social and Regulatory Barriers (SR), with a weight of 0.0932, and

Communication and Technological Barriers (CT) at 0.0929, represent

less immediate but still noteworthy barriers affecting drone

adoption.

To ensure the reliability of the Analytic Hierarchy Process (AHP)
rankings, we calculated the consistency ratio (CR) for each pairwise
comparison matrix, adhering to the threshold of CR < 0.2, as
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Evaluation of Drone and IoD adoption barriers for relative importance
[ I [ l | 1
| SHR | | CT | FO LR SR PCB
—| SHRI CTl —  FOl LRI SR1 PCB1
— SHR2 CT2
—H FO2 SR2 PCB2
o]
— FO3
‘| SHR4 CT4
H  Fo44
— FO5
Fig. 2. Drone and IoD adoption barriers to decision hierarchy.
Table 10
Pairwise comparison matrix of the six main barriers and their relative weights.
Major Barrier Dimensions SHR CT FO LR SR PCB Relative Weight Rank
Safety and Human Resource Barriers (SHR) 1 7 7 4 2 0.5 0.3377 Ist
Communication and Technological Barriers (CT) 0.14 1 1 1 2 2.5 0.0929 6th
Financial and Operational Barriers (FO) 0.14 1 1 4 1 1 0.1455 3rd
Legislation and Risk Barriers (LR) 0.25 1 0.25 1 1 1 0.0971 4th
Social and Regulatory Barriers (SR) 0.5 0.5 1 1 1 0.5 0.0932 5th
Payload Capacity and Battery Barriers (PCB) 2 4 1 1 2 1 0.2335 2nd

recommended by Pauer et al. [95]. This level indicates a reasonable
consistency among expert judgments. We occasionally asked experts to
revise their responses to meet this criterion, ensuring that the final
priorities reflected a logical and coherent assessment.

Our rigorous approach to verifying consistency affirmed the reli-
ability of our findings, enabling a confident identification of the most
critical barriers to drone adoption. The outcomes, detailed in Table 11,

provide a hierarchical breakdown of specific obstacles within each
dimension, organized by their relative weights and global ranks.

e Safety and Human Resource Barriers (SHR): The risk of explosion
(SHR2) is the most critical, highlighting the urgent need for robust
safety protocols. Other significant barriers include data leakage
(SHR1) and lack of skilled pilots (SHR3), which emphasize concerns

Table 11
Ranking of Drones and IoD adoption barriers in the manufacturing industry.
Dimension of Barriers Relative Barriers Relative Relative Global Global
Weights Weights Rank Weights Rank
Safety and Human Resource Barriers 0.3377 Data Leakage (SHR1) 0.0888 4th 0.029971 12th
(SHR) Risk of explosion (SHR2) 0.3365 Ist 0.113619 2nd
Lack of skilled pilot (SHR3) 0.2564 3rd 0.08653 5th
The risk of damaging assets and people (SHR4) 0.3184 2nd 0.107508 3rd
Communication and Technological 0.0932 Poor communication between Drones (CT1) 0.1383 3rd 0.012854 17th
Barriers (CT) Poor data transfer (CT2) 0.5146 Ist 0.047826 9th
Lack of ATEX-certified Drones (CT3) 0.2112 2nd 0.019630 14th
Insufficient navigation accuracy (CT4) 0.1359 4th 0.012628 18th
Financial and Operational Barriers 0.1455 The high cost of Drone systems (FO1) 0.1803 3rd 0.026229 13th
(FO) High failure rate (FO2) 0.5075 1st 0.073846 6th
Noise (FO3) 0.0439 5th 0.006384 20th
The complexity of integrating Drones and the Internet ~ 0.0488 4th 0.007097 19th
of Drones (FO4)
A time-consuming process for integrating Drones 0.2246 2nd 0.032686 10th
(FO5)
Legislation and Risk Barriers (LR) 0.0971 Challenges with government regulations (LR1) 0.7292 1st 0.070835 7th
Insurance uncertainty in the event of a crash (LR2) 0.1458 2nd 0.014167 16th
Social and Regulatory Barriers (SR) 0.0932 Limited flying area (SR1) 0.3333 2nd 0.031075 11th
Socially unacceptable (SR2) 0.6667 1st 0.062151 8th
Payload Capacity and Battery Barriers ~ 0.2335 An inability to carry a large amount of weight (PCB1)  0.4353 2nd 0.101650 4th
(PCB) Limited battery capacity (PCB2) 0.4866 1st 0.113626 1st
Long battery charging time (PCB3) 0.0782 3rd 0.018254 15th

10
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over information security and the need for specialized drone oper-
ation skills.

e Payload Capacity and Battery Barriers (PCB): Limited battery capacity

(PCB2) ranks as the primary concern, followed by the inability to

carry significant weight (PCB1) and long battery charging times

(PCB3), pointing to necessary technological improvements in battery

efficiency.

Financial and Operational Barriers (FO): High failure rates (FO2) top

this category, alongside challenges in drone integration (FO5) and

the high cost of drone systems (FO1), reflecting economic and
operational feasibility issues.

e Legislation and Risk Barriers (LR): Challenges with government reg-

ulations (LR1) are the foremost legislative barriers, followed by in-

surance uncertainties in the event of a crash (LR2), which underscore
the financial and operational risks.

Social and Regulatory Barriers (SR): Social acceptability (SR2) and

limited flying areas (SR1) are primary concerns, indicating essential

areas for improvement to enhance drone integration.

e Communication and Technological Barriers (CT): Poor data transfer
(CT2) is the leading issue, followed by the lack of ATEX-certified
drones (CT3) and poor inter-drone communication (CT1), high-
lighting the importance of reliable and safe communication
technologies.

These aggregated results illustrate the complex factors influencing
drone adoption in manufacturing. By prioritising these barriers, stake-
holders can strategically address the predominant challenges, facili-
tating more effective integration of drone technology into
manufacturing operations.

Our study delineates primary and secondary obstacles in analyzing
the barriers to drone adoption in manufacturing, providing a strategic
framework for industry stakeholders. The most critical challenge iden-
tified is Limited Battery Capacity (PCB2), highlighting the necessity for
advancements in battery technology to enhance drone operational times
and capabilities, which is crucial for sustained and efficient drone use.
Innovations such as higher-density battery materials or solar-assist
panels could significantly extend operational times, revolutionizing
drone utility in continuous manufacturing operations and setting new
standards for energy efficiency in drone technologies.

The Risk of Explosion (SHR2) closely follows, which underscores the
need for stringent safety protocols and the development of explosion-
proof drone models using advanced materials and containment strate-
gies. This barrier could transform the risk profile of drones in industrial
settings. The third significant barrier, the Risk of Damaging Assets and
People (SHR4), emphasizes the need for enhanced safety standards and
advanced sensory and autonomous decision-making technologies to
mitigate risks to operations and personnel.

The fourth critical barrier, the Inability to Carry a Large Amount of
Weight (PCB1), affects the versatility of drones in demanding industrial
applications that require heavier payloads. Addressing this, alongside
the High Failure Rate (FO2), which ranks fifth, is essential for expanding
drone applications and building manufacturer confidence. Reliability
enhanced through predictive maintenance technologies powered by IoT
and machine learning could preempt potential failures and improve
operational efficiency.

Conversely, the least impactful barriers include the Complexity of
Integration (FO4) and Noise (FO3). Although these factors have a lower
immediate impact, they underscore areas for operational improvement
and broader acceptance of drone technology. Streamlining integration
processes and developing quieter drones can lead to better operational
harmony and facilitate the widespread adoption of drones in
manufacturing. Ongoing research, collaboration between technology
developers and industry stakeholders, and adaptive regulatory frame-
works should underpin these efforts to keep pace with technological
advances and evolving safety standards.
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5. Discussion

The research conducted an in-depth analysis of the barriers to inte-
grating Drone technology and IoD in the manufacturing industry.

5.1. Dimension 1: Safety and Human Resources Barriers (SHR)

Within the *Safety and Human Resources Barriers (SHR)’ dimension
in drone integration in manufacturing, the "Risk of explosion (SHR2)’
emerges as the most critical, particularly in environments with flam-
mable materials where drones may trigger explosions [4]. Addressing
this includes adopting explosion-proof drone technology and stringent
operational protocols to enhance safety. Technological innovations,
such as volatile compound sensors, are recommended to halt operations
in hazardous conditions pre-emptively, alongside industry-specific
safety regulations and regular audits of drone operations.

The second principal barrier, 'Risk of damaging assets and people
(SHR4)’, necessitates effective airspace management to prevent drone
collisions with manufacturing assets and personnel. Advanced collision-
avoidance technologies and robust geofencing systems, potentially
managed by Al, are essential to mitigate risks. Regulatory frameworks
should clearly define drone operational zones and timings to minimize
interactions with personnel and infrastructure, supported by managerial
practices establishing designated facility drone areas.

The ’Lack of skilled pilots (SHR3)" highlights the need for technical
expertise in drone operations. Utilizing drone simulators and
simulation-based training environments incorporating virtual reality
can enhance operator skills in a risk-free setting. Strategic educational
partnerships are crucial to maintaining a supply of trained operators,
supported by policies advocating for recognized drone piloting as a
legitimate profession.

Lastly, 'Data Leakage (SHR1)’ identifies the susceptibility of drone-
collected data to cybersecurity threats. Implementing advanced cyber-
security measures, such as encryption and secure transmission pro-
tocols, regular security audits, and robust data governance frameworks,
is vital. We recommend establishing comprehensive data protection
standards specific to drone operations to guide manufacturers and op-
erators in securing data effectively.

These barriers underscore the complex challenges of adopting drones
in manufacturing, highlighting the need for focused strategies on safety,
workforce development, and cybersecurity. Insightful policy develop-
ment and practice adjustments are necessary to mitigate these risks,
fostering the secure integration of drone technologies in manufacturing.

5.2. Dimension 2: payload Capacity and Battery Barriers (PCB)

In the typology of barriers to drone integration, the 'Payload Ca-
pacity and Battery Barriers (PCB)’ category is pivotal. These barriers
significantly impact drone technology, necessitating innovative solu-
tions and policy revisions to boost operational efficiency and enhance
capabilities.

The primary barrier, 'Limited battery capacity (PCB2)’, underscores
the energy sustainability issues in drone operations, affecting the oper-
ational duration and necessitating frequent recharging. Advancements
in battery technology could offer higher energy density and quicker
recharging capabilities. Managerial strategies might include optimizing
battery use through strategic operation scheduling and exploring
renewable energy sources for charging.

Another significant constraint is the ’Inability to carry a large
amount of weight (PCB1)’, with current drone models typically sup-
porting payloads not exceeding 2.5 kg. This limitation restricts their use
in broader industrial tasks, limiting the range of materials transportable
by drones. Addressing this requires research into lightweight materials
and enhanced propulsion systems to increase payload scalability. Col-
laborations with material scientists and engineers are essential to
develop drone designs that can handle increased payloads. Hybrid



D. Askerbekov et al.

propulsion systems combining electric motors with internal combustion
engines or fuel cells could provide necessary lifting power and extend
operational ranges beyond traditional battery limits.

Furthermore, integrating robotic mechanisms for load handling and
manipulation, such as robotic arms or grippers, could allow drones to
manage dynamic load adjustments during flight, enhancing stability and
carrying capacity.

The ’Long battery charging time (PCB3) barrier introduces signifi-
cant operational delays. Innovations like lithium-ion batteries with
advanced cathode materials or supercapacitors could reduce charging
times drastically. Battery swapping stations and inductive charging
systems could minimize downtime by allowing quick battery exchanges
or wireless charging during brief landings. Integrating solar panels could
extend operational times between charges, and smart scheduling algo-
rithms could optimize charging periods to maximize availability during
peak operational times.

Addressing these challenges involves embracing ongoing research
and developments in battery technology and drone design. Innovations
to improve power efficiency, explore alternative energy sources, and
advance materials engineering could revolutionize drone payload and
endurance capabilities, enhancing their operational range and effec-
tiveness. Such technological advances are crucial for drones’ broader
implementation and impact in the manufacturing sector and beyond.

5.3. Dimension 3: Financial and Operational Barriers (FO)

In the ’Financial and Operational Barriers (FO)’ dimension, critical
challenges hinder the effective deployment of drone technology in in-
dustrial settings. Notably, the 'High failure rate (FO2)’ reflects the
adverse effects of inadequate maintenance, reporting a significant 25 %
failure rate in drone operations [63]. Addressing this necessitates
rigorous maintenance protocols, predictive maintenance systems uti-
lizing IoT technology, and advanced fail-safe mechanisms to enhance
reliability and operational efficiency.

The ’Time-consuming process for integrating drones (FO5)’ un-
derscores the complexity of developing navigation algorithms and
ensuring robust data protection. Streamlined development processes,
modular drone designs, and digital twins could significantly reduce
integration times and improve data security.

The "High cost of drone systems (FO1)’ indicates the substantial in-
vestments required to equip drones with efficient communication and
data handling capabilities. Cost-effective technologies, economies of
scale, and models such as drones-as-a-service could mitigate these
financial burdens, spreading costs over time and reducing initial
expenditures.

The *Complexity of integrating drones and IoD (FO4)’ illustrates the
difficulties of assimilating these technologies within complex
manufacturing operations. Simplifying integration through modular
designs, standardized communication protocols, and specialized soft-
ware platforms can facilitate smoother transitions and lessen opera-
tional complexities.

Lastly, 'Noise (FO3)’ addresses the auditory disruptions caused by
drones, which can impact workplace communication and the environ-
ment. Developing quieter drone models and implementing operational
guidelines to minimize noise exposure is crucial.

Overcoming these barriers through innovative technological solu-
tions and strategic managerial policies is vital for enhancing the oper-
ational efficiency and cost-effectiveness of drone technology in
manufacturing. These efforts can transform manufacturing processes
and outcomes by addressing the specific needs and challenges within the
sector.

5.4. Dimension 4: Legislation and Risk Barriers (LR)

Within the "Legislation and Risk Barriers (LR)’ category, identified as
the fourth most significant obstacle to drone integration in
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manufacturing, two principal barriers emerge that challenge the wide-
spread operational deployment and safety of drone technologies.

The foremost challenge, *Challenges with government regulations
(LR1)’, underscores the lack of definitive regulatory frameworks in
many developing countries, hindering the commercial deployment of
drones. The current regulatory patchwork, often lagging behind tech-
nological advancements, poses significant barriers to the growth and
utility of drones across various sectors [96]. We recommend establishing
regulatory sandboxes to address these regulatory challenges, allowing
drone companies to test their technology under supervised conditions.
This initiative would enable regulators to evaluate technological im-
pacts in real time, fostering adaptive frameworks that evolve with
technological ~ advancements. Moreover, creating  flexible,
technology-specific legislation is crucial, allowing for swift adaptations
without overhauling the entire system. Automated compliance systems
are also essential, helping operators ensure continual adherence to flight
restrictions, privacy norms, and safety regulations through real-time
data monitoring.

The second significant barrier, 'Insurance uncertainty in the event of
a crash’ (LR2), points to the ambiguities surrounding liability and in-
surance claims post-drone accidents. The immature state of drone in-
surance protocols complicates stakeholder navigation through post-
accident liabilities, presenting risks to operators and businesses.
Addressing this requires establishing industry-wide risk assessment
standards and implementing advanced telematics to capture compre-
hensive operational data, thus aiding accurate risk evaluation.
Furthermore, blockchain technology could create a transparent and
immutable ledger for insurance transactions, enhancing trust and
streamlining claims processing. Additionally, exploring usage-based
insurance models could align premium costs more closely with drone
usage, incentivizing operators towards best practices.

A holistic approach is necessary to overcome these barriers. Regu-
latory frameworks must be adaptable and comprehensive to standardize
drone operations globally and simplify compliance processes. For in-
surance, clear guidelines should detail the methods for liability, risk
assessment, and claim handling to mitigate associated risks. Monitoring
legislative developments and actively participating in policy discussions
is imperative to influence drone-related regulations. Evaluating impacts
on public safety, privacy, and operational risks is crucial, alongside
public engagement, to educate people on drone benefits and risks,
ensuring community support for their sustainable integration.

5.5. Dimension 5: Social and Regulatory Barriers (SR)

The dimension termed ‘Social and Regulatory Barriers (SR)’ emerges
as the fifth critical area, embodying significant barriers to integrating
drones across various settings.

The first barrier, Social unacceptability (SR2),” underscores societal
hesitance towards drones, fueled by concerns over job displacement,
privacy violations, and integration into daily life. Addressing these re-
quires robust public engagement initiatives to educate on drone bene-
fits, address privacy concerns, and discuss potential employment
impacts transparently. Community involvement in drone project plan-
ning and deployment fosters ownership and acceptance, enhancing so-
cietal acceptance.

Partnering with local civic organizations, educational institutions,
and non-profits is crucial for promoting the positive impacts of drones in
emergency response and environmental monitoring. Additionally,
establishing ethical standards and certification programs for drone op-
erators will enhance their professional image and societal trust.

The second barrier, ’Limited flying area (SR1),” highlights spatial
constraints within manufacturing environments that restrict drone
mobility, often complicated by obstructions like machinery and struc-
tural elements (Zhang & Ansari, 2019). Innovative design solutions are
essential for improving drone manoeuvrability and agility.

Advanced navigation systems that utilize Al and machine learning
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can enable drones to autonomously navigate confined spaces, using
dynamic obstacle detection and avoidance technologies to adjust flight
paths. Deploying Indoor Positioning Systems (IPS) tailored for indoor
environments enhances drone navigation capabilities within complex
layouts.

Utilizing Building Information Modeling (BIM) to create detailed 3D
maps enables drones to plan optimal flight paths and navigate effec-
tively. Implementing Virtual Reality (VR) simulations for drone opera-
tors facilitates training in virtual environments, which mirrors actual
manufacturing settings, preparing operators for safe navigation in real-
world operations.

Furthermore, developing specific regulations tailored to indoor
aviation ensures safe and effective drone operations within constrained
environments. These efforts are vital for overcoming drones’ spatial
challenges in manufacturing and optimizing operational efficiency and
effectiveness. This comprehensive approach involving technological
innovations, managerial foresight, and policy adaptations is crucial for
enhancing drone integration and acceptance within broader societal and
manufacturing contexts.

5.6. Dimension 6: Communication and technological barriers (CT)

Within the ’Communication and Technological Barriers (CT)’ cate-
gory, four barriers present distinct challenges in drone integration, with
’Poor data transfer (CT2)’ identified as the primary concern. In-
efficiencies in drone data exchange can be mitigated by developing
advanced data transmission protocols, ensuring secure and reliable data
flow in mobile scenarios (Zhang & Ansari, 2019). Enhancements such as
dedicated communication channels and edge computing can streamline
data handling, improving response times and reliability.

The ’Lack of ATEX-certified Drones (CT3)’ indicates a significant
shortfall in drones certified for operation in hazardous environments.
Addressing this barrier involves equipping drones with sensors for
detecting volatile compounds and designing intrinsic safety features that
prevent ignition in explosive atmospheres [97]. When combined with
rigorous training and industry-specific regulations, these measures will
enhance drone safety and compliance.

’Poor communication between Drones (CT1) is another notable
barrier, especially in multi-drone operations. Implementing mesh
networking can enhance connectivity and resilience by allowing drones
to form a dynamic network. Furthermore, employing advanced fre-
quency management techniques and exploring quantum communication
can bolster the security and efficiency of drone communications.

The ’Insufficient navigation accuracy (CT4)’ barrier, significant in
indoor manufacturing settings, necessitates investments in advanced
navigation systems such as LiDAR or ultrasonic sensors. Technologies
like RTK GPS and visual odometry can enhance navigation precision,
which is crucial in GPS-denied environments [59]. Additionally, inte-
grating sensor fusion techniques and deploying Ultra-Wideband (UWB)
technology can improve location tracking accuracy indoors.

Addressing these challenges requires a multifaceted approach
involving technological advancements, strategic management initia-
tives, and policy interventions. Engaging stakeholders in developing and
enforcing safety and operational standards is crucial for fostering a
conducive environment for advanced drone operations. Collectively,
these efforts will enable drones to overcome communication and tech-
nological barriers, enhancing their integration and efficacy in
manufacturing and other industrial settings.

5.7. Managerial and policy implications

We must develop comprehensive managerial and policy frameworks
to effectively integrate Drones and the Internet of Drones (IoD) within
manufacturing ecosystems. These frameworks should address barriers
that significantly impact the adoption processes, ensuring a detailed
understanding of strategic planning and deployment.
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Safety is paramount, particularly in environments with flammable
materials, necessitating stringent protocols and ATEX-certified drones to
ensure safe operational distances. Robust data security measures,
including strong encryption and vigilant cyber defence strategies, are
required. Furthermore, we advocate for comprehensive training and
certification programs enriched with simulation-based exercises to
enhance drone piloting proficiency, which is critical. We recommend
using advanced antenna technologies to improve data transfer
reliability.

Financial and operational challenges require conducting cost-benefit
analyses to find cost-effective solutions for drone maintenance and
integration. Implementing Drone-as-a-Service (DaaS) models can mini-
mize upfront costs and provide scalability. Streamlining integration with
advanced algorithms can improve efficiency and investment returns. We
advise performing regular maintenance every 100 flight hours to ensure
drone reliability, which involves inspecting control, structural, payload,
navigation, and electronic systems.

Compliance with national regulations, including licensing and in-
surance, is essential. Industry leaders should engage with policymakers
to create a favourable regulatory environment and establish clear in-
surance protocols. A flexible operational strategy is necessary to adapt
quickly to new or evolving drone legislation.

Public acceptance of drones demands transparent communication
about their roles and benefits, alongside targeted personnel training.
Developing public engagement initiatives is crucial to educate and
inform the community about the benefits and safety of drone technol-
ogy. Decisions on payload capacity should reflect operational needs,
balancing delivery-oriented tasks with diverse functions. We require
innovative solutions for navigating limited flying areas, such as
designing custom drones for indoor use. Addressing battery life limita-
tions involves strategically placing charging stations for rapid
recharging.

Investing in advanced communication and navigation technologies is
crucial to enhancing the reliability and efficiency of drone operations.
Adopting emerging technologies such as 5G can significantly improve
drone communication capabilities. Developing contingency plans to
manage communication failures ensures continuous operation during
critical missions.

Comprehensive policy implications are necessary to address the
challenges posed by drone integration across various sectors. These
should include developing industry-specific safety regulations and
standards, particularly for operations in hazardous environments, and
supporting innovation through subsidies and incentives for advanced
drone technology research. Policies should also promote harmonising
international drone regulations to facilitate global operations and ensure
that legislation keeps pace with technological advancements. We
recommend offering financial incentives such as tax breaks and grants to
encourage investment in drone technology. Additionally, clear guide-
lines for drone integration into business operations are necessary to
streamline adoption processes. To build public trust and acceptance,
supporting public awareness campaigns and educational programs
about the benefits and safety of drones while implementing robust pri-
vacy protections and data security measures to address societal concerns
is crucial. Lastly, promoting the development of communication stan-
dards and protocols will enhance drone interoperability and safety,
facilitating the adoption of new technologies such as 5G to improve
communication capabilities in drone operations. These policy measures
will collectively enhance the operational effectiveness, safety, and so-
cietal acceptance of drones in various industries.

6. Conclusions

In manufacturing, incorporating Drones and the IoD marks a sig-
nificant step toward enhancing operational practices. This research de-
lineates the challenges in adopting these technologies, contributing to
filling a gap in the academic literature and seeking to improve our
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theoretical knowledge and practical applications concerning the
assimilation of these technologies in a manufacturing setting. The study
theoretically contributes by identifying and categorising twenty barriers
into six categories through an Exploratory Factor Analysis (EFA).
Applying the Analytic Hierarchy Process (AHP) assigns a hierarchical
structure to these challenges, providing a global perspective previously
understudied in the scholarly literature.

The research offers a structured framework of challenges across
domains such as safety and human resources, communication, and
technology, financial and operational, legislation and risk, social and
regulatory, and payload capacity and battery. This ranking contributes
to practice by informing industry stakeholders in strategising for effec-
tive Drone and IoD integration. The study’s combination of empirical
research with quantitative methodologies like EFA and AHP introduces
an effective analytical perspective to understand the barriers to Drones
and IoD integration in manufacturing contexts, benefiting practitioners
in overcoming these obstacles.

6.1. Limitations and future research directions

This study provides an in-depth analysis of the challenges associated
with adopting drones and Internet of Drones (IoD) systems in
manufacturing. Despite the comprehensive nature of the research,
several limitations may affect the robustness and generalizability of the
results.

e Sampling Limitations: The primary limitation is the reliance on con-
venience sampling involving 120 global manufacturing industry
experts. While efficient, this method may not capture the full di-
versity of manufacturing scenarios and geographic regions. As such,
the results might be biased towards those already familiar with or
interested in drone technologies, potentially excluding smaller en-
terprises or emerging markets.

Geographical Representation: The geographic diversity within the
sample is another limitation. The majority of experts might share
similar experiences influenced by their regional market operations,
which could reflect biases and limit the global applicability of the
findings.

Methodological Constraints: Exploratory Factor Analysis (EFA) and
Analytical Hierarchy Process (AHP) introduce certain limitations.
EFA depends on the initial choice and several factors that could affect
the results. AHP, while structured, may introduce subjectivity
through its pairwise comparison process and the potential bias of
expert judgments.

Given these limitations, the study suggests several areas for future
research, outlined as follows.

e Enhanced Sampling Techniques: Future studies should utilize more
robust sampling methods, such as stratified or random sampling, to
improve the representativeness of the results and ensure they reflect
a broader range of manufacturing contexts and regions.

Integration of Additional Decision-Making Frameworks: To address the
methodological constraints, incorporating decision-making frame-
works such as the Delphi method or other multi-criteria decision-
making (MCDM) techniques could balance the criteria weighting and
reduce biases inherent in AHP.

Conducting Sensitivity Analyses: A need exists for sensitivity analysis
in future research to test the robustness of findings and explore how
modifications to the analyzed barriers could influence proposed so-
lutions. This analysis would also help understand the relative
importance of the different obstacles under various scenarios.
Periodic Updating of Findings: Given the rapid evolution in drone
technology and regulatory frameworks, it is crucial to periodically
update the research findings to ensure they remain relevant and
reflect the current technology and market conditions.
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o In-depth Examination of Specific Barriers: Future research should delve

deeper into the underlying causes of each identified barrier, partic-

ularly examining the role of government policy and how variations
between countries affect drone adoption in manufacturing.

Comprehensive View of Adoption Barriers: A more comprehensive

approach is needed to consider technical, infrastructural, economic,

and political factors affecting drone and IoD system adoption.

Manufacturers can explore integrating drones with advanced

manufacturing processes to achieve efficiency and sustainability

goals.

e Mixed Methods and Longitudinal Designs: Employing mixed methods
and longitudinal study designs can provide a more dynamic under-
standing of the evolving nature of adoption barriers across different
geographical, industrial, cultural, economic, and environmental
contexts.

o Stakeholder Perceptions: Understanding the perceptions of different
stakeholders through psychological and sociological analyses is vital.
These analyses will help address the motivational and attitudinal
drivers behind the adoption of drones in the manufacturing sector.

e Policy and Incentive Schemes: Investigating incentive schemes and
policy interventions across various landscapes is crucial. This
research could inform strategies to enhance drone adoption rates and
sustainability outcomes.
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