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Abstract: Vehicular networks (VANETS) revolutionized the world with smart traffic management, utilizing a road environment, and providing
safety and convenience to the vehicle driver. Despite the useful features of vehicular networks, there are some privacy issues, which hinder their
way toward achieving a smart world. Location privacy is one of the critical research challenges for the efficient deployment of VANETs. This
challenge can be solved using a pseudonym instead of an actual vehicle identity in the beacon messages. For this purpose, many location privacy
schemes are introduced in the literature. In this paper, we thoroughly review the existing location privacy schemes and present their comprehensive
taxonomy. We discuss the design challenges for the development of an efficient location privacy scheme. Moreover, the existing location privacy
techniques are critically analyzed based on diverse road network environments and parameters. Various issues and challenges regarding the
pseudonym-changing process are elaborated in detail. Finally, we discuss the future trends for the implementation of location privacy in a vehicular

network.
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I. INTRODUCTION

The transportation system is an integral part of human life and contributes to developing the social and economic order of a
country. The growing number of vehicles creates difficulty for the transportation system to provide various services and facilities
to the vehicles. The flux environment of transport produces various traffic congestion problems, road accidents, safety, energy
consumption, maintenance cost, [1], etc. That is why, the idea of an Intelligent Transportation System (ITS) was introduced. ITS
is a transportation management system that incorporates information technology, computers, communication, and other related
technologies. This provides road environment information and various services to the vehicle driver to decrease congestion and
improve road safety [2], [3]. One of ITS's essential components is Vehicular Ad-hoc Networks (VANETS) that make it possible
for vehicles to share road environment information. It is the subfield of Mobile Ad-hoc Networks (MANETS) that uses various
communication technologies to produce spontaneous networks on the road. The vehicles are equipped with wireless technologies
and processing abilities to create an ad-hoc network on the road.

Vehicles in a network periodically broadcast beacons or Basic Safety Messages (BSM) to inform other vehicles about road and
traffic conditions for safety and facilitation purposes. The terms beacon and BSM are considered the same in this article. The BSM
is one of the significant messages in the SAE J2735 standard [4], which broadcasts the state information of vehicles such as vehicle
position, status, size, and dynamics. All V2V safety applications are supported by the BSM. There are two parts of the BSM, the
first part contains critical state information which highlights compactness and efficiency. The second part is optional which contains
extra data elements and frames. The contents of the BSM first part are MessagelD, MsgCount, TemporaryID, Dsecond, Latitude
and Longitude, Elevation, PositionalAccuracy, TransmissionAndSpeed, Heading, SteeringWheelAngle, AccelarationSet4Way,
BrackSystemStatus, and VehicleSize. The most discussed data items of the BSM second part are EventFlags, PathHistory,
PathPrediction, and RTCMPackage [5]. The safety message is generated periodically and transmitted to one-hop neighbors. It is
the main concern of various safety applications. The local road network information is collected and broadcast via the BSM to
contain a local view of the neighborhood for safety services. Also, it holds sensor readings of vehicle state such as vehicle identity,
velocity, location, etc. The information provided during vehicle communications can prevent vehicle collisions and reduce

accidents, and can also inform drivers to select alternative strategies on the road [6]. These messages improve road safety and help



to inform vehicles about the road environment. The beacon messages are not in encrypted form as encryption increases latency [7].
The unencrypted beacon message creates severe privacy issues for the vehicle driver. The adversary may listen to messages in the
network and identify various location spots visited by the target vehicle (a vehicle that an adversary desires to locate and identify)
during a specific period, which may breach the vehicle driver's location privacy. For example, an adversary may capture the
broadcast message in the network. These messages contain vehicle identity and location information. With the help of obtained
data, the adversary may be able to identify the behavior and specific activities of a driver at different visited locations. It may create
several threats to the driver, i.e., loss of social reputation, physical harassment, money loss, etc. [8]. It raises the idea of location
privacy in the context of VANETs. Location privacy concept is receiving importance nowadays in vehicular network
implementation. Breach of the location information may hurt the vehicle driver with certain types of dangers, as discussed earlier.

To protect the location of a vehicle driver, several privacy-preserving techniques have been introduced. The existing privacy
schemes take the help of the pseudonyms-changing process. In beacon, pseudonyms are used instead of the genuine identity of the
vehicle. Pseudonyms are issued by Trusted Authority (TA), i.e., government authority. TA has the power to track vehicles based
on the given pseudonyms to achieve conditional privacy. For the preservation of the location privacy of the vehicle, the pseudonym
needs to be changed synchronously to guard against the pseudonym linking attack. Several pseudonym-changing strategies are
introduced for the location protection of the vehicle. The existing research takes the change of pseudonyms in various areas and
defines some criteria for it. Such as the pseudonym must be changed in the mix zone area or in the form of a group or during the
silent period. The abbreviations used in the paper are given in Table 1. The terms, vehicular network, vehicular communication
network, and VANETs are used alternatively and considered to have the same meaning as vehicular ad-hoc networks throughout

this paper.
Table 1 Abbreviations used in the paper
Abbreviations Definition Abbreviations Definition
ASS Anonymity Set Size NMF Nonnegative Matrix Factorization
AOSA Anonymous Online Service Access VSN Vehicular Social Network
ALUM Autonomous Location Update Mechanism OBU OnBoard Unit
AU Application Unit PACP Pseudonym Authentication based Conditional Privacy
BSM Basic Safety Message PCP Pseudonym Changing at Proper location
CA Certificate Authority PPV Pseudonym Provider Vehicles
CMIX Cryptographic Mix Zone POI Point of Interest
CADS Context Adaptive Privacy Scheme REP Random Encryption Period
CRL Certificate Revocation List RPC Pseudonym Change
DSRC Dedicated Short Range Communication RS Reported Server
EPZ Endpoint Protection Zone RSU Road Side Unit
GPA Global Passive Adversary TA Trusted Authority
LBS Location-Based Server TAPCS Traffic-Aware Pseudonym Changing Strategy
LPG Location Privacy Gain SLOW Silent at Low speed
MOP Multiple Obfuscation Path VANETs Vehicular Adhoc Networks
MSN Mobile Social Network V2I Vehicle to infrastructure
NMF Nonnegative Matrix Factorization v2v Vehicle to Vehicle
TDMA Time Division Multiple Acces

A. Relation with previous surveys

Various surveys have been conducted in the literature concerning security issues for the vehicular network. The existing surveys
only consider one or other security aspects of vehicular communication networks. In [9], first, the general security and its
requirements are discussed; after that, some of the location privacy schemes based on anonymous authentication are reviewed. It
has not included details about location privacy taxonomy as well as privacy threats during vehicular communication. Petit et al.
[10] describe only the challenges of the V2X (vehicle-to-everything) communication model: vehicle-to-everything is a
communication system in which multiple entities in an environment communicate with each other for road safety and traffic
efficiency, they give a summary of pseudonym-changing approaches based on an authentication mechanism. The general security
issues and privacy are reviewed in [11] for the vehicular network. Little interest has been shown in privacy schemes and their
categorization. A useful survey on location privacy in the field of Mobile Social Networks (MSN) and Vehicular Social Networks
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(VSN) is conducted in [12]. The technical privacy metrics are highlighted in [13] systematically. They discussed over 80 different
privacy metrics. In [14], a survey is conducted on pseudonym-changing approaches for VANETs and divided into two classes, i.e.,
mix zone-based techniques and mixed context-based schemes. Also, have details on the adversary model for location privacy. A
summary of general security, trust, and privacy problems is given in the paper [15]. The anonymous authentication schemes are
discussed; however, lacking the detailed categorization of location privacy schemes. In [16], only location privacy schemes based
on the creation of mix zone concepts are reviewed. Talat et al. [17] provide a summary of location privacy schemes in the case of
VANETS but do not critically analyze the existing strategies, limited categorization, lack of research challenges, and future
direction. Some of the authentication and privacy systems are analyzed in [18] and compared with their merits and demerits, security
requirements, security attacks, and performance factors. The focus of the survey conducted in [19] is to discuss only cryptographic-
based techniques for achieving location privacy and authentication. Location privacy is discussed in [20] from the perspective of
social networks, which is different from other location privacy preservation mechanisms in a vehicular network. A survey of privacy
and security issues is presented in [21], however, it only discussed the main security features and attacks in VANETS. In [22],
limited location privacy schemes are discussed that are divided into three categories including location privacy, identity privacy,
and data privacy mechanism. Table 2 contains information about some of the existing security and location privacy surveys in the
vehicular network.

Table 2 Overview of various VANETS security surveys

Ref: Publication Main functions Deficiency
year

[10] 2015 Challenges of V2X communication model, an overview  No detailed categorization of location privacy
of pseudonym changing strategies, pseudonym life mechanisms and only covers authentication-based
cycle and cryptographic techniques.

[11] 2015 General security issues and some privacy issues Only discuss privacy in one section and have no

proper detail of location privacy schemes

[12] 2017 - Location privacy in MSN and VSN Discussion about location privacy in the case of
- Various attacks discussed MSN and VSN. Much attention is given to
- Categorization of privacy cryptographic schemes.
- Location-based attacks
- Countermeasure for privacy attacks

[14] 2018 Study efficiency of pseudonym-changing strategies, No comprehensive categorization of privacy
privacy metrics, efficient detail on adversary model. schemes, required to discuss design challenges.

[15] 2019 Discussion on security services, anonymous Lacks detailed categorization of privacy schemes,
authentication schemes, and trust models missing privacy measuring metrics, and privacy

model challenges.

[17] 2019 VANETS overview, discusses general threats; some of  Limited categorization of the existing schemes, lack
the vehicular network aspects are analyzed. of research challenges, and future direction.

[23] 2021 Critical analysis of attacks, analysis of existing Notdeeply categorize the location privacy schemes,

solutions, discussed location privacy metrics

not mentioned location privacy design challenges,
pseudonym distribution and management is not
discussed which is the core concept of location
privacy protection

The majority of the surveys conducted in the case of VANETs mostly cover security issues and attacks, limited attention is
given to privacy issues. Useful surveys are carried out in [10], [14], [17], [18], [19], [24] for security and privacy issues in VANETs.
The coverage of the survey in [10] is only limited to pseudonym-changing schemes based on public key, identity-based
cryptography, group signatures, and symmetric authentication. Limited space is given to other location privacy schemes such as
mix zones, and silent periods schemes. Paper [14] divided pseudonyms changing approaches into two classes, i.e., mix zone and
mix context methods. However, there may be many more categories of privacy schemes that exist in the literature. Moreover, they
discussed location privacy concerning authentication schemes. Moreover, there is also a lack of a discussion of the pseudonym
issue and distribution problem concerning the pseudonym-changing process and its impact on other fields of VANETS such as the
routing protocol. While the paper [17] just discusses general security threats, some of the vehicular network aspects are analyzed.



They did not comprehensively categorize the existing schemes; no research challenges or future directions were provided. The
concern of [18] is to critically analyze the general security requirements (source authentication, message authentication, non-
repudiation, collision resistance), security attacks (DoS, modification, impersonation, bogus information, Sybil, replay), and
performance efficiency factors (computation and communication costs), there is little concern given to location privacy schemes.
In the survey [24], the privacy schemes are provided in chronological order, strategies are divided into two categories i.e. triggered
and trigger-free. They only provide details about general security attacks (DoS, malware, masquerade, man in the middle) not
discuss the specific location privacy attacks and threats, and do not have privacy schemes designed challenges. In [19] the main
focus is to discuss the cryptographic-based schemes for achieving authentication, and privacy. These schemes are based on
symmetric key cryptography, public key infrastructure, identity-based cryptography, certificateless signature, and pseudonym-
based authentication schemes. The pseudonym-based location privacy schemes are only discussed with respect to authentication
mechanism. Not discuss the main privacy requirements such as anonymity, minimum disclosure, unlinkability, and uncertainty.

After a careful study of the existing surveys carried out for VANETS, we developed a suitable survey for location privacy issues.
The contributions of this paper are summarized as (1) we provide a comprehensive taxonomy of pure location privacy schemes and
its timeline, (2) we clearly mention the important design challenges for the development of privacy protection methods, (3) we
highlight the problems and issues related to the pseudonym changing process, and (4) critically analyze issues and problems with
existing schemes. The comparison of the proposed survey with existing surveys in terms of location privacy protection schemes,
comprehensive taxonomy, privacy techniques timeline, privacy design challenges, and pseudonym management challenges is given
in Table 3.

Table 3 Comparison with related surveys concerning location privacy schemes, privacy design, and pseudonym management challenges

[10] [14] [17] [18] [19] [24] Proposed survey

Location protection mechanisms

Cryptographic mechanisms v X X v v v v
Group signature v v X v v X v
Mix zone v v v X X v v
Silent period v v X X X v v
Path perturbation X X v X X X v
Triggered based X X v X v v
Anonymous authentication % % % v v % v
Privacy design challenges % v
Pseudonym management challenges X X X X X X v
Comprehensive taxonomy of X X X X X X v
location privacy schemes

Location privacy schemes timeline X X X X X X v

B. Contributions:

The major contributions of this research work are summarized as follows.

i. The paper consists of a new and comprehensive categorization of the existing location privacy strategies with respect to
diverse road traffic conditions and environments. We provide a summarized evolution of location privacy techniques in
vehicular networks shown in Figure 4.

ii. We critically analyzed side by side comparison of the privacy-preserving schemes based on various factors and
parameters in tabular form. The paper also has a comprehensive analysis of various location privacy attacks and threats
taken in the existing literature.

iii. This survey contains various privacy design challenges that may help the researcher in the development of effective

location privacy schemes in vehicular networks.



iv. We provide a thorough overview of the challenges regarding the pseudonym-changing process in other fields of the
VANETS, such as routing protocols.

The rest of the paper is planned as follows. Section II contains the necessary background information. Privacy requirements and

various attacks are discussed in Section III. Section IV talked about the existing location privacy techniques. Section V contains

the comparative analysis of the location privacy approaches. Open issues and considerations are argued in Section VI. Section VII

contains design challenges and future directions. The useful and negative features of existing work are discussed in Section VIII.

Finally, the paper is concluded in Section IX.

II. VANETS AND PRIVACY

In this section, we presented the basic concept of VANETS, privacy, wireless technologies, and motivational scenarios for location
privacy. It provides a simple research background for location privacy in Vehicular Adhoc Networks for interested readers.

A. The basic architecture of VANETSs

The simple structure of VANETS comprises of Road Side Unit (RSU), OnBoard Unit (OBU), and Application Unit (AU) [3]. RSUs
are wireless devices fixed on the roadside or near the junction and parking lot to enable wireless communication with faraway
vehicles. It extends the communicating range of the network by sending information to other RSUs and vehicles out of the
transmission range. RSU acts as an information source to disseminate road information in the vehicle-working zone and provide
Internet facilities to the vehicle. OBU is a WAVE device fixed in the vehicle to exchange information with RSUs and other OBUs.
OBU has a memory, which contains information about the vehicle’s identity, certificates, and additional related information. The
primary functions of the OBU are wireless radio access, reliable message transfer, ad-hoc routing, data security, network congestion
control, etc. AU device is equipped in a vehicle as a single physical unit in OBU. It is a specialized device for safety services to
run on the Internet.

There are three forms of communication models used in the VANETS, i.e., Vehicle to Vehicle (V2V), Vehicle to Infrastructure
(V2I), and hybrid communication model. In the V2V communication model, the vehicles are directly connected with each other to
share road safety and general information; there is no need for infrastructure support. Note that in V2I, the vehicles communicate
with road infrastructure for information dissemination. The hybrid communication model combines both V2V and V2I models. In
this model, the road information is reached to infrastructure directly or indirectly. In the direct communication, vehicles are in the
transmission range of infrastructure, and indirect communication is done through multi-hop. Various vehicles take part in
forwarding the road information to the infrastructure [25]. The basic architecture of vehicular communication is presented in Figure
1.

B. Wireless technologies and standards

A set of wireless technologies and standards can be used in vehicular networks to satisfy the need for VANETS applications [26].
These technologies are Dedicated Short Range Communication (DSRC), Wireless Access in Vehicular Environment (WAVE)
[27], cellular network standards, WiMax, WiFi, VeMAC protocol, etc. A cellular network (4G) is currently used by many car
manufacturers to provide various services such as passenger entertainment, driver assistance, and remote vehicle diagnostics.
However, the 5.9 GHz band is allocated to the cellular network by standard organizations (ETSI and FCC) which is difficult to
utilize to operate on a lower frequency band. VeMAC (based on TDMA) is another wireless technology protocol proposed for
VANETS that supports periodic and event-driven safety messages. VeMAC takes the help of a slot synchronization process using
1 pulse per second signal given by the GPS receiver [26]. Similarly, other wireless technologies can be utilized for wireless
communications in VANETS, but here we only discuss the DSRC. Standard bodies in North America and Europe specify a family
of the protocol stack from physical to application, in North America, it is called [IEEE WAVE, while in Europe, it is known as ETSI
ITS-GS5. WAVE standard is based on the IEEE 802.11a protocol [28]. Later on, IEEE 802.11p was added by modifying the physical
and MAC layers of 802.11a and adapting the vehicular networks according to the DSRC band. Generally, communication between
vehicles and infrastructure is done using WAVE standards. It allows the exchange of various messages to ensure vehicle drivers’

safety by updating road network information and traffic flow [3]. WAVE defines the architecture, mechanism, protocols, and



interface used for the growth of V2V and V2I communications. The WAVE standard improves road safety and increases the traffic
efficacy of the vehicular network.
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Figure 1 The basic architecture of VANETSs

The DSRC is a short-range wireless technology that supports various types of vehicular communication applications [5]. The
primary motivation for organizing the DSRC protocol is to permit collision preventive applications in vehicular communication,
as vehicles connect with one another and with roadside infrastructure for regular information exchange. Department of
Transportation of the US has estimated that vehicular communication based on DSRC may decrease traffic collapse by 82% to
save millions of lives. Each DSRC equipped vehicle broadcasts safety messages in the network containing contents such as velocity,
location, acceleration, and other vehicle headings. Other vehicles in the network can receive these safety messages. It is a short-
range communication suite that requires low latency and high data range [26]. DSRC is defined in the IEEE 802.11p standard based
on the physical layer and MAC layer. The deployment cost of IEEE 802.11p is little related to cellular technology. The US Federal
Communication Commission and Europe Electronic Commission Committee assigned the spectrum for DRSC from 5.85 to 5.925
GHz [3], [29]. This band is allocated into seven channels 10 MHz each by IEEE and ETSI. These channels are further divided into
one control channel and six service channels. The control channel is used to broadcast road status and emergency messages related
to road safety. The remaining six channels have the responsibility of data transmission of various services [14].

C. Privacy concept

It is hard to explain privacy precisely, and the recognition of privacy consists of various dimensions. Some theorist creates a
taxonomy for privacy problems. For example, the taxonomy of privacy problems is introduced in [30], i.e., information collection
such as surveillance or interrogation, the problem of information processing includes data insecurity and potential identification,
information dissemination consists of exposure and breach of confidentiality, an invasion that comprises of intrusion and decisional
interference. Privacy is the protection of the private and confidential information of a user/person while using any communication



network. For ad-hoc networks, privacy is categorized into three kinds that may be protected from leakage to the third party, i.e.,
identity privacy, data privacy, and location privacy.

Identity privacy: The concealing of the actual identity of a user from an unauthorized person is called identity privacy. It is essential
to conceal the identity of a person/user for privacy protection [12]. If the identity of a person is leaked, the adversary can easily
know the behavior and other activities related to the concerned person.

Data privacy: Data privacy is the hiding of data transmitted during a communication network. It includes personal information of
a person, i.e., home address, health condition, political connection, family information, etc. The users in the network communicate
with each other for the information exchange required to be protected from an unauthorized party [30].

Location privacy: The shelter of location information of mobile users during connection within a network is considered location
privacy. The user of the mobile network using the location service sends his/her actual location position to the server which may
compromise the location of the user. The adversary makes a tracking route of a user, and the adversary comes to recognize the
various locations visited by users during network communication. In the case of the vehicular network, the location privacy of the
vehicle is sheltered with the help of using a pseudonym in place of the actual identity of a vehicle [31]. Several techniques have
been proposed in the literature for the security of the location of vehicle drivers that are based on the pseudonym-changing process
[32], [33], [34].

D. Motivational scenarios for location privacy

Let's explain the notion of location privacy breaches in VANETSs with the help of an example. A vehicle Vi is moving on a road
and broadcasts basic safety messages (beacon). The beacon contents are vehicle identity (VID), direction, speed, location, and other
headings. In the beacon, the VID of the vehicle is openly broadcast within the network. The adversary on a roadside has covered a
large vehicular network area listening to vehicles' beacon messages. The adversary captures beacon messages of the vehicle at
various visited places. Then the adversary compares the VID of the captured beacons and tries to identify the other locations having
the same VIDs and derives information about various locations visited by vehicle Vi. The adversary may easily get the different
location spots of the vehicle Vi and recognize the activities and interests of a vehicle user. As shown in Figure 2, the adversary
could relate the several locations visited by vehicle Vi during its trip and come to know that the vehicle is making a stop near a
bank at three different locations. It provides information to the adversary that the vehicle is attached to the bank and contains money
or an important person of the bank, which may produce serious threats to the driver while moving on the road network. The danger
may be the snatch of money or vehicle, physical harassment, defamation, etc. Similarly, the case for a political person or company
salesperson whose location privacy is essential for their organization/company.

III. LOCATION PRIVACY REQUIREMENTS AND ATTACKS

In this section, various privacy requirements are defined which are necessary for the improvement of the level of location privacy.
We also discussed different types of attacks and threats to location privacy.

1. Location privacy requirements

Privacy requirements define the necessary parameters to be considered while evaluating user location privacy. These parameters
are essential for achieving significant results from the perspective of user location privacy. To safeguard location privacy in
VANETS, there is a demand to define the critical requirements of privacy. Some of the privacy requirements are mentioned in the
following passage [35], [10].

i.  Anonymity: It is the prime requirement of privacy to hide the sender of the message among multiple senders. The adversary
could not distinguish the targeted sender in the crowd of vehicles. It is difficult for an adversary to link the message with the
sender in the vehicular communication network. For example, an adversary may capture a message m in the network, but
difficult to relate m with some particular user or vehicle.

ii. Unlinkability: It means that the association between two or more similar items can’t be connected. It produced difficulty for
an adversary to relate a message with a specific person. For example, an adversary may link a message to the vehicle, and
based on this information, the vehicle is linked with a particular person, which provides sensitive information about that
person. Therefore, unlinkability tries to break down the link between the vehicle and a person's identity.



iii. Minimum disclosure: A user would reveal the least amount of information for the smooth functioning of VANETSs
applications. This information should not demonstrate the private behavior of the person. It should follow the need-to-know
principle in the privacy schemes. The exchange of information among vehicles is the fundamental concept of vehicular
communication. Therefore, the user should provide some information in a controlled manner to protect personal information.

iv. Uncertainty: Privacy protection requires some uncertainty in sharing information in the network. It increased the confusion
of an adversary while tracking the vehicle during communication. The uncertainty requirement should maintain a tradeoff

between privacy and service utility.
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Figure 2 Location tracking of a vehicle with the same identity.

2. Location privacy attacks and threats
In this section, we discussed several types of location privacy threats and attacks in the context of the vehicular communication
network. A summary of location privacy attacks is shown in Table 4. Following is the detail of some of the privacy attacks and

threats.
a. Syntactic linking attack

In this type of attack, the attacker has the capability of linking the vehicle's old pseudonym with a new pseudonym. For example,
there are three vehicles A, B, and C moving on the road with certain pseudonyms. After some At time, if only one vehicle B changes
its pseudonym from B1 to B2.The attacker comes to know that only vehicle B changed the pseudonym. Thus the attacker easily
links the old pseudonym B1 with the new pseudonym B2 of vehicle B and can reveal the identity which further helps in tracking

the location movements [36], [37], [14].
b. Semantic linking attack

In this attack, the adversary may get some useful information from a safety message to link pseudonyms of a specific vehicle.
The attacker takes the help of location data and other contextual information to find out the user's movement patterns or identities.



The contextual information may be the time of day, regularly visited locations or public events. For example, a person visiting
specific locations like an exercise park every morning, and a specific shopping mall every weekend. By analyzing the location data,
the adversary can infer that these visits are made by the same person. The adversary may link the pseudonyms of the concerned
person at different locations and thus compromise the location privacy [36], [37].

Table 4 Summary of various privacy attacks/adversary/threats

Ref: Syntactic linking  Semantic linking Cheating attack  GPA Transition Local active
attack attack attack adversary

[38] v -- -- v - -
[39] - - -- v - -
[36] v v -- v - v
[40] -- -- -- v v -
[41] v - - v v -
[42] - - - v - -
[43] v -- v v - -
[44] v - - v - -
[45] -- -- -- v - -
[46] -- -- -- v -- v
[47] v -- -- v - -
[48] -- -- -- -- v -
[49] v - - -- -- --
[50] v -- -- v - -
[51] v -- -- v - v
[52] -- -- -- v -- v
[53] v v -- v - -
[54] v -- v v - -
[55] v -- -- -- v -
[56] - - -- v - -
[7] v v v

[57] v -- v - - --
[58] - - -- v - -
[59] v -- -- - v -

¢. Scrambler attack

Scrambler is a link-layer attack, in which the adversary tries to use scrambler values to link various messages irrespective of
pseudonyms [60]. It beat the privacy measure of vehicle users. This attack is applicable when the vehicle is using static beacon
frequencies. In the communication system, the scrambler value is used to randomize the data pattern before transmission. The
scrambler value is a key or initial state used in the scrambler algorithm to change the original data sequence in pseudo-random
mode. The receiver then takes the scrambler value for the descrambler algorithm to rebuild the original data pattern. The attacker
exploits the scrambler values to correlate and link various messages of a vehicle during communication on the road network, which

endangers the location privacy of vehicles.
d. Cheating attack

In a cheating attack, a malicious node broadcasts a falsified location message in the network to mislead other vehicles or
infrastructure. It causes disruption in traffic navigation, safety applications, and traffic management. For the location tracking the
compromised/malicious vehicle intentionally generates false beacon messages and sets a flag to 1 to obligate all neighbors in the



vicinity to change pseudonyms. The adversary is among the k neighbors of the network. In this way, the adversary cheats on other
vehicles by making an image of a valid vehicle. Thus, the adversary analyzes location data and tries to track the target vehicle in

that region [43].
e. Global passive adversary (GPA)

This adversary could overhear all vehicle communication in the network and may be able to find a vehicle location. Here global
means the adversary, with the help of the radio transceiver, may collect and eavesdrop on the communication of a large part of the
network. Passive means that the adversary may passively collect all the exchange messages during transmission. The main concern
of GPA is to eavesdrop on location and driving paths to discover vehicle sensitive and personal information [61], [62]. The majority
of the researchers consider GPA to analyze the location's privacy strength. Figure 3 contains an overview of the GPA for location
tracking of a vehicle by analyzing location data and beacon messages broadcast in the network.
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Figure 3 GPA vehicle tracking by analyzing vehicle data

f. Timing attack

The timing attack exploits the timing pattern of the message broadcast to infer the location movement of vehicles. The adversary
did not alter the contents of the message during communication between nodes. The attacker adds an extra delay to the message
delivery being transferred to the destination node. The timing information of mobile vehicles increased the knowledge of
adversaries. The time mapping of the vehicle makes the possibility of linking the pseudonym with the real identity of the vehicle
[63], [64]. For example, a vehicle broadcasts the change in its position and pseudonyms every second, the attacker monitors the
regular timings of the broadcast messages. With the help of timing patterns and knowledge about the vehicle location habits provide
a way for an attacker to deduce the location movements of a target vehicle.

10



g. Transition attack

In this attack, the adversary estimates the probability of a vehicle on each turn in a juncture based on prior observation. The
attacker also kept a record of the transitions and pseudonym changes of a vehicle at the entry and exit points at the intersection.
The attacker takes the help of historical data to guess the probability of vehicles taking certain turns or routes at each road
intersection. Afterward, transition records are combined, and using estimated probability the attacker can link old and new
pseudonyms of a vehicle [65], [48]. For example, a vehicle moving on the road changes pseudonyms at an intersection. The attacker
has a record of previous patterns, transition records, and probability estimates about the concerned vehicle and tries to link the

various pseudonyms used at different intersections. Thus the attacker could track the route of a target vehicle.
h. FIFO attack

If the vehicles have a fixed period in the mix zone and the mix zone does not assure an arbitrary period of time for vehicles that
may be susceptible to FIFO (First in First Out) attack. The constant period inside the mix zone makes way for the adversary to link
the new pseudonym of a vehicle with the old pseudonym. The vehicles come in and leave the mix zone in a FIFO manner, which
makes the easy mapping of the pseudonym for adversary [66], [67]. For example, a vehicle enters a road intersection (mix zone),
changes the pseudonym in the zone, and after a fixed time comes out of the intersection. The attacker notes the entry and exit timing
of the concerned vehicle. Even, if a vehicle changes pseudonym in the zone, however using the noted records about vehicles, the

attacker still can link and correlate the location tracks of a target vehicle at various segments of the road network.
i.  Local active adversary

The local active adversary is restricted in its scope and covers a specific region of interest to capture messages communicated
between vehicles [52], [54], [68]. This adversary takes the help of different parameters to track a vehicle such as transmission range
and distance ranges between deploying units or vehicles. The adversary actively participates in the network to collect sensitive
information for extracting the location of vehicles. It can transmit and receive messages, can inject and modify messages broadcast
in the network for collecting information about vehicles. The local adversary actively interacts with other vehicles, monitors timing,
transmission ranges, signal strength, and pseudonym change during broadcast messages in the network. Using this information, the

adversary can link the pseudonyms of vehicles at various locations and able to compromise the location tracks of a vehicle.

IV. LOCATION PRIVACY TECHNIQUES

The location privacy concept in vehicular networks has evolved considerably over time. Initially, the main concern was the
protection of the identity and location of vehicles on the road network which led to the development of basic location privacy
techniques. At that time concept of the silent period integrated with vehicle grouping, and path confusion methods was introduced.
Afterward, more sophisticated location privacy techniques emerged such as random silent period methods, mix zone concepts,
cryptographic mechanisms, obfuscation mechanisms, pseudonym exchange processes, etc were introduced. Still, more advanced
research continuous in protecting location privacy in VANETSs. We devise a timeline of location privacy schemes in vehicular
networks shown in Error! Reference source not found..
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Figure 4 Evolution of location privacy in vehicular network in different periods

To solve the problem of location privacy in the case of VANETS, various techniques have been offered in the literature. The core
concern of these techniques is to use the pseudonym in the beacon instead of the actual identity of the vehicle. The pseudonym
must change properly at the proper time to conceal the actual identity of vehicles in the network. The existing research work

considers one or two road network scenarios to apply the pseudonyms-changing process for location protection. However, it is
challenging to provide location privacy in such a diverse network condition and environment. For this purpose, we divided location

privacy schemes into various categories. The various categories of location privacy techniques are shown in Figure 5. Useful details

about the various location privacy techniques are given in the following subsections.
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Figure 5 Categorization of location privacy technique in VANETS.

A. Mix zone-based location privacy techniques

The mix zone idea is firstly proposed in [69] for the field of pervasive computing for anonymous communication. The concept is
taken from Chaum’s mixes network [70], in which the correspondence between input and output is kept hidden. A Mix zone is a
region usually constructed at the roadside or at a social spot, where many vehicles get together. Vehicles change or exchange their
pseudonyms in that region, which obscures the identities of each vehicle. This generates a major difficulty for an adversary to
recognize the movements of vehicles in the region, which preserves the privacy of vehicles. In [38], context information of vehicles
is collected, such as the number of neighbor vehicles, speed, and direction for changing pseudonyms. Later on, other context
information is taken in [71] such as the distance among vehicles, speed, and road section information. A vehicle uses a flag value
and waits for the least k neighbor vehicles for pseudonyms changing. Similarly, the paper [72] uses three factors such as pseudonym
age, vehicle speed, and direction of vehicle movement to change pseudonyms.

The notion of a cryptographic mix zone (CMIX) protocol is presented in [73], where vehicles collectively change their pseudonyms
using cryptographic techniques. The CMIX enhanced the basic mix zone idea by integrating the cryptographic mechanisms
(encryption, key exchange) in the zone. Cryptographic zones provide robust privacy protection through cryptographic methods,
however, these techniques are more complex and require higher computation delay compared with the basic mix zone concept.
RSU provides symmetric keys to legitimate vehicles, and vehicles encrypt all messages in the zone with the symmetric key. The
combination of a mixed network with a mix zone provides pseudonym unlinkability. Another mix zone protocol based on the
cryptographic concept is proposed in [74]. The RSU manages the mix zone by periodic beacon messages in the network to inform
the vehicles about the mix zone area. These messages contain the position and radius of the mix zone. The cryptographic-based

privacy schemes add an extra delay in message dissemination that is overhead. Another variation of CMIX in [75] implemented
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vehicle public infrastructure protocol to solve the issue of linkability. Messages of a vehicle are signed with a different pseudo-
identity. In case of low traffic conditions fake messages are disseminated to provide unlinkability outside of the zone.

The term social spot is used as a mix zone to change the pseudonym of the vehicles [76]. A social spot might be a parking portion,
roadside intersection, etc. The vehicle change pseudonym is accomplished while entering or leaving a social spot. Another strategy
based on the social spot for changing pseudonyms randomly is introduced in [44] which provides location protection both at large
and small social spots. These social spots become mix zones where a huge quantity of vehicles meet together. The concept of a
location privacy zone is constructed at roadside infrastructures such as toll booths and gas stations [77]. In these zones, the
pseudonym of each vehicle is changed randomly. In [78], the mix zone area is divided into square sections called Endpoint
Protection Zone (EPZ). The users in EPZ share login credentials and keep silent during that period. EPZ’s anonymize the users in
the protection zone and provide privacy. Users have protection only in these zones; however, they remain vulnerable to location
privacy attacks outside of it.

A vehicle is said to be selfish if it does not cooperate with other vehicles in the pseudonym-changing process. This selfish behavior
is due to limited resources such as the limited number of pseudonyms and bandwidth. The selfish behavior of vehicles might cause
danger to the location privacy of other vehicles in the network. For example, there are ten vehicles in a mix zone, and two out of
ten change pseudonyms while the eight vehicles do not change pseudonyms due to selfish behavior, the attacker comes to know
only two vehicles change pseudonyms, thus can link the new pseudonym of a target vehicle to the old pseudonym by some random
selection among two vehicles with a probability of 0.5. For controlling the selfish behavior of vehicles, a dynamic mix zone-based
strategy (MPSVLP) is offered in [79]. A reputation model is developed, which inspires vehicles to collaborate in the creation of a
mix zone for the protection of location data of vehicles. The control server is used to control and synchronize the pseudonym-
changing process. The concept of a dynamic mix zone is also developed in [45] to hide the location information of a vehicle. Here,
a mix zone is constructed at the request of the vehicle. In the zone area, the messages are encrypted during transmission to hide the
association between the pseudonyms of vehicles at different periods. The dynamic mix zone is improved with the collection of
candidates' location lists [39]. The vehicles are divided into various slots, and vehicle traffic information is collected. Based on the
collected information, the decision is taken that slot vehicles should change pseudonyms. The effectiveness of the mix zone is
measured with the use of a statistical metric in [80] for the improvement of the location privacy of vehicles. The vehicle should
pass over a mix zone, and the additional overhead is kept minimum for adjusting the zones. Dynamic grouping and virtual
pseudonym change technique is introduced in [81]. A group of vehicles is formed based on similar-status vehicles on the road and
pseudonyms are changed cooperatively. A virtual pseudonym change process is applied in case of low vehicle density, where some
randomized versions of pseudonyms are generated to create uncertainty for an adversary about the true location of vehicles.

A reputation-based model is introduced in [47], [82], for the change of pseudonyms in the mix zone. It offers an incentive to the
vehicle and encourages them to cooperate in the pseudonym-changing process. Another model of vehicle location privacy zone
based on the reputation to encourage the vehicles to join the privacy zone is introduced in [83]. The invitation request is broadcast
in the network to motivate the vehicle to join the privacy zone. If the response is positive, the reputation of a vehicle is increased;
otherwise, on a negative response, the reputation is decreased. The departure order of the vehicles from the privacy zone is random
which increases the difficulty for an adversary to recognize the target vehicle. One of the privacy threats is an adversary's knowledge
of the temporal metric. The spatiotemporal factor of the mix zone is addressed in [63] to guard against velocity and timing-based
attacks. The temporal factor considers the traffic flow and time-dependent and time-independent aspects of the mix zone.

The idea of pseudonym change in the mix zone is extended to multiple mix zones in the vehicular network for location protection
[66], [40]. The vehicles request two endpoints on the map hiding the actual location from the location server. The endpoints should
be placed on the map so that it protects the location information and provides a location service convenience. Later on, the notion
of a Reported Server (RS) is presented in [82] for dynamic pseudonyms changing at multiple mix zones. RS allocates virtual
identity and pseudonyms to vehicles which hide the real identity of vehicles. A new pseudonym-changing approach is introduced
in [57] for vehicle trajectory protection in multiple mix zones. It helps vehicles against cheating attacks. Vehicles change
pseudonyms collaboratively in the zone area which safeguards the vehicle from pseudonym linking attack. In [49], a fixed mix
zone concept is introduced to change the pseudonyms of the vehicle in that fixed area. These zones are established and spread over
the road network. This method works against a pseudonym linking the attack to conceal the real identity of the vehicles. A new
location protection scheme based on the construction of a dynamic virtual mix zone is introduced in [84]. This zone is created
dynamically when the pseudonym of the vehicle is about to change. The reputation model is developed to convince the joining of
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selfish nodes. This idea is extended in [50] to construct an independent mix zone scheme for the location secrecy of vehicles in
VANETS. This scheme works well even in low traffic density. For low traffic density, vehicles generate fake pseudonyms.
Another variation of the mix zone is the introduction of a silent mix zone, silence, and swap at an intersection [85]. Two protocols
are used in this approach: one protocol is designed for the creation of silent mix zones, and the other is for the exchange or swap
of pseudonyms in these zones. The vehicles remain silent in the zone area, and out of the mix zone area, the vehicles begin to
interchange pseudonyms randomly with each other. The idea of a silent mix zone is further extended in the Traffic-Aware
Pseudonym Changing Strategy (TAPCS) for location protection [36]. The radio silence technique detects appropriate traffic
conditions for pseudonym change. The traffic congestion situation is the most suitable environment for TAPCS. In [37], a silent
mix zone is improved with a safe mode and introduced an urban pseudonym-changing strategy. The vehicle may use either the
pseudonym-changing protocol or pseudonym exchange protocol based on the condition of the network. An independent and
cooperative pseudonym exchange protocol in a mixed context is offered [86] without the infrastructure support to enhance the
location privacy of vehicles. Then the pseudonym exchange is reported to the authority to ensure accountability and non-
repudiation. A Mac layer attack resilient pseudonym policy is introduced in the context of VANETS to guard against a new MAC
layer context linking attack [87]. It changes the pseudonym adaptively and accesses the wireless channel in distributed mode. One
limitation of this strategy is that When the traffic density is sparse vehicle enters to longer silent period.

Remarks: Based on the detailed discussion on the mix zone-based privacy techniques, we explored some of the necessary
limitations of mix zone-based techniques. Although the mix zone provides location privacy protection to some degree, however,
there are some problems associated with the mix zone conception. First, the mix zone reduces the location privacy level under
lower traffic conditions, if there is a lower number of vehicles in the region, fewer vehicles would change their pseudonyms which
does not provide a higher level of vehicle anonymization. Second, vehicle privacy is provided only in the zone and there is no
privacy guarantee outside the mix zone. Third, real-time location security is not provided in the mix zone [88]. The identity hiding
is only connected to the zone as a vehicle may pass on different roads and regions. Consequently, each vehicle must wait for a mix

zone creation to change pseudonyms which affects the privacy protection level.

B. Concept of Silent period based location privacy methods

The silent period concept is introduced in [89] to enhance wireless location privacy. It is a transition period in which the mobile
node remains silent for a certain period. Afterward, the expiration of the silent period, the mobile node begins its communication
with the surrounding nodes. Later on, the silent period concept is used in VANETS for location privacy protection. In a silent mode,
each vehicle stays silent by not broadcasting messages in the vicinity and changing pseudonyms during this period. This breaks the
link between the vehicle identity and the location tracks which preserve the privacy of vehicles. For the protection of location
privacy in VANET, Sampigethaya et al. [69] presented the idea of a silent period, combined with the grouping mechanism[90].
Each vehicle changes pseudonyms in a group and remains silent for a certain period. Privacy threats are avoided with the help of
an anonymous access control protocol. The random silent period concept is presented in [51]. A Group Leader (GL) is selected and
after that, GL combines vehicles in a group. The GL is the front-line representative who interacts with other entities in the network,
while the group members remain silent. A SafeAnon privacy preservation method is introduced in [91] based on safe distance
calculation with the help of a kinematic analysis algorithm. In this scheme, the real value of the vehicle location position is disturbed
to confuse the adversary. The random silent period concept is used in which the vehicle remains silent for random periods. Another
random silent period based location privacy approach is presented in [92]. In this technique, pseudonyms are used for authentication
and anonymous access. The complete trajectory is hidden with the help of changing pseudonyms. Autonomous Location Update
Mechanism (ALUM) is used to trigger a location update without relying on a trusted authority.

The different adversary capabilities are addressed to protect privacy vehicles in [93]. The pseudonym update mechanism depends
on the neighbor’s crowd and adversary capability rate. If the neighborhood ratio is below a certain threshold, the vehicle cannot
update pseudonyms and remain silent in the network. SLOW (Silent at low speed) [94] a location privacy scheme without
infrastructure support is introduced. The vehicles make their mix zone without RSU support. The vehicles are silent at low speed
and do not transmit heartbeat (beacon) messages during this time. It would hide the identity of vehicles and reduce pseudonym-
changing overhead during the silent period. A new approach to location privacy is introduced in [53] that consists of two schemes.
In the first one, the network is divided into various cells which contain a few city blocks, and have a list of a pseudonym for that

specific area. Secondly, pseudonyms are issued to each vehicle on request. The use of a silent zone breaks the linkage between
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various pseudonyms of vehicles. In [95], a concerted silent-based privacy scheme is proposed in which vehicles cooperatively enter
a silent period and change pseudonyms simultaneously. A safety-aware location privacy scheme is proposed in [96] where the
concept of an overseer vehicle is introduced. The overseer vehicle takes care of vehicle safety and allows vehicles to enter a silent
period to enhance location privacy. Another safety-related location privacy mechanism is given in [97] which the silent period is
reduced without affecting the privacy level. The vehicle continuously monitors neighboring vehicles, if there is a chance of an
accident, the silent period is exited and starts sharing location information.

A pseudonym-changing strategy is based on a mixed context, in which the vehicles change pseudonym, enter to silent period, and
leave the silent period based on context information [98]. The vehicles enter the silent period taking the help of the silent mode of
surrounding vehicles. It increases vehicle power against tracking attacks. The efficiency of [98] is improved by adjusting the
minimum silent period with the increase in the number of exchange messages which also improves vehicle safety level [99]. A
Context Adaptive Privacy Scheme (CADS) is offered in [52], in which the vehicle of VANETSs decides autonomously when to
change pseudonyms and when to remain silent for some period to ensure the un-likability of a pseudonym. Based on traffic density
and user privacy preferences, the scheme adapts dynamically. In [43],[54], a location privacy scheme is presented that comprises
two parts: The first one is the pseudonym-changing process which permits vehicles to change pseudonyms. The second portion
protects vehicles from cheating attack. Similarly, a cooperative context-based hybrid scheme is introduced in [100] that combines
two existing techniques, i.e., CAPS and Cooperative changing pseudonyms that take the number of neighbors in the vicinity.
Another context-aware and traffic-adaptive scheme is proposed in [101] which finds a suitable situation to change pseudonyms
using context and traffic pattern information that increases the anonymity of vehicles.

The switching periods of pseudonym certificates are managed between vehicles [102]. Each vehicle uses a common pseudonym
shared with them for a short period to sign messages. After the expiry of a short period vehicles switch to new pseudonyms which
improves privacy protection level. A flickering context-based mix method is given in [103] for the protection of privacy in
VANETS. In this scheme, a random number is generated, if the random number is less than some threshold, vehicles will broadcast
with new pseudonym otherwise will remain silent and wait for next broadcast. The context-based existing schemes only consider
the silent neighbor vehicles to change pseudonyms in silent mode. However, it has certain limitations: the first one is, these schemes
have effects on VANETs application. Secondly, the straight road structure and short silent assist a way for an adversary to detect
the target vehicle. Thirdly, the subject vehicle knows the old pseudonym of a neighbor vehicle, which provides a way for
pseudonym linkability. Similarly, on the expiry of the waiting time, if the subject vehicle does not find a silent neighbor, it will
change the pseudonym individually, and the individual behavior vehicle can be easily identified.

Remarks: After a careful study of silent period-based location privacy schemes we found certain limitations. These techniques
provide location privacy but have an impact on VANETS application services such as safety applications. Suppose a vehicle remains
silent during an emergency, i.e., in case of an accident, the vehicle is unable to disseminate the message in such types of events,
which is an essential requirement of VANETSs.

C. Group Signature-based location privacy techniques

The group signature idea is introduced for the first time in [104] that hides the signature of an entity in the group. A group of
vehicles is formed using road context information, in which the broadcast message is signed with a group key and the sender key,
which anonymizes the sender of the message in the group. The receiver could only verify the signature but difficult to recognize
the signer of the message in the group. In group signature techniques cryptographic methods are used to improve the location
privacy of vehicles. A trusted authority produces group keys that consist of public keys and secret keys. The public key is used for
verification and secret keys are for group members. The secret key is given to each member upon joining the group and members
of the group use this secret key to create a group signature on the message. The signature shows the validity of each member and
hides the individual identity of the member. The group signature provides anonymity and unlinkability to individual vehicles in the
group. The signature hides the actual identity of the signer of the message in a group and multiple signatures of a group member
can’t be linked to the same member which offers both anonymity and unlinkability.

Before discussing the various existing group signature mechanisms for location privacy in VANETS, there is a need to talk about
different cryptographic methods used in group signature schemes. These cryptographic methods are public key cryptography,
identity-based signature, blind signature, and proxy re-encryption schemes. In public key cryptography, a vehicle contains two keys

public and private, the message is encrypted with the receiver's public key and decrypted with their private key [105]. Each vehicle
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encrypts the location message with the public key and this message can be only decrypted by the intended recipient, which prevents
an adversary from determining the location and identity information of a vehicle. In identity-based signature schemes, user identity
attributes (unique identifiers) such as email, phone no, or IP address for signature creation and verification instead of digital
certificates [106]. The TA takes the unique identifier of a vehicle to generate a private key for it. Using the private key a vehicle
signs a location message and the receiver of the message can verify the sender but can’t reveal the actual identity of a vehicle in
that region.

In the blind signature scheme, the message is disguised (blinded) before it is signed. The signer can’t learn about the contents of a
message [107]. In the case of the vehicular network, each vehicle blinded the content of the location message before sending it to
the signature authority. This ensures that data can’t be linked to a specific vehicle by authority. Later the blinded message is
unblinded to acquire the valid signature. The proxy re-encryption scheme is a peculiar kind of public key encryption in which a
proxy (intermediate authority) converts an encrypted message from one public key to another, even the proxy can’t get information
about the original message [108]. In a vehicular network, a vehicle encrypts location messages or data with its public key, the proxy
re-encrypted it with another vehicle public key. This process ensures that only the intended receiver can decrypt and access the
location data, which hides the identity and location of a target vehicle in the region of interest. In the following passage, various
group signature schemes based on cryptographic methods are discussed.

One of the group-based techniques Random Encryption Periods (REP) [56], is offered in which messages are encrypted at random
intervals of time to protect the location of vehicles in the network. REP creates encryption zones to guard vehicles against tracking
by an attacker. Another privacy scheme based on a random encryption period is proposed in [109]. When a vehicle changes
pseudonym, other neighboring vehicles encrypt all the communication using a group key, which prevents an adversary from
accessing the sensitive information. A privacy-preserving approach is presented in [110] using cryptographic mechanisms, which
provide a balance between privacy and accountability. Two strategies are introduced for privacy preservation, i.e., V2I and V2V
privacy-preserving protocols. V2V communication is done in groups using the concept of group signature and hides the identity of
the vehicle in a group. Vehicles are fitted with a short live pseudonym for encryption and digital signing.

A pseudonym-changing scheme based on ring signature verification is introduced for location privacy [111]. The vehicles randomly
form a ring with neighbors’ vehicles and anonymously sign the messages. This procedure hides the identity of vehicles in the ring
and provides revocability by the authority. The blind signature-based scheme [41] is proposed in which vehicles generate short
keys for different lifetimes. Blind signature is used to build trust between vehicles and RSU. Vehicles change their key based on
the behavior of neighbors. Two spots are considered, one is a traffic signal, and the other is a social spot. The frequent change in
pseudonyms is done at the collective spots. A revocable group signature privacy scheme based on the Chinese remainder theorem
and a digital signature algorithm is offered in [112]. This scheme not only provides anonymity to vehicles but also provides
traceability service to TA.

The group signature is combined with the identity signature in [113] for privacy in VANETS. In this scheme, the sender signs the
message with a group signature, and then for authenticity, RSU signs the message with an identity signature. It also provides
traceability in case of a dispute. Another identity signature scheme of social evaluation techniques is based on the group signature
for location privacy protection [114]. This technique evaluates vehicle sociality by not disclosing the history of location
information. It supports socially aware data diffusion to preserve privacy. The social witness collection is used to evaluate the
social history of vehicles. An optimized conditional privacy preservation model is proposed in [115] for the vehicular network. It
includes an ID-based cryptosystem, which ensures the anonymity of the user by considering the pseudonym concept. In this model,
the authority could trace the vehicle in case of dispute and misbehaving users. Another ID-based cryptosystem location privacy
scheme [116] is developed in which the pseudonym of the vehicle is changed synchronously to increase vehicle anonymity in the
network. The ID-based linearly homomorphic signature scheme is offered by [117] which supports pseudonym changing process
under various conditions to protect the location information of vehicles.

In [42], a one-time identity-based authenticated asymmetric group key agreement (OTIBAAGKA) is proposed for the creation of
the Cryptographic Mix-zone (CMIX). The beacon messages of the vehicle are encrypted with the help of a secret group key. Any
vehicle could be used as a distributor of a secret group key. One time pseudonym is used to preserve vehicle privacy. Another
location-sharing technique based on an identity signature is introduced in [118]. A central manager is used as a broker between

RSU and the vehicle, which keeps vehicle location trajectory data. The ID-based proxy re-encryption scheme protects vehicle
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location data not only from unauthorized users but also from the central manager. Only legitimate RSUs have access to location
trajectory data.

A group communication-based privacy scheme called Anonymous Online Service Access (AOSA) [119]. The main purpose of this
scheme is to get online services through RSU anonymously. Public key infrastructure is used for message authentication and
verification in a group manner. A synchronized group-based pseudonym-changing scheme is introduced [120] to improve
unlinkability for location privacy. Asymmetric keys are used for the authentication of the message. The group is formed among the
neighbor vehicles to anonymize in the network. Another technique of public-key cryptography scheme mobility pattern-based
misbehavior detection for the security and privacy of a vehicle is suggested in [121]. A pseudonym issuance approach is introduced
in [122] based on advanced cryptography (public key) to protect user anonymity against colluding backend providers. The two core
stages are the obtain-pseudonym phase and the revoke phase. While obtaining a pseudonym, the vehicle remains anonymous. The
vehicle identity is exposed if the vehicle violates the rules of protocol or requests for more pseudonyms.

A group signature scheme is deployed for authentication, integrity, and prevention from outsider attacks. To further increase, the
complexity of an adversary novel location privacy technique is designed in [123], which is based on the mix group idea in the
vehicular social network. Different social spots are combined to make an extended social region. The vehicle could change the
pseudonym in these social regions that mix the identities of the vehicles. A hybrid group signature authentication mechanism to
protect location privacy is proposed in [124]. The authentication is used as a dynamic hiding cover for pseudonym changing. One
of the vehicles in the network, group the vehicles and changes the pseudonym cooperatively. The strategy of pseudonym changing
at a proper location changes the pseudonym of the vehicle at the proper location, and the proper time to guard against location
privacy attack is proposed in [125]. A data forwarding protocol IsPride is presented in [126] to protect the privacy of vehicles in
VANETS. This mechanism is based on the social behavior of the vehicle. The vehicles forward messages to RSU efficiently with
a high delivery ratio. Privacy is preserved with a group signature scheme using anonymous authentication.

A new concept of defending and attacking zones is presented in [127]. Encryption is used instead of radio silence and creates
difficulty for an adversary to identify pseudonyms of vehicles. The intrusion detection system is deployed to protect the network
from the attacker. A specific area called the defending zone is designated for vehicles, where all communication is encrypted to
guard against linking attacks. Song et al. proposed a vehicle density-based location privacy approach [128], which utilizes vehicle-
neighboring density as a threshold for changing pseudonyms in a group manner. Each vehicle changes its pseudonym when there
are at least k-1 neighbors in the network. The Delay model is developed at a density zone to identify the tracking ratio of the
adversary. A general cooperative framework of pseudonym change is introduced in [31] for the anonymity of the vehicles. Distance
between vehicles is calculated, and vehicles in distance R are considered neighbors of a vehicle. The vehicle changes the pseudonym
in a group in a cooperative manner. In [129] paper, a distributed algorithm is proposed for the election of a cluster head based on
distance and clustering approach. The proposed method provides stable and balanced clustering to increase network lifetime. The
cluster head implements the pseudonyms-changing process using the distance and energy of cluster members.

Remarks: The weakness of the group signature technique is the management of group size, i.e., the number of members in a group.
A large number of members in a group are difficult to manage, while with small members in a group, the adversary can easily
reveal the location information of the vehicle driver [40]. The group size must be in between large or small numbers, to provide
efficient location privacy for VANETS users. In addition, there are some situations where it is challenging to implement a group
signature scheme, i.e., under low traffic conditions (lower number of vehicles in a vicinity). The group-based strategies required
collaboration from its neighbors, and if a sufficient number of neighbors or vehicles were not available at that time, difficult to
manage a grouping scheme in this situation. The use of encryption schemes in the group signature methods increases
communication delay and computation costs in the network. The signature generation and verification consume computation time
which increases the time overhead in the network.

D. Time-slotted and triggered location privacy techniques

The basic concept of time-slotted and triggered-based privacy techniques is the change of pseudonyms of vehicles under meeting
some conditions such as a specific period is expired, vehicle density threshold, lane change condition, etc. The vehicles started to
change pseudonyms on the expiry of a time slot. For this purpose, a method for location privacy that takes a time-slotted pseudonym
pool is introduced in [130]. Vehicles also exchange pseudonyms with a suitable node or vehicle in the network. This exchange

process depends on the similar speed, position, and headings of the vehicles. In [131], the node only stores one pseudonym at a
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time t. When this time slot is expired, every vehicle must change its pseudonym. Vehicles may also use the old pseudonym
repeatedly for the same time slot on that day. It reduces the pseudonym storage cost of a vehicle. A dynamic privacy-preserving
key management approach is presented, called DIKE in [132] for vehicle location services. For the double registration of vehicles,
the authentication mechanism is applied. The session of LBS is divided into numerous time slots in which each time slots hold
diverse session keys. A one-way hash function is used for session key updates.

A structured approach based on the holistic solution is proposed to protect location privacy [46]. A synchronous time-slotted
pseudonym pool is used to reduce storage overhead and maximize adversary confusion. The pseudonym change is visible to direct
neighbors to reduce the negative impact on the user’s safety without sacrificing privacy. In addition, time-slotted work is efficiently
defined to preserve backward privacy. Another synchronized time-slotted based pseudonym change scheme is proposed in [133]
to solve the privacy-safety problem. Multiple pseudonyms are used during communication that are valid at any given time. The
change in pseudonyms is visible to neighbors to reduce the negative impact on user safety applications. Similarly, a time-slotted
pseudonym change scheme efficiently works with revocation schemes. In the [134] paper, a trigger-based pseudonym exchange
mechanism is introduced for location secrecy in VANETSs. When two vehicles trigger each other based on similar velocity and
header, they exchange pseudonym vide RSU to CA. The pseudonym exchange and revocation are done with the support of the
Certificate Authority (CA).

Remarks: The drawback of these techniques is that if an adversary gets the slotted periods of vehicle pseudonyms change. It will
provide an opportunity for the adversary to link the pseudonyms of a target vehicle at various visited locations. This offers a means
for an adversary to know about vehicle driver behavior at different locations. Another difficulty of these techniques is the
synchronization of the time slot for pseudonyms changing of various vehicles in a vicinity. The other drawback is the visibility of
a vehicle pseudonym to direct neighbors may provide a way for a malicious insider to associate various pseudonyms of visited
locations of a target vehicle.

E. Location perturbation privacy techniques

Location perturbation privacy techniques add uncertainty to the information broadcast in the network. The uncertainty may be
dummy data, path confusion, and broadcasting inaccurate location data in the communication network. The use of dummy data or
inaccurate information creates difficulty for an adversary to recognize a target vehicle location information. In [58], a routing
protocol that uses dummy location data is introduced. The routing choice is taken based on dummy distance to destination data in
place of the actual vehicle location. Dummy location data is broadcast, and the real location data of a vehicle is hidden in it. A fake
point cluster scheme [135] [136] for physical layer location protection prevents the attacker from extracting user location in NEMO
based hot spot. The error in the received signal increases the confusion of an attacker and hides the actual position of the user. The
selection of fake points is made randomly in the hotspot. In [137], a decoy is added to the message during communication with
LBS. The real location of the vehicle is altered with a decoying location to increase uncertainty for a location update request that
protects the location of vehicles.

A perturbation algorithm for location protection is introduced in [138]. For cross-path confusion, at least two users meet to exchange
location data with each other. Therefore, it increases the confusion of an adversary and reduces the tracking of the actual location
of the user. For location perturbation, a Nonnegative Matrix Factorization (NMF) is designed in [139]. NMF is a dimensional
reduction method used in many applications such as privacy preservation, clustering, and text mining. NMF breaks down a matrix
into two lower-rank matrices and all elements of the matrix are nonnegative. For location privacy, NMF decomposed location data
into potential factors, and the actual location data is not directly represented in the matrix. This anonymizes the location information
and creates difficulty for an adversary to extract actual location data. In VANETSs, NMF clusters the driver’s events according to
directions, locations, and distances, which preserves the private information of drivers. Inaccurate beacon messages are added in
between the accurate beacons while broadcasting in the network periodically [140]. Then the group communication method is
applied to secure broadcasting messages from the attacker listening. The inaccuracy in beacon messages raises the confusion of the
adversary to track and link the pseudonyms of vehicles in the network.

A new idea of dynamic virtual location is presented in [141] to hide the actual position of the vehicle. The location trajectory is
blurred with route confusion by adding the virtual location of the neighbor vehicle. This technique is extended in [88] to produce
a virtual location dynamically of the neighboring vehicles. The communicating vehicle sent two queries to LBS for location updates

with two locations one is the real location, and the other is the virtual location of the surrounding vehicle. This increases uncertainty
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for an adversary in information extraction. A Mutually Obfuscating Paths (MOP) technique is proposed in [142], in which the
vehicle position tracking is protected from LBS. In MOP, vehicles generate plausible location updates for one other to branch off
the continuous paths for LBS. Vehicles take the help of inter-vehicle communication to obscure location tracking via in-car Internet
access while using LBS. These techniques are improved with the introduction of a multi-level obfuscation method that generates
duplicate messages taking the help of transmission range vehicles to anonymize the identity and location of vehicles [143].

The paper [144] combines vehicle crowd and obfuscation mechanisms to prevent linkability and continuous trajectory of vehicles.
A collaborative trajectory obfuscation mechanism is offered in [145] which the attacker model is analyzed and an efficient privacy
design metric is introduced to balance privacy and its cost. A query-based dual privacy protection scheme is introduced [146] for
communication models of VANETSs. The vehicle applies a circle-based algorithm to generate dummy location data to communicate
with LBS. The location perturbation technique taking differential privacy concept is designed in [147] to provide location privacy.
The main concern is to add noise to the position of vehicles for location perturbation. A similar scheme based on the differential
privacy concept is proposed in [148]. The Laplace approach is taken to add noise to the user location while sending a query to LBS.
Another technique based on differential privacy uses the idea of reinforcement learning to randomize the locations released by the
vehicle [149] to protect the semantic trajectory of the vehicle. A pseudonym swap process using differential privacy is given in
[150] where RSU calculates the driving similarities between vehicles. Using the similarities and probability sampling vehicles
obtain new pseudonyms through the swap process which provides unlinkability to vehicles.

Remarks: The leading shortcoming of these techniques is the generation of extra overhead in the network by using dummy data.
For example, if a large amount of dummy data or information is used for the safety of vehicle position information that will create
a higher overhead in the network. Similarly, the use of dummy data affects road safety applications of VANETs and does not
efficiently utilize the location service utility. If wrong information in the network is discriminated in the network, how will the
members of the network utilize the safety services?

F. Anonymous authentication techniques

Anonymous authentication is the process in which a user or node is authenticated without revealing its identity in a network.
Anonymous authentication techniques can be used to hide the location information of vehicles. A conditional privacy preservation
protocol for anonymous authentication is proposed in [151]. The protocol generates short anonymous keys between OBUs and
RSUs to offer anonymous authentication and privacy protection. The pseudonym Authentication based Conditional Privacy
(PACP) method is presented in [152] for privacy protection in VANETs. This technique uses a pseudonym as a substitute for the
actual identity of the vehicle. For anonymous communication, the vehicle interacts with RSU to generate a pseudonym. A
revocation mechanism is used to revoke a vehicle from the network in case of misbehavior. Sun et al. proposed a new security
method RescueMe for the location-based vehicular network to aid security and rescue arrangements for the provision of rescue
resources [153]. In this technique, the location information of the user is stored for post-disaster planning during normal network
conditions. The technique guarantees that no sensitive information about user location will leak. Park and Rhee introduced a secure
and location assurance protocol for authentication and location privacy in location-aware services of the vehicular network [154].
The authors used the pseudonym change and identity signature to conceal the location information of users. The pseudonym change
provides an efficient anonymous authentication privacy-preserving location-aware service. A hybrid group signature authentication
mechanism is proposed in [124] location secrecy. The authentication is used as a dynamic hiding cover for pseudonym changing.
One of the vehicles in the network group the vehicles, and pseudonyms are changed cooperatively. The authentication mechanisms
used for vehicle privacy have certain issues and problems, i.e., they create extra delay for the generation of short anonymous keys

and the use of asymmetric cryptography generates high computation cost in a network.

G. Other location privacy techniques

There are some other location privacy schemes in the context of VANETS that do not fall into any one of the above categories.
That is why we made a separate section for these schemes. The purpose of these approaches is to hide the location information of
vehicle drivers. We discuss these location privacy techniques in the following passages.

A geographically secure routing protocol is proposed in [155], that prevents distraction produced by malicious nodes. The
anonymous node locations are authenticated to provide location privacy and authentication. A social tier-assisted packet forwarding

protocol is introduced to hide the receiver location information in VANETS [156]. The protocol exploits the people's lifestyle and
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features of the social tier in a vehicular network. The protocol has four phases to work on, i.e., the initialization phase, the packet-
sending phase, the social-tier dissemination phase, and the packet-receiving phase. One symmetric encryption AES and two
cryptographic hash functions are used. A new architecture is proposed in [157] by integrating Chaum's mixes with distributed
infrastructure based on location-based services for privacy preservation. The user has the choice of when to reveal the location to
anyone and when to hide the location. No entity in the network has full knowledge of the location of the user at any time. A suite
of new location security mechanisms was introduced in [158]. The user will connect to a single RSU at a time, and the RSU will
assign a new pseudonym each time when a data packet is sent to him. In this secure system, the drivers and passengers easily access
the required data without compromising system security and privacy.

In [159], a risk assessment based on the attack tree is presented to calculate the privacy risks of the vehicular network. The attack
tree is constructed to identify possible attacks on user privacy. This technique also calculated the degree of impact of specific
threats to vehicular system privacy. In the [160] paper, an analytical model is presented for a simple random pseudonym change
scheme to improve location privacy level. Two distributions, i.e., uniform discrete and age-based distribution, are analyzed and
compared. Results show that uniform discrete distribution is better than age-based distribution to improve the privacy of the user.
A general analytical model is proposed for Random Pseudonym Change (RPC) for location protection [161]. Various parameters
are considered to quantify the RPC strategy based on the expected size of anonymity set under uniform and reciprocal distribution
of pseudonym lifetime. The impact of the age of the pseudonym used by a neighbor to conditionally pseudonym change with its
neighbors is also discussed. Simulation results verify that the uniform distribution of pseudonym lifetime improves location privacy.
In [33], the notion of the phantom node is used to provide location secrecy of the source node in the vehicular network. First,
phantom selection is considered a multi-criteria problem, and the network analytical process solves this problem. Various
parameters are considered for phantom node selection, i.e., distance, speed, trust, acceleration, and direction. The nodes in the
network are ranked based on these parameters from best to worst. The most suitable node is nominated as a phantom node. A
hybrid pseudonym distribution method is proposed in [162], in which both RSU and vehicles perform the distribution of
pseudonyms. TA identifies vehicles for pseudonym distribution. These vehicles are called Pseudonym Provider Vehicles (PPV).
Those vehicles are selected for PPV that frequently travel a long distance. Both RSU and PPV announced the availability of
pseudonyms publicly in the network when a certain threshold is reached. A vehicle in the network can request the pseudonym
through proper authentication. The pseudonym exchange scheme based on secret sharing is introduced in [163]. The actual identity
is hidden using pseudonym exchange process. The message is split into several fragments to utilize secret sharing and then it is
recovered. In [164] a novel method WHISPER is introduced in which vehicles reduce beacon transmission range according to its
speed. The main purpose of this scheme is to hide a vehicle from a tracker (attacker), not from neighboring vehicles.

Remarks: The other location privacy schemes tried to protect the location tracks of a vehicle in a network. However, they faced
certain problems. One of the limitations of these approaches is protecting the location information in a specific area or covering a
limited region of interest, such as a social spot but not considering other road network scenarios, like main road networks and
faraway roads. Second, for anonymization, a certain number of neighboring vehicles is required in a vicinity, which is not
considered in these approaches.

V. COMPARATIVE ANALYSIS

In this section, various location privacy schemes are analyzed, as shown in Table 5. The table contains features, methods, adversary
models, evaluation criteria, and limitations of existing location protection schemes in the vehicular network. Most of the schemes
follow the construction of a mix zone where vehicles change pseudonyms to hide their identity. The zone may be fixed, multiple
zones, virtual zones, dynamic or independent zones depending on the scheme used. Similarly, other techniques of location privacy
use the concept of a silent period, group signature, path perturbation, obfuscation, and mix context. By studying various parameters,
we come to know that most of the schemes trying to increase the level of privacy and limited attention are given to other factors
such as the impact on privacy, overheads (time, computation, communication), and proper context for neighbor cooperation. Here,
the level of privacy means the degree to which a privacy-preserving scheme or method or technique protects sensitive information
or data of a vehicle or user from being inferred by an adversary. The level of privacy depends on the anonymization of a vehicle in
a vicinity, the higher the level of anonymization higher the privacy level, since it becomes difficult for an adversary or attacker to
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privacy schemes.

Table 5 General comparison of location privacy techniques

link an identity to a specific vehicle. The reader could take the help of Table 5 to analyze specific parameters of existing location

Ref: Features Method Attacker/ Evaluation criteria Weakness
adversary
model
[38] Context information such as the number of  Mix context General Vehicle traceability, average Finding a suitable
neighbor vehicles, speed, and direction, attacker tracking time, un-linkable neighbor is a difficult
stable time period pseudonym change time procedure
[39] Candidate location list, slot change, max Dynamic mix Global external ~ Anonymity set size and Pseudonym change
allow time for the beacon, zone dynamics zone attacker success rate information is shared
among vehicles, which
makes a way for
traceability
[63] Spatial and temporal factors, Mix zone Timing and Entropy, tracking success Based on a fixed zone, the
anonymization, static and transient mix velocity-based ratio attacker may enable to leak
zones, analysis of time duration of mix attacks the vehicle location
zones information
[40] Path/Route query, Path similarity, Location =~ Multiple mix Global passive Utility, privacy loss, success Adjusting routes creates
prediction, Historical reputation, Trust zones adversary rate, entropy, the computation  extra overhead
value  calculation,  multiple  zone cost
registrations
[82] Virtual identity and reputation mechanism,  Use of Mix attacks Delay, ratio of packet Increased communication
dynamic change of pseudonyms, public —multiple delivery, pseudonym overhead due to vehicle
and private keys usage zones changing time connection with RS
[66] Location and map services for Multiple mix First in First out ~ Endpoint deviation, Adjusting routes increases
smartphones, pseudonyms  changed zones attack computation cost, entropy overhead
synchronously, use of graphic construction
algorithm
[49] Pseudonym change, mix zone with the Fixed mix General W_MAP, linking pseudonym  Does not provide real-time
virtual change, fixed zone, high-level zone adversary location security
privacy at zone
[84] Reputation model, pseudonym change, Virtual mix General Privacy strength, k- Lake of real-time
dynamic zone, zone adversary anonymization protection due to fixed
nature
[50] Pseudonym change, vehicle collaboration, Independent External global ~ Anonymity, Measuring The possibility of the
anonymization, generation of a fake mix zone attacker broadcast messages time malicious vehicle in the
pseudonym zone generating fake
pseudonyms, difficult to
apply under low traffic
conditions
[36] Traffic congestion detection, extension and ~ Silent mix Syntactic and Entropy anonymity set, Searching congested traffic
creation of silent mix zones zone semantic verification of the signature, zone creation is an extra
linking attacks traffic congestion time overhead
[37] Silent mix zone at a signalized intersection,  Silent mix Syntactic and Anonymity set with entropy, Applicable only dense
pseudonym changing strategy, pseudonym  zone semantic the number of a used number of vehicles in
exchanges, linking attacks pseudonym VANETSs
[87] Age fluid model, time slot reservation, mix ~ Mix zone and Global passive Age of pseudonym, time-to- Impacts on vehicle safety

zone construction, time slot shuffle, use of
silent period

silent period

adversary

confusion and anonymity set
size

application and extra
overhead

22



[90]

[52]

[43]

[128]

[41]

[123]

[124]

[46]

[138]

[141]

[33]

VI

Group navigation Identification, chain
groups with a silent period, secret contact

to LBS

Context-adaptive pseudonym changing,

multi-tracking  algorithm,  user-centric

privacy scheme

Check on silent period, group formation,

cheating detection method, message
information hiding
Density zones, density-based pseudonym

change, derivation of the delay distribution

Short-lived keys, change of pseudonym
based on neighboring vehicle behavior,
parking lots, and traffic signals
Pseudonym mechanism, temporary in-
group encryption and
authentication mechanism,

identity,

Hybrid group signature authentication,
pseudonym change periodically, dynamic

hiding crowd,

A structured approach, local privacy,
synchronized pseudonym pool
Perturbation  of  location  position,

generation of path confusion, and route
segmentation

Virtual image or shadow, route confusion,
vehicle collects other vehicles location

Use of Analytical network process, source
node location privacy,

Use of silent
period

Silent period

Silent period

Neighbor
Grouping

Blind
signature

Group
signature (mix
group)

Dynamic mix
zone/ hybrid

Road
intersections

Path
confusion

Rout
confusion

Group base
phantom node
selection

OPEN ISSUES AND CONSIDERATIONS

Global
adversary

Global passive
adversary and
local active
adversary
Cheating attack

General passive

adversary

General
adversary

Internal and
external

adversaries

Passive attack

Sybil attack

General
adversary

Passive attacker

General
attacker

Measuring tracking time,
mean anonymity set size

Traceability cost, privacy
preference combination,
quality of service

Mean anonymity set size, the
number of total pseudonyms
changed

The probability of successful
location tracking at arrival
rate and vehicle speed

Key update time, pseudonym
change

Mean entropy of the target
vehicle and the entire network

Computation time, storage
cost

Tracking fail rate, privacy
safety trade-off

Average location privacy, a
measure of instant location
privacy

Entropy, the anonymity set
size, tracking success ratio

Alternative weight, final
weight

Silence period affects the
safety application

De-anonymization is not
considered during the
traceability of vehicle

Increases impact on safety
services

Privacy at the cost of
safety application and
liability

Insider attacker is not
considered

There is a gap between
combining social spots, i.e.
if these spots are located at
large distances.

Super anonymity
verification is a slow and
time-consuming process
The visibility of
pseudonyms could create a
danger to tracking
vehicles.

No real-time security and
creates extra overhead

Not considered an internal
attacker in the network

Heavily depends on the
phantom node, which may
be compromised

The existing techniques use pseudonym changing process for location privacy. Specific parameters are used for the pseudonym
change process. For example, the age of pseudonyms, speed of the vehicle, moving direction, number of neighbor vehicles, and
certain road context information are used for the change of pseudonyms. Table 6 contains an analysis of the existing scheme for
different comparative parameters. The table has shown that the privacy metrics ASS, entropy, and traceability are common in the
majority of the schemes. The mode of execution of the strategy is either infrastructure-based or infrastructure-less. The
infrastructure-based methods required the support of infrastructure with a higher deploying cost as compared with infrastructure-
less schemes. The exchange of pseudonyms hides the identity of a vehicle but may provide the possibility of an internal attacker.
Conditional privacy means the accountability of the vehicle. Only authorities may disclose the right location vehicles in case of a
dispute. The privacy protection level impacts road network applications, so there should be a balance between privacy and VANETs
applications. The researchers should also need to compute the cost of computation and communication for privacy achievement.

Various constraints and issues are to be considered to build an efficient location privacy scheme in VANETSs. For example,

pseudonyms of vehicles required to be changed at the proper time and location, pseudonym refill, and revocation problems. Another

23



issue is the selection of a proper metric for the evaluation of a higher level of location privacy. These issues are discussed in the

following sections.

A. Pseudonym refill and change problems

Pseudonyms are fake or partial identifiers used by vehicles to make them anonymous and authenticate in the vehicular

communication network. The location privacy schemes are required to anonymize the vehicle during communication. For this

purpose, pseudonyms should be used efficiently to preserve the privacy of vehicles. The assignment and changing pseudonyms

process should be effectively managed for the efficient use of the storage capacity of vehicle OBU.

Table 6 Analysis of location privacy schemes based on different parameters

Ref: Privacy metrics Mode of Pseudonym Pseudonym Conditional Preserve Cost (time,
execution changing exchange privacy VANETS computation,
factors Applications communication
[72] Protection rate Infrastructure Pseudonym No No No Not given
less age, speed, and
direction
[44] ASS, LPG Infrastructure No No Yes Reduced
based
[77] ASS Infrastructure Cooperative No No No Increased
based and randomly
[78] ASS, entropy, Infrastructure No change No No No Reduced
tracking less
probability
[165] ASS, traceability, Infrastructure Vehicle Yes Yes Yes Not given
confusion, entropy  less cooperation
[36] ASS, entropy Infrastructure Vehicle No Yes Yes Reduced
less cooperation
[50] Anonymity Infrastructure Cooperation No No No Reduced
less
[57] ASS, entropy, Infrastructure Vehicle Yes No No Not mentioned
attacker base cooperation
probability
[83] ASS, degree of Infrastructure Cooperation No No Yes Reduced
anonymity base
[98] Anonymity, Infrastructure Context and No No Yes Not mentioned
Traceability less silent period
[54] ASS, entropy, Infrastructure Speed, No Yes No Not mentioned
traceability less direction,
positions
[46] Tracking failure Infrastructure Cooperation No Yes Yes Reduced
rate less
[134] Anonymity, Infrastructure Condition- Yes Yes Yes Not mentioned
entropy, Tracking less based
percentage,
[137] ASS, entropy, Infrastructure No change No No Yes Not calculated
tracking less
probability
[88] ASS, entropy, Simple change No No No Not mentioned
traceability
a.  Pseudonyms distribution

For anonymous communication, a vehicle required a set of pseudonyms to be stored on its OBU. The set of pseudonym pools is

requested from the pseudonym provider authority which is called a Trusted Authority (TA) or Certificate Authority (CA). These
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pseudonyms should be successfully distributed to vehicles. The majority of the schemes take the support of roadside infrastructure
(RSU) for pseudonym distribution to the vehicles [166], [167]. Some of the techniques are hybrid in which infrastructure, as well
as vehicles, took part in the pseudonym distribution. In [162], pseudonyms are distributed both by RSU and vehicles. The
distribution of pseudonyms through RSU is costly. There should be a higher number of RSUs at the roadside ready for pseudonyms
distribution, which increases deployment cost. In addition, it is a burden on the RSU to manage pseudonyms. On the other hand,
the vehicle that uses a pseudonym distributor provides a way for adversary attack. The researcher should be concerned with design,

such as a strategy that reduces deployment cost as well as convenience for the vehicle to get the pseudonym pool easily.

b.  Pseudonym refill problem

For the protection of being tracked, the vehicles are changing pseudonyms periodically. The vehicle needs a pool of pseudonyms
to be used for message communication in the vehicular network. After the expiration of the pseudonym pool, each vehicle may
request to pseudonym issuing authority to refill for another fresh pseudonym set. The process of assigning pseudonyms pool to a
vehicle is called pseudonym refilling. There is a need for a suitable pseudonym strategy in this case. Two approaches are
investigated in [168] for assigning a pseudonym pool to vehicles. The first strategy considers assigning as many pseudonyms as
possible to a vehicle, which is to be used for a long period (for years). It reduces the number of connections with the pseudonym
provider and is convenient for a driver. However, the long-term pseudonyms storage strategy has a storage burden and security
concern of pseudonyms for a vehicle OBU. The second strategy is to refill a few pseudonyms at a time and repeat the process when
pseudonyms are about to expire. It reduces the storage burden of the vehicle OBU, and vehicles frequently obtain fresh pseudonyms.
The major drawback of this strategy is the communication overhead as the vehicle frequently makes connections with pseudonym
providers for pseudonym refilling. The above mention two pseudonym refilling strategies have their pros and cons. Based on the
above observation, we conclude that there should be a balance between these two strategies of pseudonym refilling that overcomes
the disadvantages of both of these. The researcher should take into consideration in-between long and short-term pseudonym pool
refilling and storage strategies.

¢.  Pseudonym revocation

Nodes with valid certificate credentials could take part in the network operation. The possession of a valid certificate does not mean
that a node in the network will provide correct information and behave correctly. The incorrect or false data may be injected into
the network by a valid node for its benefit to mislead other nodes [169], [170]. The inaccurate data injected node should be evicted
to safeguard the system with a certificate revocation process. Only the certificate authority has the power to revoke the certificate
credentials. When a faulty node is identified in the system, its certificate is revoked along with all the pseudonyms stored in the
vehicle OBU [171]. It prevents future damage caused by such a malicious vehicle or node. The revoked certificate credential
information is sent to the Certificate Revocation List (CRL). The CRL stores a small piece of information about the revoked
certificate of a node to avoid future threats [172]. The node/vehicle long-term identity is also revoked, and future request for a
pseudonym refilled is further denied. Once certificate revocation is done, the messages from that node are ignored in the network.
Timely access to CRL is essential, and it is a crucial research problem. The CRL should be updated with the latest certificate

withdrawal information.

d.  Pseudonyms changing

The pseudonym change process has a critical role in the preservation of location privacy in a vehicular network. Massive research
work suggested a pseudonym change mechanism for the preservation of the privacy of vehicles [173]. The constant change in the
pseudonyms of a vehicle confuses the location tracker. However, the change in the pseudonym of the vehicle should not be in an
individual manner; however, vehicles should cooperate in the pseudonym change process [174]. The strength of privacy protection
can be determined by the numeral of vehicles that change pseudonyms cooperatively. The pseudonyms changing the process of
vehicles create several challenges for the researchers. The first concern is that the pseudonym change should be coordinated
between different layers. Otherwise, the vehicle would be traced by linking the identifiers of other communication layers. The
second concern is the influence on communication protocols, the change of pseudonyms at a high rate improves privacy but creates
complications for the routing protocols. Thirdly, it is hard to detect a malicious node in the vehicular network due to anonymization.
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Therefore, it is concluded that the researchers should be concerned about these problems while designing the pseudonym-changing
protocol.

B. Evaluation metrics

To evaluate location privacy for a vehicle in VANETS, various metrics are used. These metrics consist of Anonymity Set Size
(ASS), Entropy, location traceability, linking attacks, and distortion. The privacy level is measured by ASS and entropy while the
privacy efficiency is analyzed with location traceability and linking attacks. Table 7 contains a comparative analysis of privacy

metrics.

i.  Anonymity set size (ASS)

It is one of the oldest metrics to assess the achieved degree of privacy in a communication network. The user of a network is
anonymized in a set of users that creates trouble for an adversary to detect the target user in the crowd. The widely held investigation
work [165], [36], [134], for preserving location privacy in VANETS uses ASS as a privacy metric. The higher the size of the
anonymity set higher will be the location privacy level. But the anonymization in vehicular networks is a difficult job due to vehicle
movement and dynamic network topology. For efficient management of ASS, specific parameters must be considered, i.e., speed

of the vehicle, transmission range, road traffic conditions, etc.

ii. Entropy

Entropy measures the uncertainty of an adversary about the various pseudonyms used for communication in the network [68], [91],
[175]. Entropy is the degree of randomness of bits in the information exchange among various users of a network. The entropy
accomplishes its maximal value based on the probability of uniform distribution. The entropy of a vehicle is efficiently utilized by
changing pseudonyms. For the measurement of location privacy in the case of mobile and ad-hoc networks, entropy is used as a
metric. However, the evaluation of entropy depends on the adversary model and system model of the concerned scheme [68].

iii. Location traceability

Traceability is the adversary tracking time to find the different location tracks of a user [68], [54]. Location traceability is used as
a privacy measure metric. It is inversely proportional to privacy level. The higher the traceability rate of an adversary for a user
location lower will be the privacy level. The existing research work calculates traceability based on the continuous tracks of users

with each pseudonym update, and some researchers take the tracking percentage of vehicles during trips [54].

Table 7 Privacy Metrics Comparison

Privacy metric Characteristics Method Strength

Anonymity Simple to calculate Grouping of users or vehicles in  Hide the identity of a vehicle
Generally used a certain area
Based on k-anonymity

Entropy The randomness of the Anonymity Randomization of bits Increased uncertainty
set

Traceability Collection of vehicle traces Tracking routes of vehicles Increase  knowledge of an

adversary

Pseudonym linking Linking of pseudonyms to get the Matching several pseudonyms of  Identify the pseudonyms of a
identity of a vehicle a vehicle throughout a trip vehicle

Distortion Estimated error A measure of the error in the Uncertainty

actual data

iv.  Pseudonym Linking

How much the attacker successfully links the various pseudonyms of vehicles over time [54]. The privacy scheme should prevent
an adversary from applying pseudonym linking attacks. It is measured by checking the adversary failure rate of linking the old
pseudonym with a new pseudonym of a vehicle [176], [127].
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v.  Distortion

Another metric to evaluate the location privacy in VANETS is distortion, which means the estimated error is calculated in the
location of a user/vehicle [68]. Distortion is measured in [138] as the expected distance error in the adversary accuracy about the
location tracks of a vehicle. The distortion is introduced in a wireless network that increases the uncertainty of an adversary tracking
a vehicle in the network [60].

VII. DESIGN CHALLENGES AND FUTURE DIRECTIONS

The development of a privacy protection scheme in case the vehicular network required certain things to be handled efficiently.
The researchers face various challenges in the design of location privacy techniques. They should know the challenges during the
designing of privacy schemes for the vehicular communication network. In this section, some of the crucial challenges to the design
of location privacy schemes are discussed.

i. Pseudonym changing process

The location privacy schemes required a pseudonym to be used during communication on the road network. The pseudonym in the
beacon generates confusion for an adversary to track a concerned vehicle. The pseudonym should be altered in the appropriate way
to hide the actual identity of a vehicle [177]. Privacy-preserving schemes based on pseudonym changing have certain design
challenges. The first one is the frequent change of pseudonyms; if the pseudonyms are changed massively, the vehicle requires a
large set of pseudonyms, which will increase the storage burden on vehicle OBUs [37]. The pseudonym should be altered in such
a way that it reduces the storage burden and communication overhead. Secondly, the pseudonyms should be changed cooperatively;
an individual change in the pseudonym of a vehicle can easily be tracked by an adversary [178]. Thirdly, there should be a proper
change in pseudonyms that reduces the tracking probability of a tracker. Fourthly, the high frequency of changes in pseudonyms
impacts the geographical routing protocols [179]. Based on this discussion, we concluded that to design a privacy scheme, the
researchers should look for a proper change in the pseudonyms of a vehicle that provides privacy as well as reduce the impact of
pseudonyms change on other fields of VANETSs.

ii.  Dynamic network topology

The movement vehicles on the road network change network topology frequently. The regular change in the topology has an
impact on the security of a vehicular network [15]. The high mobility and dynamic topology are unpredictable in the case of
VANETS. Nodes have a very short connection time due to moving in the opposite direction. It creates difficulty for a researcher to
detect a malfunction in such a mobile network [180]. The designer of the privacy scheme should be concerned about this dynamic
change in topology. The topology change and straight road structure provide a way for an adversary to predict the future positions
of a target vehicle.

ili. Impact on VANET’s applications

The basic concept of a vehicular network is to deliver safety to the driver, passenger, and pedestrian on the road. Privacy, safety,
and infotainment applications not only for drivers but can be extended to passengers and pedestrians too. In case of privacy, the
identity and location of the driver should be hidden from unauthorized entities, the sensitive information of passengers such as
personal information, usage of Internet facility in the vehicle needs protection, and the movements of pedestrians require
anonymization in the area of vehicular communication. While in the case of safety, the system should deliver correct and timely
basis road environment information to prevent accidents and collisions, the system should ensure the safety of the passenger in
case of hazardous situations, and the pedestrians safety is also important, the system should detect the presence of pedestrians to
ensure safety crossing. The applications of VANETs may be divided into intelligent transportation applications and infotainment
(comfort) applications [181]. Intelligent transportation consists of transport safety and transport efficiency applications. While
comfort applications consist of general information and entertainment applications. The detail about the applications of the
vehicular network is shown in Figure 6. The designing of the privacy technique has an impact on VANETSs applications. The
researchers want a robust privacy scheme that should prevent an adversary from compromising the location information of a
vehicle. It can be achieved with the help of adding inaccurate data or dummy data in beacons, using the silent period, and a piece
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of mixed-context information. The fake data and silent periods impact road network applications. The impact of pseudonym change
for privacy is analyzed in [182] on road safety applications with the help of simulations. It is shown that the silent period schemes
degrade the accuracy of risk and road emergency information. There should be a balance between privacy level and safety
applications. This is an essential challenge for the researcher to design a privacy scheme that will prevent the tracking of a vehicle
and also provide an incentive for the proper usage of VANETS applications.
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Figure 6 Applications of VANETSs

iv. Communication and computation overhead

Another factor that the researcher should count on for the design of a privacy model is the communication and computation
overhead that may occur due to the pseudonym change process. The small set of pseudonym pools creates communication overhead,
in which a vehicle requests TA each time the pseudonym pool expires. While the large pseudonym set yields storage and
computation overhead on vehicle OBUs [183]. This creates certificate management difficulty that how many numbers of
pseudonyms are generated and stored in a vehicle [184], which creates a strain on the economic feasibility of pseudonym-changing
schemes. So, to design the location privacy model, the researcher should consider the pseudonym management cost. The set of
pseudonym pools should be in between small and large that could satisfy the privacy need and also reduce the communication and
computation cost for a vehicle.

v.  Limited connectivity

The interaction amongst the nodes of the vehicular network remains for a short amount of time, i.e., the network faces frequent
disconnection. The instantaneous disconnection, arrival, and departure of vehicles pose a security threat to the network [185]. By
using the wireless interface, the attacker can reveal the identity and geographical position of vehicles and try to track the traces of

28



vehicles. This is also one of the research challenges for the design of privacy-preserving techniques in the vehicular network. The
researchers should consider this factor while designing a privacy model.

VIII. DISCUSSION

After the detailed discussion on existing location privacy techniques in VANETS, the core categories of pseudonym changing are
mix zone-based, silent period-based, group signature, and dummy-based techniques. The existing methods have certain
improvements regarding the location privacy of vehicles, but they're some of the challenges that need to be handled. The useful
and negative features of the existing location privacy schemes are given below.

In mixed zone location privacy techniques, pseudo identities of vehicles are mixed when several vehicles are gathered at some
locations. The zones are created at a road juncture or some congested areas. Here vehicles change their pseudonyms cooperatively
to confuse the adversary. As for the concern of positive characteristics of these techniques. The vehicle identities are hidden in the
zone, and it is very hard for an adversary to recognize a vehicle. The researcher takes advantage of a large number of vehicles in
the zone and applies the pseudonym-changing strategy to hide vehicle identities from an adversary. The requirements of a mixed
zone may have a higher number of vehicle traffic conditions, and all of the vehicles must change pseudonyms simultaneously.
Researchers confront several difficulties and challenges in designing location privacy techniques in such scenarios. The first one is
vehicle traffic density; if the density is high, location privacy is efficiently utilized in the zone; otherwise, the level of vehicle
privacy may be reduced. Secondly, the zone may not be created in every area of the road network; the selection of suitable road
vicinity may also be a concern of the researcher. The third challenge regarding privacy is the support of infrastructure in the mixed
zone, which is costly and has computation overhead. Fourth, there is a lack of flexibility for a vehicle to change a pseudonym at
other places where the pseudonym of a vehicle is about to expire.

In the silent period techniques, the vehicle stays silent by not broadcasting beacon messages and changing pseudonyms during this
period. It hides the actual identity of vehicles from an adversary or attacker. These techniques protect vehicle identity from semantic
pseudonym linking attacks. The researchers have some challenges regarding the development of silent period location privacy
techniques. The first one is the effect of a silent period on road safety applications. Suppose a road accident occurs during the silent
mode of the vehicle, how this information be disseminated in the network? The second key challenge in the design of the silent
period technique is the synchronization of vehicles during this period. The third one is the management of neighbor cooperation
for the silent mode in the network.

The protection of privacy in the group signature scheme is achieved efficiently and hides the actual identity of a vehicle in a group.
However, there are certain challenges to the research for the development of group signature methods. The first one is the
management number of members in a group. A higher quantity of vehicles in a cluster offers a high level of privacy but is hard to
manage, and the lower number of vehicles in a group may reduce the level of privacy of vehicles [40]. Secondly, there are some
situations on the road network to implement a group signature, i.e., under lower vehicle traffic conditions. The third challenge
regarding group signature techniques is the delay due to signature verification. The researcher should be concerned with minimizing
the delay (communication delay) as possible for the improvement of location privacy of vehicles.

The schemes based on path confusion or dummy data create confusion for an adversary to capture the real location and identity of
vehicles on the road network. In the design of such strategies, there are certain challenges for the researchers. These techniques
efficiently utilize the location privacy of vehicles but at the cost of overhead in the network. Also, the addition of dummy or wrong
information in the beacon message affects road safety applications. The researchers should consider utilizing the dummy data in
such a manner that does not compromise the location service utility of the vehicular network such as collision notification, road
accident information, emergencies, etc.

Based on the above discussion, we come to know that the existing location privacy techniques in vehicular communication may
work efficiently in one scenario but have deficiencies in another road scenario, i.e., in diverse vehicle traffic conditions. Some of
the methods have an impact on road network applications; others have network and communication overhead. Based on this
observation, we concluded that no single technique is suitable to preserve location privacy in VANETSs [186]. There should be an
integration of different approaches into a single method that works in all conditions of the road network, such as road traffic

conditions, availability of infrastructure, and preserving safety applications. There is a need for an adaptive technique that utilizes
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road context information (road traffic, safety application, transmission range neighbors, speed variations) to preserve the privacy
of vehicles.

IX. CONCLUSION

We surveyed state-of-the-art location privacy techniques for vehicular communication networks. We included a comprehensive
taxonomy of various privacy schemes and critically analyzed their features and deficiencies. A table of contributions of research
papers on a yearly wise is developed. Privacy design challenges are also discussed which could help researchers know the design
challenges for the development of a location privacy scheme in VANETSs. Then, open research challenges are explained in the
existing literature with limitations and concerns. We also analyze various location privacy attacks and their strength. The correct
identification of vulnerabilities in the network and challenges may provide a way to develop a robust privacy-preserving scheme.
The majority of the existing techniques of location privacy are trying to achieve a higher level of vehicle privacy. However, the
level of privacy protection impacts other applications of VANETS, such as road safety and entertainment applications. Appropriate
knowledge of an increase in the level of privacy protection is essential. In addition, existing schemes lack to utilize diverse road
network scenarios and traffic conditions efficiently. Consequently, a single scheme does not cover the network requirements for
location privacy. There is a need for an integrated strategy that covers the majority of the road network scenarios.
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