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Abstract

Vehicular Ad-Hoc Networks (VANET) is a novel cutting-edge technology which provides con-
nectivity to millions of vehicles around the world. It is the future of Intelligent Transportation
System (ITS) and plays a significant role in the success of emerging smart cities and Internet of
Things (IoT). VANET provides a unique platform for vehicles to intelligently exchange critical
information, such as collision avoidance or steep-curve warnings. It is, therefore, paramount
that this information remains reliable and authentic, i.e., originated from a legitimate and
trusted vehicle. Due to sensitive nature of the messages in VANET, a secure, attack-free and
trusted network is imperative for the propagation of reliable, accurate and authentic informa-
tion. In case of VANET, ensuring such network is extremely difficult due to its large-scale
and open nature, making it susceptible to diverse range of attacks including man-in-the-middle

(MITM), replay, jamming and eavesdropping.

Trust establishment among vehicles can increase network security by identifying dishonest ve-
hicles and revoking messages with malicious content. For this purpose, several trust models
(TMs) have been proposed but, currently, there is no effective way to compare how they would
behave in practice under adversary conditions. Further, the proposed TMs are mostly context-
dependent. Due to randomly distributed and highly mobile vehicles, context changes very
frequently in VANET. Ideally the TMs should perform in every context of VANET. Therefore,

it is important to have a common framework for the validation and evaluation of TMs.

In this thesis, we proposed a novel Trust Evaluation And Management (TEAM) framework,
which serves as a unique paradigm for the design, management and evaluation of TMs in
various contexts and in presence of malicious vehicles. Our framework incorporates an asset-
based threat model and ISO-based risk assessment for the identification of attacks against
critical risks. TEAM has been built using VEINS, an open source simulation environment which
incorporates SUMO traffic simulator and OMNET++ discrete event simulator. The framework
created has been tested with the implementation of three types of TM (data-oriented, entity-
oriented and hybrid) under four different contexts of VANET based on the mobility of both
honest and malicious vehicles. Results indicate that TEAM is effective to simulate a wide
range of TMs, where the efficiency is evaluated against different Quality of Service (QoS) and
security-related criteria. Such framework may be instrumental for planning smart cities and

for car manufacturers.
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Chapter 1

Introduction

1.1 Motivation

The growing number of vehicles around the world arises various transportation issues, such
as traffic accidents, congestions and air pollution. According to World Health Organization
(WHO), traffic accidents are responsible for the loss of about 1.25 million human lives annu-
ally, making it the nineth leading cause of human casualties around the world [3]. Recently, a
preeminent interest have been observed around the world to address the transportation issues.
Many regions have initiated various pilot projects in this domain, resulting in the emergence
of Intelligent Transportation System (ITS). ITS utlizes the advancements in information and
communication technologies (ICT) to improve the overall transportation in terms of traffic effi-
ciency and road safety. In United Kingdom, ITS-UK is dedicated for improving transportation
in terms of traffic safety, reducing travel times, smart parking and making environment green [4].
In Europe, ERTICO is responsible for ITS development by ensuring safer, cleaner and smarter
vehicle mobility [5]. In United States, Department of Transportation (DOT) is advancing the
transportation technology through its strategic plan 2015-2019 [6]. This plan includes safe and
enhanced traffic mobility with less impact on the environment. In Asia, Japan is leading this
discipline by setting ITS standards to improve transportation [7]. In South America region,

ITSB is dedicated to improve the quality of transportation in Brazil. This includes managing



the high mobility demand on the existing infrastructure, reducing congestion and providing
safety to the road traffic [8]. In Australia, ITS is accelerating through its strategic plan 2013
- 2018. This plan focuses on enhancing efficient and sustainable traffic mobility through the
advancements in ICT sector [9]. The major aim of all of these projects is to improve the quality

of life in terms of better and safer transportation.

Vehicular Ad-hoc Networks (VANET) is the state-of-the-art technology in the domain of ITS,
where vehicles communicate with each other and adjacent roadside unit (RSU) to partially solve
transportation issues such as reducing traffic accidents, better traffic management, minimizing
traffic congestions, and providing infotainment to on-board vehicular users. These services
are possible only if vehicles and RSUs are equipped with appropriate sensors, devices and
Internet. In VANET, vehicles access these services via Internet, thus introducing the concept
of connected vehicles [10]. VANET, being the future of ITS, is attracting massive attention
from both research community and automobile manufacturing industry. According to SBD
Automotive!, about 68% of the vehicles manufactured worldwide will offer some sort of built-in
connectivity by the end of 2025 [1]. Moreover, it is projected that the annual sales of connected

vehicles will rise from 18.3 million to 81.2 million in just 11 years as depicted in Figure 1.1.

Removed for Copyright Purposes

Figure 1.1: Projection of Yearly Sales of Connected Vehicles [1]

Thttps://www.sbdautomotive.com/ (Accessed: 215" March, 2018)



1.2 Problem Formulation

In VANET, vehicles communicate with each other and with RSU to offer various applications,
which are broadly classified into two categories: safety-related and non-safety related applica-
tions. Safety related applications are designed to ensure driver safety and to provide assistance
to the vehicular users during critical situations such as steep-curves. These applications are
further categorized into vehicular sensing-based applications and VANET-based safety applica-
tions. The former applications rely on different sensors (e.g., distance sensors, GPS, ultrasonic
sensors, safety sensors, cameras etc.) which are embedded within the vehicles and adjacent
infrastructures. These sensors have the ability to sense the event within their vicinity and
inform the vehicles to take respective actions. The applications in this category include sudden
lane-change warnings, slow vehicle detection warnings and pre-crash warnings etc. In contrast,
VANET-based safety applications rely on collaborative communication among vehicles to en-
sure security within the network. Applications in this domain range from intersection collision
warnings, cooperative forward collision warnings to pedestrian crossing safety warnings. On
the other hand, non-safety applications provide infotainment and comfort to users during their
journey, such as real-time traffic information and weather conditions etc. It is worth mentioning
that safety-related applications are delay-intolerant while most of the non-safety applications

are delay tolerant.

VANET mostly include safety related messages in the network. Ideally, these messages should
arrive at the destination from source vehicle without any alteration to its content via interme-
diate vehicles. VANET is a self-organising network which lacks permanent presence of fixed
infrastructure due to its highly dynamic and disperse topology, thus messages between two
vehicles are exchanged in a very short span of time. Verifying the authenticity and accuracy of

the received messages in such a network becomes highly challenging.

Recently, various solutions have been proposed to ensure secure message dissemination in
VANET. Most of these solutions rely on traditional cryptography where vehicles utilize cer-
tificates and Public Key Infrastructure (PKI) to ensure security upto certain level within the

network. However, cryptography-based solutions generate high overheads which ultimately in-



troduce huge network delays, thus making it inappropriate for delay intolerant applications
such as pre-crash or accident warnings. Moreover, these solutions secure the network from
outsider attacks only. However, such solutions can be compromised by insider attacks, which

results in the transmission of untrusted information throughout the network.

In order to address these shortcomings, trust has been proposed as a relevant technique to
achieve network security in VANET. Trust, a concept adopted from economic science is defined
as the confidence of one entity on another entity to perform specific action or set of actions.
In VANET, trust is established between two vehicles based on the information exchanged
regarding an event. Trust-based solutions ensure trusted data dissemination in the network
with low overheads. Further, these solutions can tackle insider attacks, thus ensuring high

network security.

Trust establishment in wired networks is comparatively easy as it involves a trusted third
party (TTP). However, establishing trust in VANET is difficult as it is established between
two vehicles in an ad-hoc manner. Due to high mobility and random distribution of vehicles in
VANET, trust among the vehicles is created for a very short duration of time. Establishing and

evaluating trust on the received messages in such short span of time is extremely challenging.

1.3 Research Question

Trust, as a technique to achieve security in VANET, is in its early stage of development. Trust
models (TMs) are embedded within the vehicles to evaluate trustworthiness, accuracy and au-
thenticity of received messages. TMs ensure the propagation of trusted information within the
network by revoking both dishonest nodes (vehicle) and messages containing malicious content.
In VANET, TMs are classified into three distinct classes, i.e., entity-oriented, data-oriented and
hybrid TMs [11, 12, 13]. Entity-oriented trust models (EOTM) aims to eliminate dishonest vehi-
cles by evaluating trustworthiness on the node. Data-oriented trust models (DOTM) evaluates
trust on the received messages (data) while hybrid trust models (HTM) relies on both vehicle

and data for trust establishment.



In VANET, various TMs are developed to ensure security either by eliminating dishonest ve-
hicles or tempered messages such as [14, 15, 16, 17]. However, it is currently complicated to
compare and evaluate the efficiency of these TMs due to the absence of a unified trust eval-
uation framework. Moreover, high mobility and random distribution of vehicles across the
network result in various contexts in VANET. Therefore, it becomes significantly important
to take those contexts into account for trust management. For instance, in an urban location,
extensive amount of messages (trusted & untrusted) are present due to low mobility of vehicles
and abundant number of RSUs. On the other hand, rural areas cannot ensure the permanent
presence of RSU. Moreover, small number of messages are present in such locations due to high
mobility and low number of vehicles. TMs which rely on high number of RSUs and vehicles
for trust management will show poor results for a scenario involving minimum number of ve-
hicles. As a result, both scenarios demand separate techniques to evaluate trustworthiness on

transmitting node and their messages.

The TM should have the capability to perform in every context due to the sensitive nature
of information involved in VANET. Evaluating the efficiency of these TMs in such a dynamic
environment is an open question. In this dissertation, we fill this gap by proposing a novel

framework which have the ability to evaluate TMs in various contexts of VANET.

1.4 Dissertation Aim and Objectives

This research aimed at designing and developing a novel framework to validate and evaluate

trust models in VANET. To achieve this aim, following objectives will be accomplished.

e To design a comprehensive threat model for the identification of threats, vulnerabilities
and attacks in different components of VANET including vehicles, network and static
infrastructure. This will identify the possible attacks which can compromise the network

security.

e To perform risk assessment on the attacks identified for each component of VANET and



categorization of these attacks based on their severity level. Risk assessment will identify

and prioritize the attacks posing critical risk on VANET.

e To propose various realistic evaluation criteria for trust management in VANET. These

criteria will be used to evaluate the efficiency of the TMs in VANET.

e To design and implement a novel trust evaluation framework based on threat model, risk
assessment, and evaluation criteria for the validation of TMs. This framework will provide

a detailed guideline for the selection of appropriate TM in proper context of VANET.

e To implement various TMs using the proposed framework where the efficiency of the TMs

are evaluated in various contexts of VANET.

1.5 Dissertation Contributions

The major contributions of this dissertation are:

e An asset-based threat model is proposed where vulnerabilities, threats and attacks are
identified in different components of VANET. Moreover, attacks are identified directly by
mapping threats and vulnerabilities. (Published in: Journal of Computer and Communi-

cations, 2016)

e A novel context-based risk assessment is proposed, where critical attacks are identified in
four contexts based on the mobility of legitimate and malicious vehicles. The attacks with
critical risks are integrated in the proposed framework. (Published in: 30th IEEE Inter-
national Conference on Advanced Information Networking and Applications Workshops,

2016)

e A comprehensive set of evaluation criteria is proposed for the evaluation of TMs. It
includes sixteen distinct evaluation criteria based on unique characteristics (high mobility,
random distribution of vehicles and lack of infrastructure) of the network. (Published in:

10th IEEE International Conference on Cyber, Physical and Social Computing, 2017)



e A novel context-based trust evaluation is proposed and implemented where various TMs
are evaluated in different contexts of VANET. This includes the evaluation of TMs in both
various contexts and in presence of malicious vehicles. A simulation model is developed
using open-source simulators (OMNET++, VEINS, SUMO) where extensive simulations
are performed to evaluate the efficiency of TMs. ( (Poster): in 10th European Conference
on Computer Systems (EuroSys), 2016; (Journal - Published) in: IEEE Access, 2018)

1.6 Organization of the Dissertation

The rest of the dissertation is organized as follows:

Chapter 2 provides an overview of Vehicular Ad-hoc Networks (VANET) from architecture,
security and trust perspective. We start this chapter with brief history, architecture and appli-
cations of VANET. Next, we focus on the security issues of VANET, where, we discuss major

security requirements and attacks violating these requirements.

Chapter 3 presents the trust management in VANET where we first reviewed the state-of-the-
art literature on trust management in VANET. Further, we discussed the basic concepts of
trust management in VANET. Finally, we provide an in-depth literature and related work in

trust models and the trust management frameworks.

Chapter 4 presents the details of the proposed trust evaluation and management (TEAM)
framework. First, we provide the basic details of TEAM framework, which is then followed by
the explanation of all the involved modules. Further, this chapter provide the details of trust
evaluation criteria. At the end, a qualitative evaluation of the trust models is performed using

these evaluation criteria.

Chapter 5 provides the detail of the implemented simulation model for TEAM framework.
First, applied research methodology is explained in detail. Further, this chapter provides the

information about the network and traffic simulators in detail.

Chapter 6 is dedicated to the threat model and risk assessment in VANET. This chapter starts



with the risk assessment framework where different attacks are identified and classified based on
their severity levels. Next, this chapter provide details about the context-based risk assessment
in VANET where the risks posed by attacks is evaluated qualitatively in different contexts of
VANET. Further, Man-in-the-Middle (MITM) attacks are explained in this chapter which is
implemented as a baseline attack model in TEAM framework. At the end of this chapter, a

simulation model for MITM attacks is provided.

Chapter 7 is dedicated to the simulation results of TEAM framework. First, we provide the eval-
uation metrics which were implemented to evaluate the trust models using TEAM framework.
Next, we provide the simulation results of the trust models under adversary conditions using
TEAM framework. Further, simulation results of the implemented trust models in context-

enabled framework is presented at the end of the chapter.

Chapter 8 summarizes the overall contributions of this dissertation. We first provide conclu-
sions obtained from the dissertation and then we presented possible future extensions of this

dissertation.

Figure 1.2 summarizes the organization of dissertation. Each preceding chapter is the input to

the next chapter where it provides the basic concepts required for the chapter.
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Chapter 2

Fundamental Concepts of Vehicular
Ad-Hoc Networks

2.1 Brief History of Intelligent Vehicles

The concept of intelligent vehicle was first revealed by General Motors during 1939-1940 New
York Worlds Fair where the future of the transportation was exhibited as a result of exten-
sive and large-scale development in the road related technologies [18]. However, this idea was
delayed due to many reasons including World War 2. Intelligent transportation projects were
re-initiated during late 1980’s and early 1990’s due to the advancements in information and
communication technologies (ICT) such as the invention of Bluetooth, GPS and mobile com-
munication networks. As a result of the massive break-through in ICT during post 2000s era,
the concept of connected vehicles was no more a dream. Many automotive industries, such
as TESLA, BMW, JAGUAR and GOOGLE, integrated ICT technologies (IEEE 802.11 and
4G mobile communicaiton networks) within the vehicles to introduce intelligent and connected
vehicles. Moreover, current research work in various domains of ICT including IEEE 802.11p or
5G mobile communication networks is further extending the concept of connected vehicles to-
wards fully autonomous or driver-less vehicles. The aim of connected and autonomous vehicles

is to improve the transportation in terms of better safety and user’s comfort.

10
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2.2 Architecture of VANET

VANET is a technology which exploits the advantages of both wired and wireless technologies
to provide various applications which range from safety to non-safety applications. Figure 2.1
depicts the architecture of VANET in the context of smart cities where vehicles communicate
with each other and with static infrastructure via various modes of communication. VANET
integrates various modules such as vehicles, Roadside Units (RSUs), communication network
etc to offer a diverse range of applications. In the following section, we briefly explain these

components.

Pl ()

o,

Smart
Playground

= et e o “

—— — C

Figure 2.1: lustration of VANET in the context of Smart Cities

2.2.1 Intelligent Vehicle

Typically, each intelligent vehicle is equipped with various modules like On-board Unit (OBU),
Electronic Control Unit (ECU), Application Unit (AU), cameras and wide range of sensors
such as distance sensor, GPS, RADAR, and safety sensors. All these devices are connected
to each other via high speed internal buses such as Controller Area Network (CAN), Local
Interconnect Network (LIN), Media Oriented Systems Transport (MOST) and Ethernet etc as

depicted in Figure 2.2 [19]. For instance, distance sensor of a vehicle detects the presence of
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neighbouring vehicle in its critical distance zone. This information from the vehicle is shared
with neighbouring vehicle via internal buses and OBU, suggesting the vehicles to increase

distance between them.

RADAR | | GPS | | Ultrasonic Sensor

Safety Sensor

Safety Sensor

ﬁ Camera

High Speed Bus
On Board Unit
Safety Sensor

Safety Sensor

Distance Sensor

Distance Sensor

Figure 2.2: Sensor locations & connectivity within Vehicle

2.2.2 Roadside Unit

Roadside Units (RSUs) are installed at strategic locations which acts as a bridge between
vehicles and infrastructure in the network. RSUs are static in nature and are deployed at
specific locations such as traffic signals, lamp posts or mobile tower etc [20]. In RSU, the
important components are its hardware, operating system (OS) and software residing on OS.
This software communicates with vehicles on one hand and with infrastructure on the other.
RSU is usually utilized and helpful for disseminating messages on the large scale within the

network.
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2.2.3 Communication Paradigms of VANET

Wireless communication is a significant asset in VANET which enable the vehicles to commu-
nicate with each other via various communication protocols such as IEEE 802.11p and mobile
communication technology (for instance, Long Term Evolution-Advanced (LTE-A)). Broadly,

communication in VANET can be categorized into following:

1. In-Vehicle Communication: The scope of in-vehicle communication is limited to ve-
hicle itself where different components of vehicle such as sensors, AU and ECU communi-
cates with OBU via high speed buses such as CAN, LIN or MOST. This communication
enable the different components of vehicle to exchange information via its OBU. The high
level view of in-vehicle communication is depicted in Figure 2.3, where, OBU transmits

the messages generated by the AU according to the information provided by sensors and

ECU.

OBU: On-Board Unit

AU: Application Unit

ECU: Electronic Control Unit
Tx: Transmitter

Rx: Receiver

Sensor Sensor

Sensor

Figure 2.3: In-Vehicle communication

2. Vehicle-to-Infrastructure Communication: Vehicle-to-infrastructure (V2I) refers to
communication between vehicles and adjacent infrastructure such as RSU. The main pur-
pose of V2I communication is to disseminate information in a large geographical location
via RSU or set of RSUs. V2I mostly uses mobile communication protocols such as LTE-A
to inform drivers about the road hazards. Moreover, V2I is helpful for traffic manage-

ment applications such as road warnings, traffic signal violation warnings, and weather
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warnings. Additionally, V2I communication provides the platform for internet-enabled

applications such as online banking, online streaming and infotainment.

3. Vehicle-to-Vehicle Communication: Vehicle-to-vehicle (V2V) communication refers
to the communication among vehicles directly. This term is also sometimes called inter-
vehicular communication (IVC) or car-to-car (C2C) communication. V2V communication
uses dedicated short range communication (DSRC)*[21] or ITS-G5 standard? [22, 23] in a
pure ad-hoc manner to offer different applications. For instance, V2V communication is
helpful in the design of safety applications to enhance driver awareness in the network such
as sudden lane change warning, steep-curve warning, assistance in dense fog, intersection
warning and emergency brake lights. Moreover, V2V communication can be utilized for

non-safety applications as well such as roadside service discovery.

In V2V communication, the scope of the vehicles is limited to specific geographical loca-
tion as the information is exchanged among vehicles in a hop-by-hop manner via short
range communication technologies, such as, DSRC or I'TS-G5. These technologies corre-
spond to set of protocols called as Wireless Access in Vehicular Environments (WAVE)?

which operates at 5.9 GHz [24, 25].

4. Hybrid Communication: Hybrid communication refers to the scenario where V2V
communication is used in conjunction with V2I communication for message distribution
among the vehicles across the network. The main purpose of hybrid communication
is to extend the coverage by providing information to those vehicles which are not in

communication range of the static infrastructure.

5. Vehicle-to-Anything Communication: Vehicle-to-Anything (V2X) is a general ter-
minology used for every communication among vehicles within VANET. It includes V2V,
V2I, Vehicle-to-Pedestrian (V2P), Vehicle-to-Grid (V2G), Vehicle-to-Home (V2H), and
Vehicle-to-Bicycle (V2B).

Figure 2.4 depicts the communication paradigms in VANET in case of steep-curve scenario

'DSRC is ITS standard which is deployed in USA
2ITS-G5 is GeoNetworking protocol standard used for ITS in Europe
SWAVE is built upon IEEE 802.11p standard
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where messages are forwarded using V2V, V2I and hybird mode of communication. In case of

V2I communication (2.4(a)), messages are shared with group of vehicles in a large geographical

location. Similarly, V2V communication (2.4(b)) is useful to forward messages to vehicles close

to event proximity. The illustration of hybrid communication in case of steep-curve is depicted

in (2.4(c)), where vehicles exchange messages via both V2V and V2I communication. Moreover,

Table 2.1 summarizes the properties of communication paradigms in terms of its coverage and

communication protocols.
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Table 2.1: Communication Paradigms Properties in VANET

Area Coverage

Communication Standard

Impact Location

va2v

Small geographical location

DSRC, ITS-G5, WAVE

Vehicles close to event occurrence

V2I

Large geographical location

3G, LTE, LTE-A, 5G

Vehicles far from event occurrence

Hybrid

Large geographical location

DSRC, ITS-G5, WAVE, 3G, LTE-A, 5G

Vehicles close and far from event occurrence
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2.3 Important Applications of VANET

The applications of VANET are on the rise as a result of massive research effort across the
globe in this domain. The major focus of VANET is to ensure road safety. However, it can also

be used for non-safety aspects of VANET. Main objectives of VANET include:

Ensuring traffic safety on the road.

Assisting drivers during critical situations including accidents and traffic congestions.

Providing infotainment to vehicular users such as information about traffic and weather.

Assisting the large fleet of vehicles to support logistics.

Based on the above objectives, VANET applications are broadly classified into following two

categories [26].

1. Safety applications

2. Non-safety applications

2.3.1 Safety Applications

Safety applications are designed to ensure traffic safety and enhance efficiency of the network.

Safety applications are further categorized into:

1. Sensing-based Safety Applications

2. VANET-based Safety Applications

1. Sensing-based Safety Applications: These applications rely on embedded sensors
(such as GPS, distance sensors, camera, etc.) which are integrated within the vehicles.

These sensors sense the event within its vicinity and generate information to inform the
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vehicular user. Thus, it generates the idea of driver active safety applications where the

driver can take various immediate measures in response to the received message to avoid

traffic jam and clear way for ambulances and law-enforcement vehicles. The applications

include the following;:

(a)

Active safety applications are designed for on-board vehicular user safety by issuing
pre-crash warnings. For example, these applications ensure that the vehicular user

has his seat belt fastened during the journey.

Passive safety applications are designed to protect vehicular users after the occur-
rence of event such as accident. These applications cannot help to avoid an accident.
Rather, these applications provide assistance to vehicular user to minimize the ac-

cident impact. For instance, air bag in vehicle are example of such applications.

Warning applications are designed to alert the vehicular user by issuing different
warnings such as post crash warnings, traffic congestion warnings, pedestrian cross-

ing warnings etc [27].

Post-Crash Warning (PCW): The vehicle involved in particular event such as acci-
dent usually broadcasts its location. PCW will ensure to exchange these warning
messages with other vehicles with the help of V2V and V2I communication protocols.
For example, swift lane change warning message should be transmitted to trailing
vehicles which are very close to that particular event. The vehicles then flood these
messages throughout the network. V2V mode cannot be efficient for vehicles with
greater distances. In such case, V2I mode is used to disseminate messages across the

network.

Lane Change Assistance Warning (LCAW): This application assists the drivers in
the event of lane change. It also informs the driver if the distance between two
vehicles is very less. LCAW operates in two modes, i.e., active and passive mode. In
the active mode, LCAW exchange messages with other cars if the distance between
two cars is less while in passive mode, it only measures the distance between cars

and keep the information to same vehicle only.
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2. Traffic Efficiency Applications: These applications are designed to significantly in-

crease the efficiency of vehicular traffic by issuing various warnings during hazard sit-
uations. These warning applications include Post-Crash Warnings (PCW), Congestion

Road Warnings (CRW) and Lane Change Assistance Warnings (LCAW).

(a) Mutual cooperative driver assistance applications where messages between vehicles
are continuously transferred in a real time [28]. Thus, these applications can increase
the vision of the driver regarding current traffic. For instance, vehicle A can inform
vehicle B about the icy road conditions in an efficient and timely manner, so that

vehicle B can take respective measures.

(b) Congestion Road Warning (CRW): The main aim of this application is to assist
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vehicular user in a road congestion scenario by identifying and proposing a new
route for vehicles. The identification of new route is achieved with the combination
of both GPS and vehicle based software such as Radio Data System-Traffic Message
Channel (RDS-TMC) [29]. GPS provides the location coordinates and the updated

route based on GPS information is achieved via RDS-TMC.

2.3.2 Non-Safety Applications

The requirements for non-safety applications are quite different to the safety applications.
These applications provide infotainment to vehicular user ensuring quality of service (QoS).
These applications includes information oriented and entertainment oriented applications such
as weather warnings, roadside advertisements, electronic tolls, journey planner, online-banking
and multimedia streaming. Entertainment-oriented applications are usually provided via V2I
communication since multimedia is mostly bandwidth hungry. Figure 2.5 depicts the taxonomy

of classification of important applications of VANET.

2.4 Challenges faced by VANET

Though, a lot of research effort is being carried out to make VANET reality, there are still
various challenges which need to be tackled. This range from technical challenges to routing and
further to security challenges. In this section, we particularly focus on some of the important

challenges which VANET is currently facing.

2.4.1 Technical Challenges

VANET is a combination of various technologies including both wired and wireless communi-
cation technologies. Integrating all the technologies together on a singular platform is one of
the huge challenge in VANET. For instance, interoperability of vehicles from different regions.

Further, different continents and regions have their own communication technologies standards,
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such as, vehicles in Europe include ITS-G5 standard for short range wireless communication.
On the other hand, DSRC is used as the base technology for short range communication in
US. Therefore, the integration and interoperability of vehicles from different regions is a great
challenge. In order to solve these challenges, huge standardization effort is being carried out
throughout the world in order to provide connectivity to vehicles from different regions. For
instance, Institute of Electrical and Electronics Engineering (IEEE) proposed a standard for
V2V communication, known as IEEE 802.11p [30]. On the other hand, Institute of Standard
Organization (ISO) provides the guidelines to access IEEE 802.11p protocol under ISO 21215
standard [31]. Further, Table 2.2 highlights the major organizations involved in the develop-
ment of standards for VANET.
Table 2.2: Notable Standardization Effort for Vehicular Ad-Hoc Networks

Standardization Organization | Proposed Standard | Publication Year Standard Details
ISO 17515 [32 2015 Details of Using Cellular technologies for ITS
International Organization ISO 21215 [31 2018 Technical details of using IEEE 802.11 in ITS
for Standardization . Road vehicles Functional safety Part 2:
(ISO) 150 26262-2 [33] 2018 Management of functional safety
1SO 21218 [34] 2018 Tfechmcal details of utilizing access technologies
in ITS
ETSI TR 102 638 [27] 2010 Basic set of applications for vehicular networks
European Telecomm}mlcatlons ETSI EN 302-636 [22] 2014 Techmcal details o.f G@Networkmg protocol for
Standards Institute vehicular communications
(ETSI) ETSI EN 302-637 [35] 2014 Message set for cooperative ITS
Technical details of IEEE 802.11p in vehicular
Institute of Electrical and [EEE 802.11p [30] 2010 environment
Electronics Engineering IEEE 1609.0 [36 2014 Reference architecture for WAVE technology
(IEEE) IEEE 1609.2 [37 2017 WAVE security services for ITS applications
IEEE 1609.3 [38 2016 WAVE networking for ITS
SAE J2735 [39] 2016 DSRC Message Set Dictionary
Society of Automotive Cyber Security guidebook for cyber-physical
Engineers (SAE) SAE J3061 [40] 2016 vehicle systems

2.4.2 Routing Challenges

Efficient message transmission among vehicles in case of safety applications is foremost impor-
tant. In VANET, these messages are disseminated via an underline routing protocol. However,

due to volatile, robust and open-nature of VANET several routing challenges exists such as.

e Routing in case of broadcast storm: Consider a city centre scenario with high number
of vehicles during peak times. These vehicles broadcast an abundant number of messages

in a limited geographical location. This results in a denial-of-service due to broadcast
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storm and message flooding, thus reducing the overall network efficiency. To deal with
such situations, VANET requires an intelligent routing protocol to disseminate messages,

so that every vehicle in the network receives messages in time.

e Routing in case of obstacle shadows: Routing messages among vehicles in case of high
buildings or mountains is another open challenge. The shadows caused by such objects
arise data delivery issues which prohibit the vehicles to receive messages correctly. In
order to solve this issue, efficient channel modelling is required which can ensure message

transmission among vehicle by minimising Bit Error Rate (BER) of the network.

e Routing in case of channel unavailability: In case of attacks by malicious vehicles,
the channel for message routing can be compromised, resulting in a denial-of-service
scenario. Routing mechanisms should be intelligent enough to exchange messages in case

of channel unavailability.

e Routing overheads: Every vehicle add its credentials (identity, location, time) while
forwarding messages to other vehicles. Therefore, overhead of the message increases for
hop-by-hop message propagation. Due to delay sensitivity of the applications in VANET,

overheads of the routing mechanisms should be minimised.

Due to critical and sensitive nature of VANET) a trusted environment is mandatory where the
vehicles can broadcast and disseminate information in a trusted and secure way. This can be
achieved by using an underline trusted routing protocol for message dissemination. Further,
considering the above challenges, routing protocols must be designed efficiently, so that the

vehicles can receive sensitive information (e.g., accident warning) in a timely manner.

2.4.3 Security Challenges

Security is one of the essential and foremost user requirement in VANET as it provides a secure
environment for the propagation of safety messages across the network. Minimum security level

must be defined in VANET for safety applications otherwise, the attacker can launch various
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attacks leaving huge impact on the network, e.g., alteration of steep-curve warning from attacker
can put the human life in danger. VANET can succeed only if it satisfies various security
requirements, i.e., confidentiality, authentication, integrity, availability, non-repudiation and
real-time verification of the messages [41, 42]. Though, various security challenges exist in
VANET, but we mention the following important challenges, which need to be addressed to

provide secure environment for message propagation in the network.

e Privacy: Privacy is a major concern for vehicular users which makes it an important
user requirement in VANET [43]. Most of the available solutions rely on some sort of
user credentials (user identity and location) for security purposes. Therefore, privacy of

the users must be respected while designing security solutions.

e Lightweight security solutions: Due to involvement of delay sensitive messages in
VANET, the security solutions must be lightweight such that they achieve security with

minimum overheads.

e Network security: An attack-free network is mandatory for secure propagation of mes-
sages within the network. VANET is a large-scale network which contains large number of
vehicles and RSUs along with malicious nodes (any illegal and unauthorised equipment
connected to VANET). The malicious nodes hinder the normal VANET operation by
launching several network attacks which range from DoS to message tempering. In order
to achieve network security, attacks must be mitigated within the network by identifying

and revoking malicious nodes and their messages.

2.4.4 Trust Challenges

Trust is an essential pillar of security [44]. Any vehicle receiving messages from its neighbour-
hood must verify its authenticity. One way to achieve security is to create a trusted environment
where trust is establish between vehicles to exchange messages regarding specific event. How-
ever, due to high mobility of vehicles in VANET, trust establishment is very challenging as

the trust on the message has to be evaluated in a very short span of time. Cooperation of
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the vehicles is mandatory for trust establishment in such specific time and the honesty of the
vehicles must be promoted by providing relevant incentives [45]. Moreover, trust establishment
among the vehicles in presence of malicious nodes is another important challenge which must be

tackled to provide trusted environment in the network. Trust is explained in detail in chapter

3.

Table 2.3 summarizes the challenges faced by VANET with some of the possible solutions.

Table 2.3: VANET Challenges and Possible Solutions

Category | Challenge Solution
Interoperability Centralised and flexible reference models for
Technical vehicles to integrate and communicate
Communication standard Open reference model and standardised solutions
Broadcast storm Revoking duplicated messages
. Shadowing channel modelling
Routing —— . —
Channel unavailability alternative communication channel
Routing overheads Minimising overheads for low E2E delays
Privacy Strong encryption with pseudonyms
Security | Lightweight security Low overheads
Network security attack-free model
High mobility Lightweight trust management proposal
Trust Presence of malicious vehicles Trusted environment; revoking malicious vehicles
Trust establishment in ad-hoc manner | Provide incentives for honest vehicles

2.5 Summary

In this chapter, we provided an insight introduction to the fundamental concepts of vehicular
ad-hoc networks. This included the basic architecture of VANET along with its significant
components, applications and major challenges in terms of routing and security. The next

chapter will introduce trust management in VANET with the aspects of VANET security.






Chapter 3

Trust Management in VANET

The concept of sharing and broadcasting false information in the network by the adversaries
for their own interests brings up manifold concerns for the legitimate users, for instance, freeing
up the highway or congesting the road for other vehicles by sharing wrong information in the
network. In order to solve these kind of issues, trust can be incorporated both at the network
and vehicles level to identify misbehaving vehicles and revoking them from the network. Due
to imperative and open nature of VANET, incorporating trust is extremely challenging due to

limited communication window between two vehicles.

Securing vehicular networks is one of the open challenge and currently huge effort is being
carried out by the research community in this domain. Before proceeding to trust in VANET,

first we will discuss security in VANET and different security requirements.

3.1 Security in VANET

Security is one of the essential and foremost user requirement in VANET as it provides a
trusted environment for message propagation. VANET mostly includes safety related messages,
therefore, a secure environment is mandatory for message dissemination. Minimum security

level must be defined in VANET for safety applications otherwise, the attacker can penetrate
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in the network to launch attacks, leaving huge impact on the network. For instance, modifying
and altering the accident warning message by adversaries can result in a traffic jam scenario

which decreases the overall network efficiency in terms of time and fuel wastage.

According to [43], privacy, security and trust are the main user requirements in VANET. The
network must fulfil these requirements in order to provide an ideal environment for message

propagation.

3.1.1 Privacy

Privacy is one of the major requirement in VANET and it must be ensured that the user
related information are kept private in the network. Majority of the available security solutions
in VANET are dependent on user credentials, such as [46, 47, 48, 49, 50]. In case of failure of
such security solutions, there is a high probability that the attacker might identify the vehicular
user or some of its credentials, such as location or identity. The users will only trust in VANET
if their credentials are kept private at all the times. Moreover, a secure communication system
must be guaranteed in VANET as this may contain sensitive information, such as internet
banking. In order to fulfil the privacy requirement in VANET, pseudonyms based solutions can

be utilized in conjunction with PKI-based schemes.

3.1.2 Security

Security in VANET is another major user requirement which provides an attack-free environ-
ment for the propagation of messages (both safety and non-safety). VANET is a large-scale
network which can include high number of vehicles and infrastructure at specific location and
times such as vehicles in city center during busy office times. The network may integrate mali-
cious nodes (any illegal and unauthorized equipment connected to VANET) as well which may
disturb the normal operation of VANET by launching several attacks such as man-in-the-middle
(MITM), replay, jamming and eavesdropping attacks etc [51, 52, 53, 54, 55, 56, 57]. We classify

these attacks into four major classes based on attack characteristic and attack location.
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e Network Monitoring Attacks: In this type of attack, the attacker monitors and eaves-
drop in the network to listen the communication among the vehicles. This communication
may be of sensitive nature such as the communication between the law-enforcement vehi-
cles or the communication between ambulances. The attacker may listen to this commu-
nication and it is highly possible that the attacker may forward this sensitive information

to the beneficiaries.

e Ethical Attacks: These attacks are linked to moral ethics where the attacker may send
inappropriate messages to other vehicles. The main purpose of these attacks is to play
with the emotions of the driver. For instance, the attacker may criticize the legitimate
user purposely on the highway, which may force the user to take inappropriate steps. It
is highly possible that these steps taken by the user at such high speed may result in a

traffic accident scenario.

e Application Attacks: In this specific class of attacks, the attacker changes the content
of the application messages in this type of attacks, e.g., introducing bogus information
into the network. The attacker mostly acts as a middle man where it first intercepts mes-
sages from the legitimate users and updates the content with malicious information and
broadcasts it with neighbouring vehicles. These attacks are one of the severe attacks as
tempering safety message may result in life-threating situation to the vehicular users. For
instance, if the attacker changes the content of the steep-curve warning in a mountainous

region during foggy conditions may put legitimate user in danger.

e Network Attacks: Network attacks are potentially the most destructive attacks since
they can act as an entry point for the attackers where they can launch different attacks.
Examples of such attacks include denial-of-service (DoS), distributed DoS, jamming, sybil

and replay attacks.

The success of VANET relies in the deployment of secure environment, therefore, the network
must fulfill security requirements to ensure security in VANET such as confidentiality, authen-
tication, integrity, availability, non-repudiation and real-time verification [58, 59]. To achieve

security in VANET, following techniques can be used such as [60, 61]:
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e PKlI-based certificates — Certificate generation from trusted central authority

e PKlI-based pseudonym certificates — Using pseudonym by RSU to ensure security and

privacy of users

e Group-based signatures — Anonymity and privacy preserving techniques where a group

leader is responsible for communication between RSU and central authority

e Crypto-based security — Using symmetric cryptography to ensure confidentiality, integrity

and security.

3.1.3 Trust

Trust is the essential pillar of security which creates a trusted environment in the network where

vehicles can trust the received messages from vehicles in its vicinity [62]. When a message

is received by any vehicle from the neighbourhood, trust relationship has to be established

beforehand in order to ensure security. Trust in VANET is explained in detail in next section.

Table 3.1 summarizes the major user requirements, major issues and some possible solutions

to meet user requirement.

Table 3.1: Major User Requirements, Issues and Possible Solutions

User Requirements

Major Issues

Possible Solutions

Propagation of compromised messages

Privacy Exposing user identity 1) Pseudonyms with PKI-based schemes
Revealing user location 2)Time-changing pseudonyms
Attackers penetration in the network | 1) Strong encryption techniques
Security Disturbing normal network operation | 2) Strogg securi.ty solutions ' .
Disclosing user credentials 3) Continuous risk assessment to identify,
vulnerabilities, threats and attacks
Trust Untrusted environment Scalable, time efficient, decentralized and

context-independent trust management
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3.2 Trust in VANET

3.2.1 Trust Terminology

Trust defines the degree to which a node is capable of accepting correct information from other
nodes. Trust establishment in wired networks is comparatively easy than ad-hoc networks as
the wired networks are connected to central authority. On the other hand, ad-hoc network lacks
this connection with central authority. However, trust establishment in VANET is extremely
difficult as the communication window between the vehicles is very small. Moreover, the central
entity is also not available most of the time in VANET, which makes the trust establishment

extremely challenging.

In literature, there is no specific definition for trust in VANET. Different authors have developed

their own specific definition of trust. Table 3.2 compiles some of these definitions.

Table 3.2: Trust Definitions in VANET

Authors Trust Definitions

J. Grover et al. [63] Confidence of an entity on other entity in VANET

Y-M. Chen et al. [64] | Relationship between entities based on past interactions

Ahmed et al. [65] Subjective expectation that correct information will be transmitted by node in future
M. Monir et al. [66] Trust is the foundation of building trusted vehicular environment to ensure security
N. Bismeyer et al. [67] | Trust management increases network efficiency by ensuring traffic safety

Based on above definitions, this thesis will focus on the following definition of trust which is
extended from [63]. Therefore, we define trust as “ confidence of one vehicle on the other vehicle
for performing certain action or set of actions”. Let ‘ac’ represents the set of actions which
are taken by the message sending vehicle (say vehicle B). When this message is received at

destination (say vehicle A) from vehicle B, then generally trust can be expressed as:

Trust =A — B if action = ac (3.1)

However, trust has specific characteristics such as the vehicle can trust other vehicle for only

one specific action and not all actions. For instance, vehicle A may trust vehicle B for safety
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messages (action = ac) but not for non-safety messages (action = bc). Trust in this case can

be given by Equation 3.1 and distrust as:
Distrust = A — B if action = bc (3.2)

3.2.2 Importance of Trust in VANET

VANET is a large scale network and it mostly involves the propagation of safety messages in
the network. In order to provide a secure environment, the identification and revocation of
malicious vehicles along with their data is of great importance in VANET. When a legitimate
vehicle receive any safety message, the trustworthiness and authenticity of the received message
should be evaluated before accepting and forwarding it to other vehicles. In order to do so, a
trust model is required which can evaluate the trustworthiness of the data received to increase
the efficiency of the network by ensuring a secure environment for the propagation of trusted

messages. In VANET, trust exists in following forms as depicted in Figure 3.1

@ Trust between A & B e
=

Vehicle A Vehicle B
Trust between B Trust between
o — - o
Vehicle A Vehicle C Vehicle B

Trust between
A & B based
on C

Figure 3.1: Direct Vs Indirect Trust

1. Direct Trust: Direct trust is the result of direct interactions between two entities. The
calculation of trust in this mode depends on two factors: 1) observation of nodes, and 2)

experience based on past interactions. Mathematically, it can be given as:
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Trust = A — B if trust set = {observation, experience} (3.3)

2. Indirect Trust: Trust between two vehicles is calculated based on the opinion of third
node in this approach. Trust establishment and evaluation in indirect trust depends on
following factors: 1) Recommendation from neighbouring vehicles, 2) Reputation of the
message sending vehicle, and 3) collaboration between clusters of vehicles. Mathematical

formulation of indirect trust can be expressed as:

Trust = A — B if trust set = {recommendation, reputation, collaboration} (3.4)

In order to achieve a desired trust between two entities of VANET, following four trust levels
exists to estimate the node’s behaviour in terms of trustworthiness and data authenticity [68],
i.e., 1) Conditional Distrust (DC') 2) Unconditional Distrust (DU) 3) Conditional Trust (7°C)
and 4) Unconditional Trust (7T'U).

The maximum achievable trust level is unconditional trust and the minimum is unconditional
distrust as depicted in Figure 3.2. Trust is time transitive and with the passage of time, trust

level changes based on the nodes’ behaviour, i.e.,

1. Trust level increases towards unconditional trust if the vehicles behaves appropriately in

the desired manner as depicted in Equation 3.5 , and

2. Trust level decreases towards unconditional distrust if vehicle is malicious and dissemi-

nating false information in the network as shown in Equation 3.6.

Trusta,p =+ + if vehicles follows desired actions (ac) (3.5)

Trusta,p = — — if vehicles contradicts desired actions (ac) (3.6)
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Contradicts action (ac) Contradicts action (ac) Contradicts action (ac)

+@ 0:

FoIIows action (ac) Follows action (ac) Follows action (ac)

Tu: Unconditional Trust Tc: Conditional Trust Dc: Conditional Distrust Du: Unconditional Distrust

Figure 3.2: State Transitions between Trust Levels

Trust in VANET can be subjective, situational and dynamic depending on the nature of
the event. Moreover, the relationship between the vehicles can either be symmetric or non-

symmetric. These properties are described in Table 3.3.

Table 3.3: Trust Properties in VANET

Trust Property | Description
Trust establishment based on
Subjective 1) personal direction trust evaluation
2) indirect trust evaluation via neighbors, and
3) past history
Situational Trust evaluation based on different contexts
Dynamic Trust evaluation of similar event may be evaluated differently by two vehicles
Relationship 1) Symmetric: A‘H vehicles have same trust values in the network, i.e., either 0 or 1
2) Non-symmetric: All vehicles have different trust values between [0, 1] based on their observations

3.2.3 Why trust is preferred over traditional cryptography?

Security in VANET is an active research area and many solutions are proposed to secure the
overall network and its various aspects. Most of these solutions revolve around cryptography
where vehicles utilize the concept of traditional public key infrastructure (PKI) and certificates.
PKI-based solutions fail in VANET due to their dependence on adjacent centralized infrastruc-
ture which may not be available in every context of VANET. The high mobility of the vehicles
further increases the complexity of PKI-based solutions to ensure network security. On the
other hand, trust-based solutions are mostly decentralized in nature, where trust between the
vehicles is established in a fully decentralized manner. Thus, from the network architecture
perspective, trust-based solutions are more reliable than PKI-based solutions as they are mostly

decentralized in nature.



32

Further, in PKI-based system, certificates are assigned to every node, which contain both the
keys and identity of the user. Every node having a valid certificate is considered as legitimate
in PKI-based system. Detecting misbehaving nodes in such networks is extremely challenging
as the network considers them as authentic members due to their valid certificates, which is the
major limitation of the PKI-based systems. On the other hand, trust among the nodes bring
flexibility within the network as every node has the ability to make decisions based on the its own
observations in the network and possible recommendations from other nodes. Thus, introducing
trust can increase the efficiency of the network where the collaborative communication among

the nodes can identify the insider misbehaving node along with its disseminated content.

3.3 Trust Modelling in VANET

As VANET involves highly mobile vehicles with sparse distribution, modelling real-time trust
is very challenging. According to [69], two vehicles with 60 mph communicate only for 5
seconds. The trustworthiness of message should be evaluated in such short span of time in
a highly dynamic environment. Similarly, VANET is a decentralised network with vehicles
joining and leaving the network simultaneously and the probability of communication between
these vehicles in future is very low [70]. Also, the lack of central entity in such an environment
makes the trust calculation very challenging. The trust models (TM) in VANET should be able
to address these issues. An ideal trust model is expected to be de-centralised, time efficient,

context independent, scalable, robust and resilient against different security threats.

In VANET, main objective of a TM is to ensure secure and trusted data dissemination by
identifying dishonest vehicles and revoking compromised messages from the network. Recently,
various trust models have been proposed in VANET, which can be broadly classified into three

categories:

1. Entity-oriented trust model (EOTM)

2. Data-oriented trust model (DOTM), and
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3. Hybrid trust model (HTM)

The focus of entity-oriented trust models is the calculation of trustworthiness of a vehicle, while
data-oriented trust models calculate trust of the information itself. On the other hand, hybrid
trust models combine the properties of both entity-oriented and data-oriented trust models to

evaluate the trust of a vehicle and the information it transmits.

3.3.1 Entity-Oriented Trust Models

Entity-oriented TMs focus on the evaluation of trustworthiness of the message transmitters.
The success of these trust models heavily relies not only on how trustful neighbours of the trust
evaluator node (FEy ) are, but also on the message originator. The neighbours of Ey endorse
the reputation of the message sender. These trust models perform well in low mobility and
highly dense scenarios as more and more neighbours can transmit information about a certain
event and, thus, Fy can evaluate trust based on the information provided by these neighbours.
However, such TMs cannot evaluate the trustworthiness of the data content which is one of the
main objects in VANET. Moreover, highly mobile vehicles fail to collect sufficient information

for trust calculation and evaluation.

Several studies have been proposed in the literature which focus entirely on EOTM. For in-
stance, Khan et al. proposed a cluster-oriented approach where the elected cluster head (C'H)
in the network is responsible for the calculation and evaluation of trust in the network [71]. CH
employs a watchdog mechanism in its neighbourhood where legitimate vehicles provide their
recommendation to C'H about the presence of misbehaving vehicle in its vicinity. Once, such
malicious vehicles are identified, C'H informs the trusted authority (7'A) about these vehicles
which are then removed from the network of trusted vehicles. However, major drawback of this
approach is high overhead caused due to the report, thus reducing network efficiency. Moreover,

the communication details among vehicles, C H, and T'A is missing in this study.

A similar TM is presented by Jesudoss et al. where trust is calculated by electing a C'H in the

network [72]. The C'H is responsible to disseminate trusted information in the network. All
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the participating nodes follow a truth-telling approach to gain reputation in the network. The
information is trusted only by C'H if participating node gains higher weights in C'H election
and by continuously monitoring its neighbouring nodes and identifying malicious information.
However, this solution will fail in a highly mobile and rural location where C'H might not have

enough neighbors and the presence of the malicious vehicles may result in a biased selection of

CH.

Unlike cluster-based approaches in EOTM, Haddadou et al. adapted a different technique
based on economic incentive model to exclude malicious nodes from the network [73]. In this
model, all nodes in the neighbourhood are assigned with a specific credit value in a distributed
manner. The increase or decrease in the credit depends on node behaviour in the network. In
case of an attack, the credit is decreased. When the node has no credit left, it is assumed to
be malicious and is excluded from the network. The main limitation of this TM is its inability

to differentiate between direct or indirect trust.

Minhas et al., on the other hand presented a TM where trust is calculated and aggregated based
on four sources, i.e., (1) sender node’s experience, (2) priority, (3) role and (4) majority opinion
[74]. When a message is received, Fy identifies and prioritizes vehicles (Vp) in its vicinity based
on their reputation and experience, thus incorporating role and experience-based trust. The
Ey then broadcast requests to Vp about the event authenticity, and waits for their response.
Based on time and location closeness, Vp reply back to the Ey with their opinions. Once
messages from all Vp are received, Ey applies a majority rule to identify the trustworthiness
of the vehicle. If the majority of the vehicles agree about the event, Ey accepts the messages,
otherwise it follows the advice of vehicle with the highest role and experience in the network.
Main limitation of this TM is its reliance on PKI cryptography for the calculation of role-
based trust where the presence of a central authority is required for the verification of those

certificates.

Another entity-oriented trust model based on trust and reputation mechanism is presented Yang
in [75], where a similarity mining approach is adapted to calculate trust in the network. When-

ever a message propagates in the network, Ey identifies similarity between received messages
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which is calculated based on Euclidean distance and reputation weights of the participating
vehicles. However, the main shortcoming of this TM is its dependence on Euclidean distance
between the two vehicles as this does not provide a global information on similarity of the

messages.

A centralized trust model is presented by Marmol et al. in [76] which relies on adjacent infras-
tructure for the evaluation of neighbour’s reputation. The main aim of this scheme is to quickly
identify the legitimate and malicious vehicles. When a message is received at the evaluator node
(EV), a fuzzy based trust score for neighbours is calculated based on (a) recommendation pro-
vided by infrastructure (RSU), (b) recommendation provided by neighbouring vehicles, and (c)
previous direct reputation of the sending vehicle. Once trust score is calculated, decision is

taken based on the following three conditions:

e Drop the message if not trustworthy. (Not Trust)
e Accept the information but don’t forward message (+/- Trust)

e Accept the information and forward it (Trust)

This model also classify the messages into three classes according to severity levels, i.e., high,
medium and low level. High level messages are accepted only from the vehicles placed in
‘Trust’ group. The other groups ‘Not Trust’ and ‘+/- Trust’ accepts only medium and low
level messages. Due to its reliance on adjacent infrastructure for trust computation, this trust
model cannot perform well in rural areas where the presence of infrastructure is not guaranteed

every time.

M. Gerlach proposed a trust model which takes the sociological factors into account [77]. In this
model the evaluator node (EV) calculates trust of a particular vehicular node by identifying
different methods of trust i.e., situational trust: Information available about specific situation,
dispositional trust: vehicular node own point of view and belief about the particular event, and
system trust: depending on the system where both EV and vehicular node resides. The main
drawback of this trust model is the lack of architecture where trust is calculated based on these

input factors.
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3.3.2 Data-Oriented Trust Models

In these TMs, data plays a central role where trustworthiness in the accuracy and authenticity
of received message is computed by the node. These TMs highly depend on their previous

interactions with the peers, and the opinions shared from the vehicles in its vicinity.

One of the earlier work in this direction is the TM proposed by Raya et al., where evidence
on the received events is accumulated based on Bayesian inference (BI) and Dempster-Shafer
Theory (DST) [78]. In this TM, evaluator node (Ey) first receive reports from vehicles in the
neighbourhood, and then assign weights to every received report based on location and time
closeness to the event. At the Ey,, these reports along with the assigned weights are then passed
to a decision logic module where trust is calculated using BI and DST. The main shortcoming
of this TM is the fact that trust is calculated every time a data is received, thus making it

inefficient for highly dynamic and sparse environment.

Gurung et al. proposed a complex distributed data-oriented trust model where the trustworthi-
ness of information generated about a particular event is evaluated in real time by the vehicles
themselves, without dependence on adjacent infrastructure [79]. The trust model involves two
phases. (a) First, the message received from a large number of neighbours is classified into two
levels using clustering algorithms. This first level includes messages with the similar content,
while the second level includes messages with conflicting information. Once the messages are
classified into levels, (b) the next phase evaluates the trustworthiness of the messages based on
three factors, i.e., information similarity, information conflict and similarity of message routing
path. This TM is very complex as it involves real time validation of the received messages,
which may not be feasible in highly mobile and sparse contexts. Moreover, discussion on how

this TM would behave in the presence of different attacks are not addressed.

Shaikh et al. filled this gap and proposed an intrusion-aware TM, which has the capability
to identify and detect malicious messages, such as fake location [80]. In this model, the Ey
calculates trust in three stages. Firstly, a confidence value of every message is calculated based

on location, time closeness and verification. Secondly, trust is calculated for every message
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based on the confidence value. Thirdly, a fuzzy logic methodology is used to evaluate the
trustworthiness of the message. A message is accepted only if its trustworthiness value achieves
a certain threshold. Although this TM is very light and efficient for infotainment applications,
it is not applicable for safety applications due to the delay introduced in the calculation of trust

values.

Wu et al. proposed a centralised trust modelling framework for the evaluation of data by ex-
ploiting the advantages of adjacent infrastructure (RSU) [81]. Trust is calculated at RSU based
on two factors: 1) observation, and 2) feedback. Vehicles detect an event and generate obser-
vations along with their confidence on the observation and shares it with RSU. The confidence
of the vehicle on the observation depends on its distance from the event, its maximum message
detection rate and the number of embedded sensors which detects the event. RSU updates the
recently observed events list and evaluates the observation factor for the recently received event
information by calculating trust on it. RSU then disseminates this information to vehicles with
the updated trust. This trust model fails in a highly mobile and rural scenario as it heavily

relies on adjacent infrastructure for trust calculation.

Another data-oriented trust model is developed and proposed by Sun et al. [82]. This trust
model detects false data in real-time based on the angle of arrival, Doppler speed and modified
Kalman filer. When a message is received, the path of message arrival is measured at the
evaluator node. Once, the path is calculated, then the next step involves the measurement
of message deviation. If it exceed the desired deviation, then the message is discarded and
the vehicle is classified as malicious vehicle. Though, this trust model establishes trust on the
fly and in real-time, but it also offers few drawbacks. For instance, one such drawback is the
assumption that the evaluator node will always have an eye on the event. It is possible that
the message is received at the evaluator node indirectly via intermediate vehicles. Moreover,
this paper lacks its performance for urban scenario with high number of vehicles. Further, how
the angle of arrival is measured in a scenario which follows a shadow-based communication due

to high buildings.

In order to address the dynamics (high mobility and random distribution) of VANET, Liu et
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al. presented a novel lightweight trust model which operates in a fully distributed manner [83].
The proposed trust model is light weight as it only integrates trust-based and recommendation-
based evaluations. To accurately determine the overall trust evaluations, three factors (number
weight, time decay weight and context weight) are integrated for the trust-based evaluations.
On the other hand, recommendation-based evaluations depends on maximum local trust values
which are used to identify and maintain the neighbourhood by creating a trusted environment.
The main shortcoming of this scheme is its failure to distinguish among the trust of node and
the message. If sensor of the legitimate vehicle is faulty or impersonated by an attacker, then

compromised messages will be transmitted from that vehicle.

A tier-based and analytical approach is adapted by Gazdar et al. where vehicles continuously
evaluates the trustworthiness on the received data based on direct experiences in the network
[15]. Such technique can detect malicious vehicles which are eavesdropping in the network and
altering the messages with fake locations. In this proposed model, trust is evaluated for every
participating vehicle, where the main purpose is to identify the pool of highly trusted vehicles
and malicious vehicles. Each vehicle maintains a trust table for its neighbours which changes
depending on the received message. Trust value increments for messages received from trusted
vehicles, while it decrements for malicious vehicles. This technique is efficient in identifying the
malicious vehicles as it only involves direct experiences of the participating vehicles. However,
trust has to be calculated for every received message, which makes it inefficient in an urban

scenario.

3.3.3 Hybrid Trust Models

Hybrid trust models (HTM) evaluate trust based on the trustworthiness of vehicles and the
data they exchange. In other words, these TMs evaluate trust of data by utilizing trust of
vehicles, assuming a trade-off between data authenticity and sender’s reputation. Therefore,
vehicles’ reputation and neighbourhood opinions about a particular vehicle play a vital role
in evaluating trust. These TMs involve a high level of complexity, as a significant number of

control messages have to be processed in a very short span of time.
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The following hybrid trust models can be found in the literature. Sedjelmaci et al. proposed
a TM to evaluate the trustworthiness of a message in presence of various attacks including
sybil and packet duplication attacks [84]. This TM adopts a two level approach for trust
management. First level identifies C'H which evaluates the message trustworthiness in a fully
distributed manner. The second level relies on an adjacent Road Side Unit (RSU) to calculate
trust in a global manner. Therefore, it assumes that stable clusters are always present in the
surroundings of RSU which is the main limitation of this TM. Moreover, the formation of a
cluster around a RSU, and the selection of C'H are time-intensive processes which increase the

overall complexity of the network.

In order to identify malicious nodes in the network, Dhurandher et al. adapted an event-
oriented approach to achieve security in VANET by employing reputation and various plausi-
bility checks to disseminate safety related messages in the network [85]. This approach inte-
grates a reputation-based trust management to identify and isolate malicious nodes from the
network. The Fy performs following four steps for trust management and eviction of the ma-
licious nodes from the network: (1) neighbour discovery, (2) data dispatching once neighbours
are discovered, (3) trust decision on the event message received, and (4) continuous monitor-
ing of the neighbourhood. However, this approach has some limitations: First, the detection
range as proposed by the authors in trust decision is very short, i.e., 50m. Secondly, detection
relies heavily on the vehicle’s sensors. If the sensors malfunction for some reason, then this
approach may classify compromised messages as legitimate which result in the propagation of

false information in the network.

Kerrache et al. [86] proposed a light-weight TM to efficiently relay messages towards their
destination by utilising advantages of the DSRC communication protocol. In this TM, messages
received via the communication module are classified into four classes, where safety messages are
given higher priority. Moreover, its intrusion detection module utilises anomaly-based detection
algorithms to keep statistical information of neighbouring nodes, thus, resulting in the ability
to detect DoS attacks. The main issue with this approach is its assumption that malicious

nodes will behave consistently throughout their journey, which is invalid in VANET.
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Another hybrid trust model, which is proposed recently by Shrestha et al. [14], calculates
trust on the neighbouring nodes via two methods without any dependence on infrastructure.
First step of this trust model evaluates trust on node itself while the second step calculates
trust on the received information. Trust on the node is achieved by clustering algorithm where
legitimate and malicious vehicles are classified into two groups to identify the trustworthiness
of the neighbouring nodes. Once, the category of the vehicle is identified, next step evaluates
the trustworthiness on the received information based on the modified threshold random walk
algorithm. The main drawback of this paper is the assumption of uniformly distributed mali-
cious vehicles in the network, which is invalid in VANET as the distribution of the malicious

vehicles is not uniform and they are randomly distributed in the network.

In order to enhance the user privacy in the network, Chen et al. [87] proposed a beacon-
based trust management system which combines the characteristics of both entity-oriented and
data-oriented trust models. Trust is calculated in two steps in this model. First, trust on
the entity is calculated based on the received beacon messages, while, the next step calculates
data trust based on various plausibility checks to identify and revoke malicious vehicles along
with their content. This trust model highly depends on PKI and central authority for their
trust evaluation, which make it inefficient due to the high overheads added to each forwarded

messages.

Another hybrid oriented trust model is proposed by Ahmed et al. which integrates a logistic-
based trust computation model to quickly identify nodes which are injecting false information
in the network [88]. In this trust model, correct events are learned at the evaluator nodes via
various sources which includes direct observation as well. Once, the true event is identified, this
information is then used to classify the behaviour of the sender node as legitimate or malicious.
Trust, in this model, is computed via weighted voting and logistic trust function. This trust
model is efficient in identifying malicious nodes propagating false information in the network.
However, this scheme requires many sources to learn about the authenticity of the event, which

may not be feasible in rural locations.

To sum up this section, we see that various TMs are designed to ensure trust management
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between vehicles in VANET. However, current solutions have various issues resulting from
inability to cope with attacks, performance and complexity overheads. Table 3.4 provides the
comparison of the three categories of the trust models. We can see that most of the trust models
are efficient in identifying the malicious nodes, but they only considers a specific context for the
their proposal validation. However, VANET considers various contexts, for instance, high and
low mobility of both legitimate and malicious vehicles. Therefore, the trust models should be
validated for every possible contexts as they involve and propagate very sensitive and critical
information. Further, according to our literature review, all of the above trust models are

evaluated and validated for simulated data rather than real data.
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3.4 Evaluation Frameworks for Trust Management

In the previous section, we identified various available TMs in VANET. These TMs establish
trust via different mechanisms which range from trusting the vehicle to trusting its data. How-
ever, very little work has been done for the evaluation of these TMs. In this section, we focus

on such frameworks which provide some sort of evaluation of TMs.

Chen et al. proposed a trust management framework where C'H is responsible to establish trust
on vehicles based on neighbors’ opinion aggregation mechanism in a dynamic environment [89].
In this framework, messages are disseminated only by C'H after verification of its authenticity.
Every member of the cluster shares its opinion with C'H, where trust on the aggregated message
is calculated based on its validity and correctness. C'H then applies majority rule, where
messages are accepted only if majority of the members agree with the authenticity of the event.
This trusted message is then broadcast by C'"H which propagates throughout the network. The
main drawbacks of this framework are: (1) This solution fails in a highly mobile and rural
scenario due to low availability of the cluster members. (2) This framework can only evaluate

the EOTMs, and (3) lastly, the behaviour of attackers on the TM is missing from the paper.

In order to address these issues, J. Oluoch proposed a theoretical framework incorporating RSU
for trust evaluation in VANET [90]. In this framework, a threat model is designed at first place
which consists of means of access of attackers in the network (either V2V communication, or
updates from RSU), type of attacks launched by attackers (e.g., Sybil and Betrayal attacks)
and the action (such as active or passive) of the attacker in the network. In the next step,
threat model is integrated with trust establishment module, where trust is calculated by two
methods, i.e., global trust establishment and local trust establishment. Global trust establish-
ment is accomplished via RSU, where vehicles in its vicinity share their opinions about the
event with available RSU. RSU performs majority rule to authorize trusted information in the
network. Local trust establishment between vehicles is also computed in the absence of RSU,
where information received at Ey is analysed for its authenticity. In such case, a dynamic
threshold is set for trust at the Fy. Message is dropped if it falls below certain threshold, and

it is accepted only if it surpasses the threshold value. This framework has several drawbacks.
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First, the authors only proposed a theoretical framework for trust establishment with no mathe-
matical foundations. Secondly, very basic threat model is considered in the framework, and the
information about threats and vulnerabilities are missing in the proposed framework. Third,
this is very generic framework and it does not provide any information about the evaluation of

different trust models.

Recently, Ahmed et al. proposed a novel entity-based framework where true events are priori-
tised by identifying and filtering recommendations from malicious vehicles [91]. Particularly,
to achieve its goal, this framework integrates recommendation trust, event trust and effective
node trust. All these modules work together to evaluate overall trust on the node based on the
shared recommendation from neighbours. Specifically, recommendation trust module evaluates
the behaviour of neighbours using similarity and consistency of the received messages from the
same sending vehicle. Effective node trust module, on the other hand, is responsible for trust
establishment on the neighbouring nodes based on its direct experiences and neighbour recom-
mendations. The accumulated trust is then passed to the event trust module which integrates a
decision logic system. This module determines the legitimate and malicious vehicles along with
the credibility of their messages. However, this proposal fails in a scenario where the evaluator
node is surrounded by malicious nodes which are working together in a collaborative fashion to
transmit compromised messages. Moreover, this framework only considers the entity-oriented

trust modelling, and hence, it cannot evaluate data-oriented and hybrid trust modelling.

From our literature review, we realized that currently available frameworks have various lim-
itations for trust evaluation. Therefore, we fill this gap by proposing a novel trust evaluation
framework, which has the capability to evaluate different TMs (EOTM, DOTM and HTM).
Moreover, our framework integrates an asset-based threat model where attacks are mapped
directly from threats and vulnerabilities in assets. Further, attacks with serious impact on the
network are identified and prioritized via ISO-based risk-assessment. Moreover, our framework
provides a context establishment module where we identified four scenarios based on node’s
mobility. Once, attacks with high risks and contexts are identified, TMs are then evaluated
against these attacks in different contexts using realistic trust evaluation criteria in the trust

evaluation platform.
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Table 3.5 provides the basic comparison of the available trust evaluation frameworks. It can be
seen that less attention has been paid by the research community for the design of evaluation
frameworks. Current available frameworks focused only on entity-oriented trust models, while
on the other hand, our proposed framework can evaluate a wider range of trust models (entity-
oriented, data-oriented and hybrid). Moreover, we evaluated the framework in presence of
malicious nodes which can propagate false information in the network, i.e., by changing the
message content and delaying the sensitive messages. In the next chapter, we provide the details

of our proposed trust evaluation framework.

Table 3.5: Comparison of Trust Evaluation Frameworks

Trust Considered trust model | Threat Risk Attack Evaluation Method
Framework Entity | Data | Hybrid | Model | Assessment Model Simulations | Theoratical
Chen et al. [89] v Replay attack v
J. Oluoch [90] v v 1) DoS attack v

2) Sybil attack

1) MITM - false information

2) MITM - false recommendation
1) MITM - false information
Proposed framework v v v v v 2) MITM - content alteration v
3) MITM - message delay

Ahmed et al. [91] v

3.5 Summary

In this chapter, we introduced the concept of trust management as a security mechanism in
vehicular ad-hoc networks (VANET). Moreover, we explained different available trust models
in VANET which are categorised into three major categories such as entity-oriented, data-
oriented and hybrid trust models. We concluded that every trust model has certain advantages
and disadvantages. Further, we identified available trust evaluation frameworks in VANET. In

the next chapter, we will focus on the details of our proposed trust evaluation framework.






Chapter 4

Trust Evaluation and Management

Framework

In the previous chapter, we identified various trust models in vehicular ad hoc networks. Trust
models in VANET increases the overall efficiency by creating a trusted environment for message
propagation. Therefore, the trust models should be validated in every possible context before
integrating in the real network. However, there is no such framework which can validate
the trust models. In this thesis, we addressed this gap by proposing a trust evaluation and
management (TEAM) framework which can validate and evaluate a wide range of trust models.

In this chapter, we provide the details of TEAM framework.

4.1 Proposed Trust Evaluation and Management Frame-

work

In order to evaluate the trust models in VANET, we adopted an approach which consists of

five distinct modules as depicted in Figure 4.1.

1. Module 1: Threat model

46
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2. Module 2: Risk assessment
3. Module 3: Identification and categorization of trust models (EOTM, DOTM, HTM)
4. Module 4: Context establishment

5. Module 5: Trust Evaluation Platform

Module 4
|
N/ N
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Figure 4.1: Proposed Trust Evaluation Framework

The first two modules (threat model and risk assessment) are designed to identify various
attacks in VANET. Once, attacks with critical risks are identified, then the efficiency of TMs

are evaluated in various contexts and in the presence of attacks.
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4.1.1 Module 1: Threat Model

The first and foremost module of our framework is the threat model. In order to design the

threat model, we adopted a systematic approach for attack identification in VANET. We first

identified assets in VANET and classified them into three categories based on their characteris-

tics in the network. Next, we identified vulnerabilities and threats on the group of assets which

are exploited by adversaries to launch attacks in VANET. Figure 4.2 shows the approach taken

for the design of threat model. The major steps of the threat model are:

Identify
Assets

Classify
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/"""\
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N/
 \
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System
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 \

Infrastructure

N\

\N—

—_————t = — —
I

/

Identify
Threats

Identify

Attacks

Identify
Vulnerabilities

-

Figure 4.2: Asset-based approach for threat model

1. Identification and classification of assets into three classes based on their role, mobility

and impact in VANET.

(a) Information: carrying sensitive messages across different assets.

(b) Vehicular System: contains vehicular user, vehicles and communication network.

(¢) Infrastructure: includes static entities of the network, such as RSU and CA.

2. Identification of vulnerabilities in assets of VANET.

(a) V1: Insecure algorithms for exchanging user credentials.

(b) V2: Software flaws such as buffer over flow, key management failure, insecure cryp-

tographic algorithms.

(¢) V3: Non-availability of wireless communication channel during message transfer.
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(d) V4: Hardware malfunction and error.
3. Identification of threats in VANET, such as

(a) T1: Message transmission with weak encryption tools.

(b) T2: Exposing sensitive information such as confidential communication between law

enforcement vehicles.
(¢) T3: Message interception by adversaries.

(d) T4: Hardware damage due to natural disasters.
4. Identification of attacks in VANET. For instance,

(a) Al: Social engineering attack dealing with moral ethics of VANET users.
(b) A2: Man-in-the-Middle (MITM) attacks to intercept and modify messages.
(c) A3: Replay attacks by injecting obsolete messages in the network.

(d) A4: Jamming attacks by launching denial of service attacks.

(e) A5: Bogus information addition attacks by introducing false information in the

networks

4.1.2 Module 2: Risk Assessment

Once, attacks in various components of VANET are identified, the next phase involves risk
assessment to identify risks caused by attacks in VANET. Risk is directly related to the vulner-
ability identified in assets which are exploited by threats in form of attacks, causing damage to
the whole network. In order to identify attacks with severe risk, we performed risk assessment
according to ISO 27005 [92]. Risk is a measurable quantity which depends on “likelihood of
attack occurrence”, and “impact of an attack on network assets”. Likelihood and impact can

be mapped into three categories. The resulting risk can be given as:

Risk = function (Likelihood , Impact) (4.1)
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Corresponding risk is also categorized into three classes, i.e., Minor, Major and Critical. Risks
identified as major and critical need urgent attention from the user. Table 4.1 shows the

corresponding risk levels based on the likelihood and the impact values.

Table 4.1: Risk Analysis: Scale

Likelihood (L) Impact (I) Risk (R) =L *1I

L1 =1 (Unlikely) | I1 = 1 (Low) R1 =1, 2, 3 (Minor)

L2 = 2 (Possible) | 12 = 2 (Medium) | R2 = 4 (Major)

L3 =3 (Likely) | I3 =3 (High) | R3 =6, 9 (Critical)

Table 4.2 performs the risk assessment for attacks identified in module 1. It can be seen that
MITM and DoS attacks have high risk values in VANET. This is due to the fact that both

jamming and modifying the sensitive message can have catastrophic results in the network.

Table 4.2: Risk Assessment for Attacks in VANET

Attacks (A) | Likelihood (L) | Impact (I) | Risk (R)
Al Possible:2 High:3 Critical:6
A2 Likely:3 High:3 Critical:9
A3 Possible:2 Low:1 Minor:2
A4 Likely:3 High:3 Critical:9
A5 Possible:2 High:3 Critical:6

Module 1 (threat model) and module 2 (risk assessment) represents the preliminary study of
the framework and is responsible for the identification of the attacker models in VANET. Let
A = {A, Ay, As, ....., Ay} are such attacks with critical and major risks in VANET. This list
of attacks is provided to the framework as an input where the efficiency of the TMs has to be

evaluated in presence of malicious nodes. These two modules are described in detail in chapter

6.
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4.1.3 Module 3: Identification and Categorization of Trust Models

This module has two major responsibilities: (1) Firstly, it identifies the desired trust model
(TM) and, (2) secondly, it categorize TMs into their respective class, i.e., data-oriented trust
model (DOTM), entity-oriented trust model (EOTM), and hybrid trust model (HTM). Let
T ={Ty,T5,T3,.....,Tx} are ‘N’ TMs in VANET. However, In order to identify respective TM,
these TMs are categorized into three classes according to their trust evaluation mechanism.
TEAM is a flexible framework which has the ability to integrate any trust model. In order
to demonstrate the framework, we have implemented one TM from each category. For the
implementation purposes, we considered following two basic criteria. 1) the TM should be
accepted by the research community which can be highlighted from its high number of citations,
or 2) the TM should be proposed within ten years. The TMs, which are implemented for the
framework demonstration and validation purposes satisfy these criteria. The details of these

TMs are as follows:

4.1.3.1 Data-Oriented Trust Model (DOTM)

As mentioned earlier, these TMs rely on data for trust establishment. In this work, we imple-
mented a data-oriented TM proposed by Kerrache et al., where, trustworthiness on the data is
calculated [93]. In this model, trust is established among vehicles based on two methods: direct
trust and indirect trust. Direct trust is calculated among the vehicles where vehicles evaluate
each other based on the quality of the messages they provide. On the other hand, indirect trust
establishment is calculated based on the broadcast/drop ratio from the sender. Let V is the

vehicle which received message from Vj, the trust is computed as follows:

Trust(a,b) :\/Trust(a, b) X/ Trusting x Trustg, (4.2)

Trusty;, depends on the received message quality where it is updated with a factor of « if the
message quality is above certain trust threshold. Trusty;, is decreased with factor g if message

quality falls below threshold value. Trust;,q, on the other hand, and is calculated as:
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B(a,b)
B(a,b) + D(a,b)

Trustime(a,b) = (4.3)

where, B(a,b) and D(a,b) are the number of broadcast and drop packets by the vehicle.

Whenever a message is received by V,, it computes trust on the received information based
on two values, i.e., (1) Quality of Information (infoQ), and (2) Belief Degree (BD). InfoQ
depends on the quality of the message received, where, info@ € (0,1). This factors takes into
account the distance between the nodes and reporting time. If reporting nodes are away from
the event location and the reporting time is old, then it assigns the lowest in fo() value, while
messages with closest reporting location and time are assigned with the highest values [35]. On
the other hand, based on BD, the report is either classified as true or false. BD is computed

as follows:

BD(a,b) :\/Trust(a, b) x+/BD(a,b) x infoQ (4.4)

4.1.3.2 Entity-Oriented Trust Model (EOTM)

For the demonstration of our framework, we implemented an entity-oriented TM proposed by
Minhas et al. [74]. This model incorporates a multifaceted approach for trust modelling where
trust on the entity is established based on experience, priority, role and majority opinion based
trust. When evaluator node (Ey ) received a message from other vehicles, it identifies vehicles
with highest role and highest experience in the network. Messages received from these vehicles
are assigned with higher weights in the network. If Ey receive messages from other vehicles in
its vicinity, then it generates a report based on time closeness and location closeness. Based
on these reports, Fy performs a majority opinion for its trust calculation. If majority of the
vehicles agree on the message validity, then the message is accepted, otherwise, Ey follows the

advise of vehicles with the highest roles.

Let Tyoy (i) denote the vehicle-to-vehicle trust of vehicle i, then
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Troesy if vehicle i has a role
Tyav (i) = (4.5)
Teaps) else

Role based trust (RBT) is significantly important in this TM, as these represent highly trusted
vehicles which are approved from higher authorities. Thus, messages transmitted from these
vehicles are mostly trusted. These vehicles include (1) law-enforcement authorities such as
police vehicles, (2) public transport such as buses and taxis, and (3) professional vehicles with

higher experience of driving. We computed RBT via equation 4.6.

1 ifveh=HA

Trustrer = { 0.9 if veh = PT (4.6)

0.8 ifveh=P
\

For vehicles with no roles, experience based trust (EBT) is calculated. EBT integrates a
forgetting factor (A), which ensures that old interactions with vehicles gets less weight as the
behaviour of vehicles may change over time. If a trusted message is shared from the vehicle,

then the overall trust of the vehicle is increased by:

()\)t(l - a>Texp(i) +« if Te:rp(i) > TThr
Tezp(i) = (47)
()\)_t<1 B Oé)Tf?iUP(U +a if Teacp(i) < Trhr

In case of tempered and compromised messages by the attackers, Ey decreases trust of the

sender by:

()\)t(l - 5>T€$P(i) + ﬁ if Texp(i) > TThr
Texp(i) = (48)

()‘)_t<1 - B)Texp(i) + ﬁ if Texp(i) < Trp,

In equations 4.7 & 4.8, « is the honesty reward for providing correct information and the value
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is (0 < a < 1), while, § is the dishonesty penalty for the malicious information. Value of 3 is
in range (0 < 8 < 1). Moreover, A € (0,1). In above equations, t is the time closeness factor.
Let tepen: is the time of occurrence of event, t...en: represents the current time, t¢,,4, is the

maximum forgetting time of EBT, time closeness factor (t) is modeled as follows:

Leurrent =tenant lf (tcm‘rent - tevent) < tmaw

t _ tmax (49)

1 if else

Once, trust and distrust on the received message is calculated, then majority opinion is per-
formed by Fy to decide the trustworthiness of the message. If majority of vehicles agree to
the event occurrence, then FEy accepts the information, otherwise, it follows advise from the

vehicles with the highest roles in the network.

4.1.3.3 Hybrid Trust Model (HTM)

As stated earlier, these TMs rely on both node and data for the evaluation of trust. An
event-oriented HTM, known as VSRP (Vehicular Security through Reputation and Plausibility
checks) is considered in this thesis [85, 94]. VSRP integrates a reputation-based trust model to
quickly identify and isolate adversaries from the network. In this TM, every node is equipped
with two tables: (1) neighbouring table and (2) trust table. Whenever, Fy encounters any
neighbour, it stores its ID and reputation in the neighbouring table and its trust value in the

corresponding trust table.

Ey performs following four steps for trust management and eviction of the malicious nodes

from the network:

1) Neighbour discovery: This phase identifies neighbours by broadcasting a neighbourreq
packets. Neighbours in the vicinity respond back to this message via neighbourrep. Once,
neighbour is identified, then initial check is performed on the message from that node by
checking the trust table. If entry for the specific node is present with trust value other than 0,

then message is accepted, otherwise, message is discarded from such node.
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2) Data dispatching: In this phase, data is dispatched to the identified neighbours.

3) Trust decision: This step calculates trust on the received information based on the thresh-
old range and detection range of the node. If the message is received from a node which lies
beyond the threshold range, the message is discarded by the fact that node lies very far from
the Fy. If the message is received from the node inside threshold range, then second check
on the detection range is performed on the message. If Fy receives a message from within
the detection range, then it calculates trust on the message. Since, Ey has direct information
about the event within the detection range, then if the message received from the transmitting
vehicle contradicts the point of view of Ey, then the message is assumed to be compromised
and is discarded. However, if the received message is correct, then Ey increments the trust
of the message sender with an honesty factor. In the next step, if Fy node lies outside the
detection range of the message, then it collects responses from its neighbours. If total received
responses exceeds the defined threshold, then information is accepted and trust is increases,

otherwise, the message is classified as malicious and trust is decreased.

4) Neighbour monitoring: Ey relies heavily on its neighbourhood for information collection
in VSRP, therefore, every vehicle monitors its neighbours continuously. Based on the shared
information from neighbours, Fy can decide whether the node is transmitting correct message

or compromised message.

4.1.4 Module 4: Context Establishment

4.1.4.1 Context Identification

In this section, we present the contexts where efficiency of the TMs are to be evaluated. In our

work, we have identified two contexts based on the mobility of the vehicles in the network.

CON1: Vehicles with high mobility
CONZ2: Vehicles with low mobility
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4.1.4.2 1dentification of Attacker Model

In order to evaluate the efficiency of different TMs in presence of adversaries, we considered
attacker model (AM) which is altering and delaying legitimate messages with the factor of “d”.

The following two AMs were considered in this work:

AM1: Attackers are static in the network

AM2: Attackers are mobile in the network

4.1.4.3 VANET Attack Scenario

With the identification of the context and AMs in VANET, following four combinational sce-
narios are possible as shown in Table 6.1. Scenario 1 represents a network with highly mobile
legitimate vehicles and attackers which are statically present in the network. In scenario 2,
both legitimate vehicles and attackers are mobile. Scenario 3 is composed of network where
vehicles have low mobility and attackers are static in the network, while in scenario 4, legitimate

vehicles have low mobility, but attackers are also mobile in the network.

Table 4.3: VANET Attack Scenario

Scenario Context Attacker Model

Scenario 1 (S1) | High Mobility (CON1) | Static Attacker (AM1)

Scenario 2 (S2) | High Mobility (CON1) | Mobile Attacker (AM2)

Scenario 3 (S3) | Low Mobility (CON2) | Static Attacker (AM1)

Scenario 4 (S4) | Low Mobility (CON2) | Mobile Attacker (AM2)

4.1.5 Module 5: Trust Evaluation Platform

Trust Evaluation Platform (TEP) represents the most significant module of the trust evalua-
tion framework where TMs are evaluated according to several proposed criteria. The message
received at Ey is acceptable only when it is verified in terms of its authenticity and integrity.

According to Figure 4.1, TEAM framework has three inputs, i.e., (1) list of attacks, (2) trust
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models, and (3) identified contexts. TEAM has following three modules for the evaluation of
TMs:

1. Message Evaluation Module

2. Trust Computation & Updation Module

3. Trust Evaluation Module

4.1.5.1 Message Evaluation Module

This module is responsible for the early identification of false events in the network by per-
forming initial checks on the messages. The messages generated about specific event is verified
and evaluated for its authenticity and accuracy. In our framework, the received message (M)

is composed of two sub-messages:

M = Mg + My (4.10)

where My represents original message containing information regarding location and time of
event generation, while My is the trust message incorporating confidence of sender about the

event. Once M is received at Ey, it is verified in the following two dimensions:

e Message Validity (My): Every M have respective validity depending upon the event.
For instance, the information related to route closure due to construction should be valid
for about 60-120 minutes while temporary road blockage due to minor accident should be
valid for 30-40 minutes in that specific region. This information regarding the message

validity can be verified by time stamps of M.

e Message Relevancy (Mg): ensures accurate information dissemination to the vehicular

users. For example, if Fy is located at Kedleston Road in Derby, UK, and the received
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messages contains information about road accident in Birmingham, UK, then this infor-
mation is irrelevant for Ey. Mg can be achieved with GPS coordinates of the message

sender.

Based on My and Mg, following four cases arises. Figure 4.3 shows that Ey computes trust
on received M only if it provides both valid and relevant messages. Distrust is computed by
Ey in all other cases if M violates these early checks on the messages. Once, M is evaluated

in terms of its validity and relevancy, then in the next step, trust on M is computed.

Message Received

atEV
; ________ T 1
Compute “MV” ——I I—— Compute “MR”
|
1
Case 1: Message valid, but irrelevant I———> Case 2: Message relevant, but invalid
T | T
| | |
| | |
|
|
i
No
If (MV == True) &&~__ | f(MV == False) &&~__N°
(MR == False) (MR == True) -i
|
|
| | |
Yes | Yes | |
Y Y '
|
e Compute Distrust e Compute Distrust |
e Trust Level -- e Trust Level -- I
¢ Update Local Database o Update Local Database I
|
|
|
|
|

Case 4: Message valid and relevant  |«—=— Case 3: Message invalid and irrelevant |«

If (MV == True) &&
(MR ==True)

If (MV == False) &&
(MR == False)

| |
Yes | Yes |

e Compute Trust e Compute Distrust
e Trust Level ++ e Trust Level -- (Highest Punishment)
e Update Local Database e Update Local Database

Figure 4.3: Use Cases for Message Verification and Evaluation
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4.1.5.2 Trust Computation & Updation Module

This module is responsible for trust computation on the received message. Particularly, follow-
ing two steps are involved in this module: (1) Identification of initial trust computations, and

(2) Trust up-gradation of vehicle in a given time span at the Ey .

The trust computation module is further categorized into two submodules: (1) trust computa-

tion on vehicle, and (2) trust computation on data.

Trust Computation on the Vehicle

Whenever a message is received at Ey, trust is either computed on vehicle or its data based
on the above two submodules. This module integrates two basic trust computation methods:
1) Role-based trust (RBT), and 2) Experienced-based trust (EBT). RBT incorporates trust
from those vehicles which are highly trusted in the network. For instance, law-enforcement
vehicles or ambulances etc. In our framework, we have defined four types of vehicles (veh) in
the network. (1) Higher authority (HA) vehicles (such as law-enforcement, and ambulances) —
the messages from such vehicles are highly trusted. (2) Public transport (P7') vehicles — highly
trusted as they are authorized by the central authority, (3) Professional (P) vehicles — drivers
with higher travel experience, (4) Ordinary (O) Cars — cars with no travel history. Therefore,

we can model RBT via equation 4.6.

As stated earlier, VANET is a large scale, therefore, we assume that the network will have
majority of ordinary vehicles and a minority of role-based vehicles. In our model, messages
received from first three types of vehicles are highly trusted as shown in equation 4.6. However,
if message is received from ordinary vehicles, then EBT is computed to check the authenticity
and accuracy of the message. As explained earlier, EBT incorporates location and time closeness
factor into account to calculate trustworthiness on the received message. If vehicle transmitted
correct message (M), then Ey increase trust level of the message sender vehicle by an honesty
factor. However, trust of the transmitting vehicle is decreased by a punishment factor if shared

M is malicious as described by equation 4.11.
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Honesty if M = Trusted
TTUStEBT = (411)

Punishment if M = Unitrusted

Trust Computation on the Data

Whenever sender vehicle transmits a message, it also integrates its confidence level (Cf) on
the message. C'p plays a significant role in trust computation, where it ensures that the sender
vehicle is confident enough on the authenticity and accuracy of the transmitted message. C,
depends on two aspects: (1) high C} values are desirable if vehicle has direct link to the
event, (2) Cp varies from high to low for indirect interaction of vehicle with the event. Thus,
trust computation on the message depends on the link between the sender and the Ey,. For
direct message, trust is calculated based on the quality of message which depends on Cp, and
the information quality (infoQ). Vehicles residing close to event have high Cp and (infoQ),
thus messages received from such vehicles are trusted. On the other hand, trust from vehicles
decreases with its increasing distance from the event. In case of trust evaluation for indirect
messages, a broadcast/drop ratio is employed according to Equation 4.3. High trust is assigned

to vehicles if this ratio is high and vice versa.

4.1.5.3 Trust Evaluation Module

Once, trust on the node and data is computed, next step is to evaluate the trust via trust
evaluation module. In order to do so, we proposed and implemented sixteen distinct evaluation
criteria in our framework based on the network topology, data generation and time duration

[95]. The details of the evaluation criteria are as follows:

C1: Ability of TM to be decentralised

TMs should be able to manage trust effectively in a fully distributed, decentralised manner.
Therefore, it should be able to operate without any reliance on a centralised entity. Further-

more, given the likely lack of available infrastructure, specially for high mobility vehicles, any
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fully centralised schemes utilising traditional PKI methods would not be as effective. It would
be more beneficial to develop decentralised schemes as they can be easily deployed, such as
dynamic distributed key-management approaches for trust establishment. This, however, does
not mean that trust management frameworks should not take advantage from RSUs and other
fixed infrastructure for resources, information dissemination, broadcasts, message Quality of

Service (QoS) purposes, or any other aids.
C2: Ability of TM to calculate trust with minimum information

The success of VANET relies on the transmission of information in a secure and trusted way.
Therefore, TMs need to be as realistic as possible such that they can be implemented in a real
world environment. This places importance on modelling granular simulations across every
conceivable context scenario, and employing realistic mobility models to achieve more realis-
tic datasets. This will likely to improve their applicability to test-beds for real-world testing.
Equally important are assumptions made when designing or testing the trust modes. For ex-
ample, assuming that there will always be a cluster head or an event witness available; that
there will always be sufficient event reports; that probing packets will gather sufficient neigh-
bours information; that there will always be complete information available for a global view
of VANET that there will never be over 70% malicious nodes; and that there will be a certain

degree of information available regarding the environment.
C3: Ability of TM to be scalable

VANET is a large-scale network formed by vehicles distributed randomly. The number of ve-
hicles which enter and exit such network is not directly linked to each other. Vehicles mobility
and density increase the overall network complexity and results in a very crucial requirement
in VANET — scalability. Trust management solutions should be scalable, independently of net-
work size, vehicles mobility and their density within an environment. As abundant information
(messages) propagates in such highly dense network, TMs both dependent on centralised or
distributed solutions should perform their tasks well. Moreover, solutions which highly depend
on RSU for trust management may not cope in a network with high mobility and low density

due to the lack of these static infrastructure.



62

Cj: Ability of TM to be privacy-aware

From a vehicular users’ perspective, the privacy of their information (such as identity and loca-
tion) is of foremost importance when they want to remain anonymous and not traceable. The
messages transmitted by vehicles usually contain their identity which relate to users. Based on
these identity containing messages, trust is established between vehicles using authentication
mechanisms (which may be distributed or centralised); such mechanisms evaluate and confirm
the origin of a message. Moreover, traditional PKI-based authentication mechanisms create
message logs containing user details for communication with every vehicle, thus, violating the
privacy requirement of users who can be exposed by traversing these logs. For instance, the
message log may contain users’ name, their home address and journey records. Privacy of the
user is very sensitive, therefore, TMs should respect their privacy. One such method was pro-
posed in [96] [97] where time varying PKI based pseudonyms were used to preserve the identity

of the vehicular user.
C5: Ability of TM to be configurable to range to parameters

TMs should be capable of being configured according to a range of parameters to maximise
efficiency in a given environment. Example configurations are communication range, number
of nodes within trusted zones, number of reports needed, and thresholds for both data-centric
and entity-centric information. Making use of context information (e.g., traffic density and
road conditions) also helps to increase the certainty and assurances of an event happening.
Nevertheless, when parameters and variables are configurable, it would be worth documenting
any additional overheads generated to allow benchmarking and comparisons to be made on the

effects they have on operations throughout the network.
C6: Ability of TM to cope with varying levels of density

TMs need to be able to cope with sparseness and varying levels of vehicles, infrastructure and
available information, in the sense that they should be able to just as effectively (a) establish
trust relationships with nodes with whom they have no prior knowledge of, and (b) establish
trust relationships in situations where no secondary nodes are available to advocate another.

This could pose an issue to schemes that are purely concerned with entity centric information;
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hence, the requirement for minimal information to make a decision should be enforced across
all schemes. Further mechanisms could be used in order to accommodate for potential trust re-
lationship issues in areas with sparse node populations; they are: efficient technology switching,
extension of communication range, and dynamic communication mechanisms such as additional
message fields/tags. Hybrid schemes may be able to accommodate better for sparseness being

concerned with information about data as well as information regarding individual users.
C7: Ability of TM to ensure event certainty

When vehicles receive event-driven messages, there is a need for a degree of certainty to be
established regarding whether the event in question has actually happened (event plausibil-
ity). Also, a vehicle should be aware of all relevant events to be able to take action, taking
into account data that has been directly observed. In light of the importance of communica-
tion exchange, there should also be a degree of certainty that the received messages are from
a legitimate user, with feedback information during the data trustworthiness evaluation pro-
cess. Measures should be in place to identify whether a node treated as legitimate has not
been influenced by another node or multiple nodes and started sending falsified information.
Collusion/collision resistance measures should be implemented to mitigate bogus and altered
messages, in the same sense that information cascading and oversampling issues need to be

addressed; this falls in-line with model robustness.
C8: Ability of TM to calculate trust in real-time environment

Given the nature of message content and the potential of safety-critical applications available
for use in VANET environments, data exchange requirements should be met in real-time, with
quality of service assurance for higher priority information (such as event-driven messages).
This needs to be achieved whilst ensuring low overheads, low bit error rate, and correct packet
reception; any other potentially relevant performance variables should be taken into consider-
ation as well to maximise the potential of the TM. Real-time trust management should ensure
that trust relationships are formed as quickly and as efficiently as possible. Reputation recalcu-
lation is required and importance should be given to the pivotal role trust plays in the network.

This also counts for information dissemination (which should be easily distinguishable) and



64

processing in the sense that the quicker the response is to the information presented, more

likely it is that the environment will be secure.
C9: Ability of TM to be robust against attacks

It is highly important for TMs to resist against attacks (e.g., Blackhole, Sybil, bad-mouthing
attacks) which target the establishment of trust between nodes such as collusion attacks. Pro-
tection against these commonly known and sophisticated attacks should be guaranteed, so that
legitimate users of the network are protected. Entities like RSU can be compromised easily
due to their static nature, potentially populating the whole network with malicious data. TMs
depending on RSU may also be compromised during attacks, providing an opportunity for at-
tackers to be part of the network. Therefore, TMs should be robust enough so that they can
perform properly against the majority of attacks. Unfortunately, most of the TMs do not ad-

dress robustness, which remains one core evaluation criteria for trust management in VANET.
C10: Ability of TM to be adaptable to network dynamics

Well developed TMs should be able to cope with the dynamics of the network and to adapt to
rapid changes, given that any potential number of nodes can both join and leave at any time,
so the number of nodes within a domain changes frequently. As a result of this, trust man-
agement should consider short term associations between nodes efficiently — both asymmetric
or symmetric associations. Furthermore, given the volatile nature of VANET, it would not be
feasible to maintain a too large number of historical trust relations between nodes, i.e., a trust
relationships table or historical transactions within a group. Authors in [76] raised a key point
that trust models should be independent of vehicles mobility. Therefore, TMs should not be

bound to mobility which is likely to change in different VANET contexts.
C11: Ability of TM to detect false positive and false negative

The realization that VANET is subject to attacks and misbehaviour raises the importance
of detection in real-time. Therefore, there has to be measures in place to manage false pos-
itive/false negative values, with respect to trust management, which could potentially have
adverse effects on nodes’ trust value or status within the network. This could lead to genuine

next best forwarding nodes being excluded and having an incorrect cost assigned to it, or not
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being able to form trust relationships with other nodes in the vicinity based on incorrect mes-
sage trustworthiness. Raya et al. proposed the LEAVE protocol within their scheme in order
to reduce the number of false positives [78]. However, one major drawback of this scheme is its
failure to cope with false positive detection when most vehicles are malicious. Moreover, their
solution also fails if there are not enough vehicles to provide feedback. A method to detect false
positives and false negatives within trust models would improve accuracies of the assessment

and evaluation results.
C12: Ability of TM to promote node trustworthiness

Honest and intelligent inter-vehicle communication is one of the most fundamental aspects of
VANET. As such, TMs should provide mechanisms to promote honesty and discourage dishon-
esty /misbehaviour when communicating amongst others, and to produce feedback for accurate
maintenance of those relationships. In addition, confidence of node trustworthiness should be
maintained to ensure accuracy up to the most recent point in time. This will help to maintain
the accuracy of assessments, re-evaluations and overall outcomes, which is of importance given

the requirements of safety applications and data-delivery.
C13: Ability of TM to manage end-to-end delays

It is important that the approach to establishing trust between vehicles impose minimal over-
head and delays on other operations in the network. This should be achieved without compro-
mising the safety of the network or creating any windows of vulnerability during the process.
Although the use of trust mechanisms can enhance security and produce lower overheads,
compared to cryptography-based approaches, it is still important to consider all potential vul-
nerabilities that could impact the network performance and undermine its purpose that stem
from end-to-end delays and cost, during establishment and maintenance of relationships be-

tween nodes (minimum amount of data exchanged between neighbours).
C1j: Ability of TM to operate in presence of malicious vehicles

Though a number of the reviewed schemes are capable of operating as effectively in the presence
of malicious nodes to an extent, it is important that these measures, and others following suit,

are further improved to increase the efficiency of trust models. One such TM is designed by
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Shaikh et al. which operate effectively in the presence of malicious vehicles [80]. In context-
enabled VANET, TMs should be designed in a way that legitimate vehicles identify and revoke

information from malicious vehicles, within its communication range.
C15: Ability of TM to operate in various contexts

Given some of the potential issues noted with the use of subjective information within TMs,
it would be worth considering drawing benefit from context information. This would reduce
the likelihood that the received information has been influenced or tampered with based on
traffic information. In conjunction to this, context-based information could be of use to better
identify whether a node is broadcasting falsified information for its own benefit, such as to free
up congestion which could be correlated with information from RSUs. Subjective information

is more likely to be susceptible to bias.
C16: Availability of TM to benchmark against other models

It is highly important, when designing and testing TMs, to be able to compare it with other
schemes that have already/recently been proposed. This promotes reasoning in relation to
whether the approach for establishing trust in one scheme has benefits compared to others,
in which circumstances it works or not, which are its limitations. Thus far, only a few of the
proposed TMs go to such an extent where they fully benchmark themselves against existing

ones. Thus, this criteria regards the availability of such results.

4.2 Qualitative Evaluation of Trust Models

A qualitative comparison of TMs is presented in Table 4.4 using the above criteria. This table
shows result of the evaluation of 4 TMs from each of the 3 classes, therefore, a total of 12 TMs,
published between 2006 and 2016, were analyzed for this purpose. The TMs were selected
based on the popularity and acceptability by the researchers which is indicated by their high
number of citations. A check mark (v') in Table 4.4 means that a certain criterion is met by
the TM in question. For example, a (v") in C1 for TMs by Haddadou et al. [73] and Minhas et

al. [74] indicates that these TMs fulfill the first criterion for trust management, i.e., they have
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the ability to calculate trust in a decentralised manner.

Table 4.4: Qualitative Evaluation of Trust Models in VANET

Trust Models Evaluation Criteria for Trust Management
Cl1/C2|C3|C4|C5|C6|C7|C8|C9|C10|C11|C12|C13|C14 | Cl1l5 | C16
Khan et al. [71] v v v v v v v
. . Jesudoss et al. [72 v’ v v’ v v’ v
Entity-Oriented Haddadou et al. [[7}3] v v v v v v
Minhas et al. [74] v v | v v | v v v
Raya et al. [78] v % v v | v v v v v
. Shaikh et al. [80 v v vV v v vV v v’ v v
Data-Oriented Wu et al. [8[1] ] v v v v v v |V
Patwardhan et al. [98] | v/ v v v v
Kerrache et al. [99] | v | v | v v v v oV v v v v v
Hybrid Gazdar et al. [100] v v v v v v v v v v
Sedjelmaci et al. [101] v v v v v
Li et al. [17] v | v v v v | v v v v v

We can see from Table 4.4 that the majority of TMs do not meet the complete evaluation
criteria. Since TMs ensure the routing of trusted information in VANET, all of these criteria
should be satisfied and validated. Thus, a TM should only be implemented in a real network,

once it meets the evaluation criteria.

Table 4.5 provides a comparison of different studies where evaluation criteria for trust models
in VANET were identified. Our work provides a comprehensive set of evaluation criteria (C1
- C16) for trust management, some of which were neglected in previous studies. For instance,
we defined criteria C11 and C12, as they play a significant role during trust establishment, i.e.,
they ensure that the legitimate vehicle providing accurate information gets incentive for their
honesty. Moreover, the ability of TM to detect false positive and false negative values increases
network efficiency by eliminating malicious information. Introducing context information (C15)
for trust establishment is another important neglected criterion. The use of context-based infor-
mation can provide additional information for TMs in the network, thus providing an extended

window of opportunity for vehicles to establish trust.

Figure 4.4 illustrates the extent to which TMs, belonging to a certain class, meet the evaluation
criteria; this is achieved by means of a satisfaction ratio. This ratio is calculated based on how
many evaluation criteria are taken into account by TMs analyzed within a class. It can be

seen that every class of TM only partly satisfies the evaluation criteria for VANET. Therefore,
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Table 4.5: Proposed Evaluation Criteria for Trust Management Compared to Previous Studies

E"/I?rl:jstt lﬁlar?;;?l;fn:or J Zhang [13] | Marmol et al. [76] | Shaikh et al. [80] | Alriyami et al. [102] Pro}}(gifrfr;ag:fé;§ [C;gl}terla

C1 v’ v’
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C3 v
C4 v
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Figure 4.4: Evaluation Criteria Satisfaction in Trust Models

entity-oriented TMs satisfy only 25% of the criteria, while data-oriented TMs and hybrid TMs,
both, satisfy 50% of the criteria. These statistics indicate that further research is required in

trust management.

Figure 4.5, on the other hand, provides a comparison of the TMs on every considered criterion,
per class. Entity-oriented TMs only satisfy criterion C12, i.e., it only promotes trustworthiness
among the nodes. On the other hand, data-oriented TMs operate well in a dynamic and
robust environment, thus satisfying criteria C9 and C10, respectively. Hybrid TMs are more
scalable (criterion C3) to various ranges of parameter (criterion C5) to promote trustworthiness

(criterion C12) in the network. Further, Figure 4.5 also depicts that none of the TM (entity-
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Figure 4.5: Comparison of Trust Models

oriented, data-oriented and hybrid) satisfy criterion C15 as context-establishment is neglected
for trust evaluation. From this analysis, it becomes evident that the majority of the criteria

are neglected by TMs, especially, the aspects of privacy and context.

4.3 Summary

In this chapter, we introduced the trust evaluation and management framework in vehicular ad-
hoc network, where different involved modules are explained in detail. In particular, we focused
on the details related to trust models and their evaluation. First we briefly introduced threat
model and risk assessment, which then followed by details about context establishment and
implemented trust models. To evaluate these trust models, we explicitly identified sixteen trust
evaluation criteria. At the end, we provide the qualitative analysis of the trust models based on
the proposed evaluation criteria. In the next chapter, we will explain the risk assessment along
with threat model in detail which forms the foundation of this trust evaluation and management

framework by identifying and quantifying the risk of different attacks in VANET. It is worth
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mentioning here that the proposed framework is flexible as it can easily integrate new attacks

and TMs. The details of implementing new attacks and TMs are provided in Appendix 1.






Chapter 5

Research Methodology and Simulation
Model

In the previous chapters, we identified a trust evaluation and management (TEAM) framework
for vehicular ad-hoc networks. The main purpose of this chapter is to provide the imple-
mentation details of the simulation model which is developed to evaluate the performance of
TEAM framework. TEAM framework is built on different open-source frameworks such as
OMNET++ simulation environment, VEINS framework and SUMO traffic model. SUMO is
used specifically for the mobility patterns of the vehicles while OMNET++4 for the modelling of
the vehicles. This chapter starts with the discussion about research methodology which is then
followed by the detailed description of simulation environment. At the end, we will discuss the

implemented TEAM framework using OMNET++, VEINS and SUMO simulators.

5.1 Research Methodology

Research is a systematic approach to investigate a particular problem through various proce-
dures and studies often known as research methods. In general, various research methods exists
to solve a particular problem e.g, lab experiments, case studies etc. However, to understand and

solve the research problem in a systematic manner, a detailed research methodology is required

71



72

which provides a work plan to achieve a particular aim [103]. Research methodology can be
broadly categorized into following three classes. 1) Qualitative approach first identifies various
criteria through comparative study, systematic literature review, case study, simulations etc.
and then analyse and evaluates the performance of the system based on the these criteria. 2)
Quantitative approach on the other hand, uses statistical means for the evaluation of the sys-
tem. This approach includes experiments with raw and structured data, and test beds etc. 3)
Hybrid approach uses both (qualitative and quantitative) approaches for the system validation

and evaluation.

Vehicular network is an emerging technology where major research and manufacturing effort is
being carried out for safer overall transportation. This research results in the development of
revolutionary technologies which are quite complex in nature. Integration of these technologies
into vehicular network is a challenge for the industry as the performance of these technologies

have to be performed beforehand.

In order to perform and validate the research, several methods can be utilized, including math-
ematical analytical modelling, field operational tests (testbeds) and simulations. Mathematical
analytical modelling are more robust than simulations where problem can be solve at a much
faster rate than simulations. However, there are certain drawbacks of mathematical analytical
modelling. For instance, they can only be used for modelling a particular small section of the
network such as one-hop communication between two vehicles. However, this modelling gets
extremely difficult for the overall network which contains high number of nodes. The complex-
ity level increases further if the participating nodes have high mobility. Moreover, for modelling
a complex network like VANET, mathematical modelling can include various assumptions on
parameters which limits the actual implementation of the network in the real environment.

Therefore, these assumptions and approximations result in a network where accuracy is sacri-

ficed.

Field Operational Tests (FOTs) are the second type of modelling method which provides a
testbed implementation of the proposed algorithm on the employed hardware. Though FOTs

provide a real testbed for experimentation, but it also offers some disadvantages. First, FOTs
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deployed for small scale cannot guaranteed same results for full deployment of VANET. Second,
a very high cost is involved in FOTs due to the involved hardware and lastly, FOTs have to
massively deal with the real world difficulties for large scale network in order to obtain the

accurate results.

Due to the major issues highlighted above, most of the research on VANET is carried out via
simulations. Simulations can be used to model the whole VANET by adjusting the parameters
very close to reality, so that the results produced via simulations are accurate and close to the
reality. Moreover, once, the performance of the proposed algorithm is validated via simulations,
this can be integrated in the real network as the results produced as accurate and satisfies the
real world criteria. Figure 5.1 shows the detailed taxonomy of the research methodology. The
proposed research methodology is highlighted in green. The next section will focus on the

details of the simulations environment in VANET.
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5.2 Simulation Environment

Simulations are widely used beforehand to optimize and modify the existing system, thus reduc-
ing the chances of failures [104, 105]. Simulations offer several benefits such as (1) the results
produced by simulations are mostly close to reality which can be mapped to real network after
extensive validation, and (2) simulations are cost effective comparing to test beds. Simulations

are usually categorized as:

1. Link Level Simulations: are used for the performance evaluation at the link level,
i.e., a radio link between the sender and receiver node. These simulations are mostly
focusing on the lower layer (physical layer) of vehicles and roadside units to maximize the
link capability which can ensure the efficient distribution of messages [106]. For instance,

modulation and demodulation algorithms to increase efficiency of channel spectrum [107].

2. System Level Simulations: on the other hand, system level simulations consider a
broad view of the network for modelling different components such as vehicles, RSUs,
and backhand infrastructure. Link level simulations are usually the input for the system
level simulations. Main focus of this thesis is system level simulation where different nodes

(vehicles and RSUs) communicate with each other via V2V and V2I communication.

Various simulation tools are available which can simulate VANET including both mobile (ve-
hicles) and static (RSUs) nodes in the network. In order to implement VANET having charac-
teristics close to reality, modelling should be done for a network having realistic network traces.
Therefore, VANET simulation mostly relies on more than one simulation environments for real

world scenarios. VANET simulations are a combination of following two kinds of simulation.

1. Network simulation

2. Traffic simulation
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5.2.1 Network Simulation

Network simulations are widely used for the implementation and performance evaluation of the
network before their actual deployment in the real world. Moreover, network simulations are

very helpful for the validation of newly proposed network protocols [108].

Several network simulation frameworks are currently available which use discrete event simu-
lations (DES) to analyse the network and network protocols. These simulation frameworks are
mostly open-source such as ‘Network Simulator-2 (NS-2)’ [109], ‘Network Simulator-3 (NS-3)’
[110], ‘OMNET++" [111], ‘JIST/SWANS’ [112], and licensed such as ‘Riverbed Modeler’ [113]
and ‘Qualnet’ [114].

In this thesis, OMNET++ is used as a base DES simulation framework as it includes a rich
library of various simulation models such as LTE and LTE-Advanced mobile communication
(SimuLTE) [115], peer-to-peer networks (OverSim) [116, 117], mobile ad-hoc networks (INET-
MANET) [118] and vehicular networks (VEINS) [2, 119].

5.2.1.1 OMNET++ Simulation Environment

OMNET++! is an open-source simulation environment which is primarily used for research
and development of both wired and wireless networks and their different components. Key

features which OMNET++ provide are:

Rich model library including source code of different protocols such as TCP/IP, UDP,
IEEE 802.11 etc

Discrete event and hybrid simulation frameworks

Graphical User Interface (GUI) based tool for debugging and analysis

Modular architecture for models which are programmed in C++

e Compatibility with wide range of platforms such as Windows, Linux, Mac OS etc.

LOMNET++ stands for “Objective Modular Network Testbed in C+4”
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e Integration of different simulation frameworks such as:

— INET framework - provides internet protocol stack for communication networks [118]
— VEINS framework - for VANET simulations [2, 119]

— NETA framework - for network attacks [120]

5.2.2 Traffic Simulation

Traffic simulators deploy and simulate road behaviour by providing realistic traffic traces which

contain node’s location [121]. These traces are used as input to the network simulator. Exam-
ples of traffic simulators are Simulation in Urban Mobility (SUMO) [122, 123], VANETMobiSim
[124, 125], Mobility model for vehicular network (MOVE) [126] and PAMRAMICS [127].

In the context of this thesis, we have used SUMO as a traffic simulator due to the fact that it

can be integrated with OMNET++.

5.2.2.1 SUMO Traffic Simulation Environment

SUMO? is an open-source traffic simulator which supports simulation of vehicles at a large scale

network. The main features of SUMO are:

Ability to model vehicle at the micro-level having specific characteristics such as vehicle

type, vehicle length, vehicle maximum speed, acceleration and deceleration.

Ability to use various car following models including Krau model [128] etc.

Ability to import real traffic traces from OpenStreetMap.

Ability to integrate with network simulator such as OMNET++.

Based on our literature survey, we selected OMNET++ as network simulator and SUMO as

traffic simulator as they were ideal for our case to implement our trust evaluation framework.

2SUMO stands for “Simulation in Urban MObility”
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OMNET++ provides various modules ranging from physical to application layer of both mobile
and static nodes of the network. Moreover, SUMO on the other hand can import real maps
from OpenStreetMap. As the prime objective of this thesis is the evaluation of trust models
in VANET, simulations must be performed on the real maps which is provided by SUMO and
OpenStreetMap. Further, to simulate VANET, we used VEINS framework which is used widely

by the research community to model vehicular networks [2, 119].

5.3 VEINS Simulation Framework

Facilitating and modelling inter-vehicular communication close to reality via simulations require
traffic mapping on the real world map. VEINS? framework provides such kind of environment
where vehicular traffic pattern on the real map is provided by SUMO, while OMNET++ pro-
vides provides various modules (application layer, DSRC and physical layer) to ensure realistic
network behavior. A small patch “Traffic Control Interface (TraCI)” is used for communication
between OMNET++ and SUMO [129]. Whenever, an event (accident information) is triggered
in OMNET++, TraCI enables the vehicles in SUMO to change their route by sending out
respective commands. This enables the two simulators to operate in the real-time. Figure 5.2
depicts the work-flow of VEINS. It can be seen that VEINS is bidirectionally coupled simulator,
providing connectivity between two simulators via a TCP connection which is achieved using

TraCl standard.

In order to implement our trust evaluation framework, we extended the veins framework mostly
at the application layer where every vehicle is equipped with the trust model. Whenever, a
vehicle from SUMO enters into OMNET++ environment, vehicles communicate with each
other through the modules which are defined at the PHY and MAC layer. At the application
layer, vehicles are using the trust model which evaluates the trustworthiness of the messages

received. In the next section, we explain the simulation flow in more detail.

3VEINS stands for “VEhicles In Network Simulation”
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Figure 5.2: Work-flow of VEINS simulator [2]

5.3.1 Imported Maps

As the core objective of this thesis is the evaluation of trust models under adversaries condition
in different contexts. Therefore, to model and evaluate the trust models in such environment,
we imported two real maps from from the city of Derby, United Kingdom using OpenStreetMap
[130, 131]. Figure 5.3a shows the city center scenario while figure 5.3b depicts the rural area
of Derby. The considered area for the urban map is 4km x 2.5km while for rural location, we
considered a map having dimensions 10km x 8km. The vehicles in the city center have low

mobility while rural area contain vehicles with high mobility.

5.3.2 Traffic Modelling

Once, the respective maps are identified via OpenStreetMap, the next step is the identification
of the traffic on these maps. This is achieved via SUMO where the traffic is deployed. Since, the
vehicles are usually spread randomly throughout the city, therefore, we deployed vehicles which
penetrates into the map at random rate. Moreover, every vehicle enters into the considered
map after sometime to ensure realistic behaviour. For simulations, we kept this entrance rate
to be 1 second, meaning that the vehicles enters into the simulations after every 1 second at a

random location.
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5.3.3 Nodes Identification

VANET is an environment which includes both mobile nodes (vehicles) and static nodes (RSU)

in the network. Therefore, in our considered simulation model, we deployed both vehicles

and RSUs. Further, to achieve our aim of trust modelling under adversaries condition, we

particularly identified attacker models in the simulations. These attacker models are identified

via risk assessment where we identified attacks based on their severity levels. As a result, our

framework has following four nodes:

e Legitimate vehicle: This node represents those mobile vehicles which are transmitting

legitimate and honest information throughout the network. In our simulations, we have

both vehicles with low and high mobility. Vehicles are defined according to the proto-

col stack and all the vehicles are equipped with application, MAC and physical layer.

Moreover, vehicles also includes the mobility module which contains the mobility related

information of the vehicles.

e Mobile Attacker: This node represents the attacker having mobility. These attack-

ers are launching attacks in the network while on the move. Mobile attackers are also

equipped with standard protocol stack, however, their behaviour is modified accordingly
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based on their role in the network.

e Roadside Unit: RSUs, on the other hand, are the static entities of the network which are
deployed at the intelligent locations on the map. Thus, RSUs have no mobility modules.

RSUs are also equipped with protocol stack which is similar to vehicle.

e Static Attacker: Static attackers are also present in our simulator, where, these nodes
are placed at random locations with the capability to launch an attack in the network.

These nodes also contains full protocol stack, however with zero mobility.
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Figure 5.4: Node model in OMNET++ (a) Mobile Node (b) Static Node

Figure 5.4 shows the node model implemented in OMNET++ and veins. In our simulation
model, mobile nodes refers to ‘legitimate vehicles” and ‘mobile attackers’. Similarly, static nodes
represents ‘RSU’ and ‘static attackers’. Further, we can see that both nodes are based on the

protocol stack and contains two major layers, i.e., application layer and mac and physical layer.

5.3.3.1 Application Layer

This layer operates at the top of the protocol stack, where it generates and receive safety related

message. In our platform, three different application are running at the nodes. They are:

e Application used by legitimate vehicles
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e Application utilized by RSUs

e Application used by attackers (mobile and static)

As the simulation major focus is the identification and revocation of malicious messages from the
network, therefore, legitimate vehicles are equipped with trust model. This enables the vehicles
to identify the trustworthiness of the received message. Whenever a message is received at the
application layer of the legitimate vehicles, message is evaluated for trustworthiness based on

the considered trust model which may be either data-oriented or entity-oriented or hybrid.

Next, at the RSU, messages are broadcast when they are received at the application layer. This
application is used to share the messages with vehicles in the large geographical location. In our
simulations, we have used RSU to facilitate V2I communication where the messages generated

at the application layer is shared with vehicles in its vicinity.

Further, for attacker nodes, we designed different attacker models which are used at the appli-
cation layer of the attacker nodes (both mobile and static). In our simulations, we considered
man-in-the-middle (MITM) attacker. MITM attacks are explained in detailed in section 6.3.
Specifically, we considered following MITM attack models which are integrated in our frame-

work.

1. Attack Model 1: MITM delaying message
2. Attack Model 2: MITM suppressing message
3. Attack Model 3: MITM tempering message

4. Attack Model 4: MITM tempering and delaying message

These attack models will be discussed in detail in chapter 6 and chapter 7.

5.3.3.2 MAC and Physical Layer

Every node in veins simulator is fully equipped with WAVE protocols and vehicular network

version of IEEE 802.11 protocol, i.e., IEEE 802.11p which operates at the MAC layer. This layer
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combines the functionality of both MAC and physical layer where communication protocols are
implemented at the MAC layer. Further, physical layer functionalities, such as, channel model,

interference model and propagation model are also integrated in this layer.

Moreover, every node in veins simulator contains mobility module which contains mobility
related information. For mobile nodes, it contains mobility models while for static nodes, these

mobility models have zero mobility.

5.4 Summary

In this chapter, we explained the simulation model of VANET which is implemented using
veins simulation framework. Veins is implemented further on two simulators, i.e., OMNET++
and SUMO. Further, in the context of this thesis, we identified several attacker models which
are used for the evaluation of the trust models in VANET. In the next chapter, we will focus
on the performance evaluation of the trust evaluation framework where we implemented three

trust models at the application layer of the vehicles.






Chapter 6

Context-based Risk Assessment in

VANET

In the previous chapters, we proposed and explained our trust evaluation and management
framework which is designed specifically for the efficiency evaluation of trust models under
adversary conditions in various contexts of VANET. The trust models must be evaluated under
adversary conditions in order to satisfy security requirement in VANET. Therefore, we dedicate
this chapter to the details of threat model and risk assessment which are the core modules of our
TEAM framework, designed specifically for the identification of major attacks in VANET. The
attacks with critical severity are implemented in our framework and we evaluated the efficiency

of these trust models in the presence of these attacker models.

This chapter is categorized as follows. The chapter starts with the state-of-the-art in risk
assessment. Next section focuses on the risk assessment framework where risk of the identified
attacks are evaluated. Further, context-based risk assessment is also presented in this chapter
where the risk caused by an attack in different context is evaluated. At last, we explain the
identified critical attack (man-in-the-middle) in VANET, where we implemented it for general

VANET scenario.

83
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6.1 State-of-the-art: risk assessment

As discussed previously, VANET is a very sensitive network, as it disseminates critical infor-
mation among the network entities such as safety information. Further, it also directly involves
human lives, which are always at stake in such networks. A small human or sensor error can
result in loss of a human live. Moreover, VANET includes both legitimate and misbehaving ve-
hicles that can compromise the normal operation of VANET by launching different attacks. In
order to identify the severity of the attacks by these malicious vehicles, risk assessment should
be performed as a preliminary study before designing security solutions. Risk assessment is a
vital component of cyber security and currently huge standardization effort is being carried by
notable organizations such as ISO and SAE. In the domain of VANET, we identify following
three related standards that can be utilized to tackle both system safety and system cyber

security.

e ISO 27005: ISO 27005 provides a general framework for risk assessment, which can be
applied within every context and network. ISO 27005 adopted an iterative approach to
perform risk assessment in order to increase the capability of the user to deal with the
identified risk. The important components of this framework are context establishment,
risk assessment, risk treatment, monitor, and review. Once, context is identified, risk
assessment is performed on the context where risk is identified, analysed and evaluated
by identifying likelihood of attack occurrence and its overall impact. Countermeasures
for the severe attacks can be designed via risk treatment in order to mitigate the effect
of the attack. ISO 27005 provides a flexible framework where risk assessment can be per-
formed for every context. Since VANET is a large-scale network, which involves various
assets including communication, vehicular components and sensors, adjacent infrastruc-
ture, therefore, ISO 27005 is an ideal candidate that provides flexibility of applying risk

assessment by establishing context.

e ISO 26262: ISO 26262 is specifically proposed for electrical and electronic systems within

the vehicles to achieve automotive safety. This standard integrates a safety life cycle
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including development, production, operation, service and decommissioning. Further,
this standard defines Automotive Safety Integrity Levels (ASIL) for the evaluation of
risk, which can be calculated using three parameters [132]. (1) Severity, (2) Exposure,
and (3) Controllability. For the evaluation of ASIL, ISO 26262 suggests a risk assessment
technique known as “Hazard Analysis and Risk Assessment (HARA)”. Though, ISO is
defined for automotive domain, but its scope is very limited as it targets only components
having electrical and electronics. As VANET includes devices from a wide range, thus,

ISO 26262 has very limited scope within VANET.

e SAE J3061: SAE recently proposed J3061 standard that provides a basic guideline to
achieve cyber security specifically for vehicular cyber physical systems [40]. J3061 is built
upon ISO 26262, where, it extends the scope from system safety to system cyber security.
From risk assessment point of view, J3061 includes threat analysis and risk assessment
in its concept phase where the main objective is to identify threats (attacks) having high
risks. Though, J3061 suggested various mechanisms to perform risk assessment including
attack trees [133], fault tree analysis [134], HARA [135] and TVRA [136], but it left the

choice to the organization to decide a mechanism for risk assessment [137, 138].

Figure 6.1 shows the time-line of the introduction of notable standards and techniques to
perform risk assessment. Further, we can see that these standards are constantly revised and
modified. As an illustration, ISO 27005 was first introduced in 2008, which is then revised in
2011. This standard is recently updated in 2018 based on the increasing landscape of cyber-

attacks.

Risk assessment is one of major concerns in VANET and as a result, it was part of various
notable research projects around the globe. For instance, VANET risk analysis was proposed
in EVITA project [139] which identified various vulnerabilities and threats in vehicles and
categorized them into three levels, i.e., critical, major and minor. Similarly, the risk analysis
considering security and privacy for vehicles and vehicular users were performed for VANET
in various research projects such as SeVeCom [140], OVERSEE [141], SafeTRIP [142] and
PRESERVE [143].
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Figure 6.1: Time-line of Related Risk Assessment Frameworks and Standards

Different researchers also studied risk assessment in VANET. For instance, Tim et al. provided a
risk assessment study where different attacks were identified in VANET. The authors concluded
that road-side attackers with messaging forging capabilities posed highest risk in VANET [144].
Laurendeau et al. focused specifically on the risk analysis of DSRC wireless communication
medium in VANET [145]. Moalla et al. provided a study where different threats to the
communication protocols of VANET are identified, however, the authors were unable to provide
risk analysis for the overall VANET architecture [146]. The threats for the back-end wired
communication channel were identified by Bhattarai et al. in [147]. A tree based risk assessment
approach was introduced by Ren et al., where, the authors focused more on the privacy issues
in VANET [148]. Further, Bayad et al. presented a risk assessment framework using ISO

framework [149]. However, the authors performed risk assessment for basic attacks in VANET.

To sum up, the risk analysis was conducted based on the security requirements of VANET
and was limited to general network threats and attacks assessment. Indeed, VANET operates
in different contexts related to the density and the mobility of the network, where the attack

vector and the threats impact vary.

In fact, VANET is a large scale network where vehicles are distributed randomly and messages
propagates between them throughout the network. These networks can include both high
and low speed vehicles. Similarly, some locations in VANET can experience high number of
vehicles while some locations have limited vehicles with variable acceleration and speed. In

the same fashion, presence of an attacker in the network can vary. The attackers can be
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either mobile or static throughout the network. The attacks can have different impact on the
network depending on the context and the attackers interest. For example, risks associated
with particular attack in urban area and rural area can be entirely different which depends
on various factors. In our point of view, the facilitation of context was neglected for the risk
analysis in VANET. In our work, we identify VANET contexts where different attacks were
classified by identifying assets in VANET. The main aim of our risk assessment is twofold:
1) First, we identified vulnerabilities, threats and attacks on cluster of assets in VANET, and
2) secondly, we proposed a context-based risk analysis by taking the mobility of vehicles into

account.

6.2 Risk Assessment Methodology

VANET is an emerging technology whose main aim is to improve the overall transportation on
the roads. However, VANET is prone to various attackers as they have the ability to launch a
wide range of attacks due to its large-scale and open nature. To identify the risks caused by
these attacks, we performed risk assessment in VANET using ISO 27005, due to the flexibility it
can provide to identify vulnerabilities, threats and attacks throughout this large-scale network.
Further, our risk assessment also relies on ISO 26262 and ETSI TVRA mechanism which are
specifically used for identification of assets and vulnerabilities in the network. The detailed risk

assessment framework is depicted in Fig. 6.2, consisting of following four modules:

1. Context Establishment: Identification of scenario for risk analysis.
2. Risk Identification: Identification of risks for attacks associated with assets in VANET.
3. Risk Analysis: Categorization and evaluation of risks according to their severity levels.

4. Monitor and Review: Monitoring and review of identified risks in order to take coun-

termeasures at early stages.
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Figure 6.2: Risk Assessment Framework

6.2.1 Context Establishment

6.2.1.1 Identification of VANET scenario

In this phase, we present the scenario where the risk evaluation will be different in VANET.
In our work, we have identified two scenario based on the status and the distribution of nodes

across the network, i.e. the mobility patterns.

C1: Vehicles with high mobility

C2: Vehicles with low mobility

For example, contexts such as urban and rural areas, or areas with or without traffic jam will

present different security threats, and require different security measures.

Indeed, VANET have unique characteristics such as high dynamic topology and predictable
mobility. In fact, VANET mobility models have been a subject of various research works [150],
and any VANET application design should be using adequate mobility models. Hence a detailed

risk analysis methodology in VANET is required based on the characteristic of the network.
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6.2.1.2 Identification of attacker models

Attack is an attempt by the attacker to gain illegal and unauthorized access into the system
by exploiting its vulnerabilities [151]. The attack is not a sudden process but is the result of
proper planning from an attacker to gain benefits for his/her own interest [152]. Therefore,
identification and classification of attacker models are necessary as they play an important role
during risk analysis. The attacker models identify the attacker strength, weakness, capacities
and capabilities [153]. Several attacker models have been identified in previous works [154] [155],
for example: insider or outsider, active or passive, and dependant or independent attackers.
In this thesis, we define the attacker models from mobility perspectives. The following two

attacker models were considered:

At1: The attacker is static in the network

At2: The attacker is mobile in the network

A static attacker could be an attacker in a vehicle parked in a car park or near a RSU.

6.2.1.3 VANET attack scenario

With the identification of the context and attacker models in VANET, following four combina-

tional scenarios are possible:

Scenario 1: Network with high mobility (C1) and Static Attacker (Atl)
Scenario 2: Network with high mobility (C1) and Moving Attacker (At2)
Scenario 3: Network with low mobility (C2) and Static Attacker (Atl)

Scenario 4: Network with low mobility (C2) and Moving Attacker (At2)

Scenario 1 represents a network having highly mobile legitimate vehicles and static attackers.
In scenario 2, both legitimate vehicles and attackers are mobile within the network. Scenario 3
is composed of network where vehicles have low mobility and attackers are static in the network,
while in scenario 4, legitimate vehicles have low mobility, but attackers are also mobile in the
network. Table 6.1 summarizes the VANET attack scenarios. In this thesis, we focused on

these four scenarios for risk assessment and evaluation of the trust models.
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Table 6.1: Possible Attack Scenarios based on Network Mobility

Scenario Context Attacker Model

Scenario 1 (S1) | High Mobility (C1) | Static Attacker (Atl)
Scenario 2 (S2) | High Mobility (C1) | Mobile Attacker (At2)
Scenario 3 (S3) | Low Mobility (C2) | Static Attacker (Atl)
Scenario 4 (S4) | Low Mobility (C2) | Mobile Attacker (At2)

6.2.2 Risk Identification

Risk identification module is responsible for the identification of attacks in VANET for risk
analysis. In order to do so, we followed a very systemic approach which consist of following

steps:

1. Identification of assets in VANET,

2. Classification of assets into groups,

3. Identification of vulnerabilities in group of assets,

4. Identification of threats related to the assets, and

5. Identification of possible attacks based on the threats and identified vulnerabilities

6.2.2.1 Identification of Assets in VANET

Assets are the valuable components of the network whose failure or misuse will cause damage
to the entire network and its users [156]. A vulnerable asset is a threat to the network and
creates possible attacks if the vulnerabilities are identified and used by malicious users. Thus,
the process of identifying and securing the assets!, and controlling the access of every user is a
crucial step in VANET security. From a security point of view, the following are considered as

assets in VANET because they have values for stack-holders:

In ISO 26262, this step is referred to as “item definition” in its concept phase
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AS1: Vehicles,

AS2: Vehicular users,

AS3: Wireless communication protocols,

AS4: In-vehicle communication,

AS5: Exchanged Information between vehicles and RSU,
AS6: Adjacent Infrastructure (RSU),

AST7: Wired back-end communication channel, and

AS8: Central Entity

6.2.2.2 Classification of Assets

Asset classification is the key to various security measures that need to be implemented for
asset optimization. In most security assessments reports, assets are divided in four categories:
1) Information, 2) Software, 3) Physical, and 4) Services [45]. In our point of view, this clas-
sification doesn’t reflect the VANET operations and security requirements. For example, the
vehicle and the central entity are both physical assets, but they use different communication
protocols (vehicle is a mobile node using wireless communication protocols, and the central en-
tity is static and part of the wired network), and they require different security implementations

(the security of the wireless ad-hoc network is different compared to the wired network).

In this thesis, we have classified the assets into three broad classes according to their role,
mobility and impact on the VANET. The purpose of this classification is to facilitate the
security assessment and the threat analysis. Since, in VANET, the assets are distributed in
different domains, therefore, we classify these assets into three classes as depicted in Figure 6.3.

These are:
b) Vehicular System: This contains vehicular user, vehicles and the communication network.

a) Information: This cluster represents the information carrying important messages across

different assets in the network.

c) Infrastructure: It includes static entities in VANET, such as RSU and central entity.
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Figure 6.3: Assets and their classification in VANET

6.2.2.3 Identification of Vulnerabilities in VANET

According to ETSI, vulnerability represents a weakness, which can be exploited by malicious
users in the form of attacks for their own benefits [136]. In the following, the vulnerabilities of

the VANET will be presented according to asset categories.

1. Vehicular Systems: The major vulnerabilities in vehicular system are:
V1: Vehicle wireless communication, which is used to transmit, relay and receive message
containing significant information.
V2: Software flaws including buffer over flow, insecure cryptographic algorithms and key
management failure.
V3: Insecure algorithms for exchanging significant information such as user information
and credentials via wireless communication channel.
V4: Physical access to vehicle or infrastructure.
V5: Absence of time-stamp in the wireless communication protocol.
V6: Non-availability of wireless communication channel during message transfer between

two vehicles.

2. Information: The messages carrying the important information in VANET possess the
following vulnerabilities.

V7: No or weak integrity checks in the exchanged messages (data and routing messages).
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V8: No or weak encryption protocols of sensitive data.

V9: Non-availability of messages with wrong routing table containing fake routing infor-
mation.

V10: Non reliability of the exchanged protocol over wireless communication, making
some messages unavailable (data and routing messages).

V11: Using expired or revoked cryptographic keys and certificates in the network.

V12: Encryption keys and tools lost.

3. Infrastructure: The infrastructure vulnerabilities are as follow:
V13: Hardware malfunction and error.
V14: No or weak encryption between RSU and central entity, and

V15: Software and operating system (OS) vulnerabilities.

6.2.2.4 Identification of Threats in VANET

In this step, we identified threats to the cluster of assets, i.e., threats to information, vehicular

system and infrastructure.

1. Threats to Vehicular System: Vehicles and its users represent the most important
entities of VANET. Since, VANET is designed to provide comfort and traffic guidance
to vehicles and its users, security in terms of confidentiality, integrity and authentication
must be ensured. Following threats exist for vehicles and vehicular users.

T1: Transmission of messages with no or weak passwords or encryption tools.

T2: Unauthorized manipulation of routing tables containing sensitive information such
as vehicular user identity.

T3: Illegal software updates including security updates at vehicle.

T4: Sensor malfunctions in vehicles, compromising the whole network with wrong infor-
mation.

T5: Sabotaging the vehicle physically and compromising its security.

T6: Natural Disasters such as earthquakes, tsunami.
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T7: VANET users lack of education and awareness about security.

Wireless communication is another important component in vehicular system domain
with high significance as it is responsible to circulate important messages among vehicles

and RSU. Following threats lies to wireless communication:

T8: Exposing sensitive information such as confidential communication between law en-
forcement vehicles.

T9: Revelation of user private credentials and information.

T10: Message alterations en-route to other vehicles and RSU by adding bogus informa-
tion.

T11: Denial of service making users messages unavailable (data and routing messages).
T12: Messages intercepted and copied by malicious users.

T13: Unencrypted in-vehicle message transfer.

. Threats to Information: VANET messages contain important information about a

particular event, which is usually exchanged among the vehicles and RSUs during V2V
and V2I communication. Threats to information always exist where the main interest of
the attacker is to compromise its availability, confidentiality, integrity and authenticity.

The threats to information can be exploited as:

T14: Natural disasters such as earthquake, tsunami can compromise the VANET by
damaging its infrastructure. The transmission of any message via the infrastructure gets
difficult.

T15: Hardware damage such as unexpected fire in OBU of vehicle, heated servers, and
sudden power loss at the infrastructure etc.

T16: Password guessing to recover authentic user credentials.

T17: Cracking the encrypted message with its signature, and

T18: Non-verification of the encrypted and/or signed messages.
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3. Threats to Infrastructure: The VANET Infrastructure being static in nature is more
vulnerable to threats where attacker can launch an attack by exploiting the respective

vulnerability. Following threats exists to the infrastructure:

T19: Privacy leakage of sensitive vehicular data on back-end wired channel.

T20: Introduction of Rogue RSU by an attacker to manipulate the communication be-
tween vehicles and RSU.

T21: Message alterations en-route to other vehicles via RSU and central entity.

T22: Malicious data forwarding to vehicles via central entity and RSU.

T23: Introduction of malware at central entity and RSU.

T24: Compromised security misconfiguration at central entity and RSU.

T25: Hardware damage to infrastructure due to natural disasters.

T26: Denial of service due to malfunctioning and unavailability of server.

6.2.2.5 Identification of Attacks in VANET

In this section we identify major attacks in VANET, i.e.,

A1: Social engineering attack dealing with the moral ethics of the VANET users (vehicles and
infrastructure users).

A2: Malware integration to vehicles and its assets remotely.

A3: Jamming attacks at vehicle level to jam the communication between internal components
of vehicle.

A4: Sensor impersonation attacks [157].

A5: Bogus information addition attack by introducing spam content to the authentic messages
at one of the following asset.

a) In-Vehicle: Adds bogus information to the messages propagated inside vehicular compo-
nents,

b) Wireless Communication: Intercept messages in transit to neighbouring vehicles and adds

bogus information to original message, and
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c) Wired Infrastructure: Modify messages between RSU and central entity.

AG6: Replay attacks by injecting old messages in the network to bypass the infrastructure pro-
tection [158].

AT: Tllegal remote firmware updates containing especially security updates provided by service
providers. This process can take upto an hour [159].

AR8: Physical damage (e.g. car accident or vandalism), compromising the vehicle security and
its assets.

A9: Eavesdropping of sensitive information, i.e., vehicular user private credentials or commu-
nication between two police vehicles while chasing the criminal.

A10: Jamming attacks to block the communication channel which stops the propagation of
messages in the network. Jamming attacks can be launched at following venues in the com-
munication network: a) Wireless Communication: Jams the communication channel between
two vehicles and neighbouring RSU, and b) Wired Communication: Jams the communication
between RSU and central entity.

A11: Impersonation attacks to deceive the law enforcement agencies by using the identity of
valid vehicular user.

A12: Network attacks exploiting the insecure wireless communication channel to launch illegal
monitoring of the network containing important messages such as traffic accident. The attacker
can launch following attacks in the network.

a)DoS attacks, leaving a severe impact on the network by preventing vehicles receive sensitive
information such as road accident warnings [160]. Two techniques are used to perform DoS
attacks in VANET [161]. 1) transmits random signal in a given frequency range of message
transmission, and 2) generate messages in huge quantity at physical layer of VANET to take
down the communication channel.

b) Sybil attacks involving the generation of multiple identities by a malicious attacker [162],
and

c) Worm hole attacks which involves tunnelling of packets between two nodes located at remote
locations [163].

A13: Man-in-the-Middle (MITM) attacks to intercept and modify the messages en-route from
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RSU to vehicles and vice versa by exploiting the non- encrypted nature of messages or spoof
the messages on the insecure wireless communication channel.

A14: Spoofing attack where the attacker steals the identity of a legitimate vehicle to become
part of the network.

A15: Arbitrary and malicious code injection in VANET to gain information about the le-
gitimate users by injecting malware, Trojans and virus in the network to compromise the

vehicle and infrastructure. Mostly, arbitrary codes are specifically injected in two components

of VANET.

1. Arbitrary code injection in vehicle containing AU to disrupt the vehicle, and

2. Malicious code injection to the database of central entity to identify particular user in-

formation.

Once, the node or certain component of node such as application unit is compromised, the
attacker can launch different attacks such as message modifications or identify different users
and their locations.

A16: Message flooding attacks by flooding the network with bogus messages.

The main consequences of threats and attacks in VANET are: (1) Sensitive information loss
via wireless communication, (2) Vehicular user private credentials revelation and exposure, (3)
Unavailability of important messages, (4) Communication loss between internal components of
vehicles and with neighbouring vehicles and RSU, and (5) Damages to the device containing
cryptographic tools in vehicles and central entity. In the next sections, risk analysis will be

performed for the attacks identified in different assets of VANET.

6.2.3 Risk Analysis

Risk is directly related with the vulnerability identified in assets which are exploited by threats
in the form of attacks, causing harm to the overall network [164]. Risk is a measurable quantity

and it depends on following two factors:
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1. Likelihood of occurrence of an attack, and

2. Impact of an attack on the network assets

The ‘likelihood’ is used to define and measure the probability of carrying attacks on VANET
assets, and how often the attack can occur. The Likelihood that an attacker will launch a
successful attack depends on several factors [165], including motivation, technical expertise,
knowledge about target network, available hardware component to the attacker, and an oppor-
tunity to pursue an attack in timely manner. The likelihood of an attack is mapped into three

categories with corresponding values ranging from 1 to 3.

1. Unlikely (=1): The likelihood of carrying out an attack is very low in this case as the
strong motivation of an attacker is required with strong expertise to find vulnerabilities

in the network.

2. Possible (=2): The likelihood of an attack is possible here as the attacker needs less

technical expertise and moderate motivation to launch an attack.

3. Likely (=3): The likelihood of an attack is likely as the attacker’s motivation is high

enough and basic technical knowledge is required here.

The ““mpact’” on the network is fully dependant on the likelihood and the intensity of an attack.
The overall impact on the network assets is different due to the fact that each attack has unique
likelihood and intensity on a particular component of the network. It is the attack impact on
the network that motivates the risk analysis process on VANET. The following three values are

mapped for the impact parameter.

1. Low (=1): The damage caused to the network is minor.
2. Medium (=2): The damage caused to the network is short term but serious.

3. High (=3): Permanent and long term damage to the network.
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Based on the definition of the attack likelihood and its resulting impact, the overall risk is now

defined mathematically as the function of likelihood and resulting impact:

Risk = function(Likelihood, Impact) (6.1)

6.2.4 Context-based Risk Assessment

This section is dedicated for the risk analysis in VANET by taking the mobility context into
account. The main advantage of performing such risk analysis is that it identifies risk caused
by a particular attack on target assets in different contexts. Once the attack risk is identified,
the corresponding countermeasures can be applied to reduce or eliminate the possibility of an
attack. VANET involves various context where the same attack can present different likelihood
and/or impact (different risks). Therefore, we define the risk in the context of VANET as
follows.

Risk = function(Likelihood, Impact, Context) (6.2)

This definition leads to the following equation which is used in this work for the evaluation of

attacks in several VANET context.

Riskeontest = Likelihood oniest X IMpact consext (6.3)

The corresponding context-based risks are categorized into three classes, i.e., Minor, Major and

Critical.

1. Minor (=1, 2, 3): The attacks have short term consequences and no urgent attention

is required for these attacks.

2. Major (=4): These attacks have short term consequences but need attention with

suitable countermeasures.
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3. Critical (=6, 9): These attacks leave severe impact on the network and need urgent

attention, countermeasures should be applied without any delay.

The risks identified as major and critical need urgent attention from the user. Table 6.2 shows

the corresponding risk levels based on the likelihood and the impact values.

Table 6.2: Risk Analysis: Scale

Likelihood (L) Impact (I) Risk (R) =L *1

L1 =1 (Unlikely) 11 =1 (Low) R1 =1, 2, 3 (Minor)
L2 = 2 (Possible) 12 =2 (Medium) R2 =4 (Major)

L3 = 3 (Likely) I3 = 3 (High) R3 = 6, 9 (Critical)

6.2.4.1 Risk Analysis for Attacks in Vehicles and Vehicular Users

In this section, the critical comparison of attacks on vehicles and vehicular users are discussed
for the four different VANET contexts presented in section 6.2.1.3 and are compared with
overall risk analysis of VANET.

In the Table 6.3, an attack has different likelihood and impact in each context of the network
which results in different risks. E.g., the risk by bogus information addition attack (A5) varies
in various context. The vehicles and attackers with similar mobility patterns in scenario 2 and
3 can have critical impact on the network as the messages generated by the vehicle will be
updated with false information by the attacker, resulting in the propagation of wrong messages
in the network. The risk posed by these scenarios is critical as the data integrity is not ensured.
However, for the context with different mobility patterns (scenario 1 and 4), the risk changes
to major due to short communication time frame where the message is updated with false

information.

The impact of attacks like malware integration (A2) to vehicles also varies in different context.
In scenario 2 and 3, the attacker and the target will have the same mobility pattern, the attack
will spread more quickly, which will have a high impact on the network as it will be flooded

with malware and more vehicles might be targeted. The corresponding risk will be critical in
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Table 6.3: Context-based Risk Analysis for Attacks in Vehicles and Vehicular Users

Context Attacks (A) Likelihood (L) Impact (I) Risk (R)
General Al Possible:2 High:3 Critical:6
Scenario 1 Al Possible:2 Medium:2 Major:4
Scenario 2 Al Possible:2 High:3 Critical:6
Scenario 3 Al Possible:2 High:3 Critical:6
Scenario 4 Al Unlikely:1 Low:1 Minor:1
General A2 Possible:2 High:3 Critical:6
Scenario 1 A2 Unlikely:1 High:3 Minor:3
Scenario 2 A2 Possible:2 High:3 Critical:6
Scenario 3 A2 Likely:3 High:3 Critical:9
Scenario 4 A2 Unlikely:1 Medium:2  Minor:2
General A3 Likely:3 High:3 Critical:9
Scenario 1 A3 Likely:3 High:3 Critical:9
Scenario 2 A3 Likely:3 High:3 Critical:9
Scenario 3 A3 Possible:2 Medium:2 Major:4
Scenario 4 A3 Possible:2 Low:1 Minor:2
General A4 Possible:2 Medium:2 Major:4
Scenario 1 A4 Unlikely:1 Medium:2  Minor:2
Scenario 2 A4 Possible:2 Medium:2 Major:4
Scenario 3 A4 Possible:2 Medium:2 Major:4
Scenario 4 A4 Unlikely:1 Medium:2  Minor:2
General A5 Possible:2 High:3 Critical:6
Scenario 1 A5 Possible:2 Medium:2 Major:4
Scenario 2 A5 Likely:3 High:3 Critical:9
Scenario 3 Ab Likely:3 Medium:2  Critical:6
Scenario 4 Ab Possible:2 Medium:2 Major:4
General A6 Possible:2 Low:1 Minor:2
Scenario 1 A6 Possible:2 Low:1 Minor:2
Scenario 2 A6 Possible:2 Medium:2  Major:4
Scenario 3 A6 Likely:3 Low:1 Minor:3
Scenario 4 A6 Likely:3 Low:1 Minor:3
General AT Possible:2 High:3 Critical:6
Scenario 1 A7 Unlikely:1 High:3 Minor:3
Scenario 2 A7 Possible:2 High:3 Critical:6
Scenario 3 A7 Likely:3 High:3 Critical:9
Scenario 4 A7 Possible:2 Medium:2 Major:4
General A8 Likely:3 High:3 Critical:9
Scenario 1 A8 Unlikely:1 Low:1 Minor:1
Scenario 2 A8 Unlikely:1 Medium:2 Minor:2
Scenario 3 A8 Possible:2 High:3 Critical:6
Scenario 4 A8 Unlikely:1 Low:1 Minor:1
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this scenario. However, the risk changes to minor in scenario 1 and 4 as both attackers and
vehicles will communicate for a very short time. In general, the risk caused by the attack is
critical as the integration of malware will result in the propagation of infected messages with
virus and Trojans. Table 6.3 provides the risk analysis for attacks in vehicles and vehicular

users in all four contexts.

6.2.4.2 Risk Analysis for Attacks in Wireless Communication

This section is dedicated to the critical analysis of the attacks on wireless communication in
VANET in different context. For instance, Denial of Service (DoS) attack (A12) is one of
the significant attack in wireless communication in VANET [166, 56]. In scenario 1, the static
attacker performing DoS is located at a particular location in the network for example targeting
a RSU. In this context, all the critical messages managed by the targeted RSU are lost, and
critical VANET applications will be affected. The risk encountered is major in this scenario
as the attack is going to affect only the geographical location of the targeted RSU, but as
the vehicles are mobile, they might send /receive lost messages from other RSU. However, DoS
attack can leave severe impact on the network if both the vehicles and attackers are mobile
in the network and are propagating in same direction, thus preventing the legitimate vehicle
from transmitting and receiving important messages. The consequence on VANET gets more
drastic if many mobile attackers block the network over a large geographical location. The

critical comparison of attacks in wireless communication under various contexts are described

in Table 6.4.

In general, all the attacks have critical risks in second scenario, where both the attacker and
target are mobile. In fact, when the mobility is high, the target vehicle might not have the
time and the possibility to check the integrity and validity of certain content. For example, no
central entity is available in the wireless range and attacker identity and messages will not be

verified.



103

Table 6.4: Context-based Risk Analysis for Attacks in Wireless Communication

Context Attacks (A) Likelihood (L) Impact (I) Risk (R)
General A5 Possible:2 High:3 Critical:6
Scenario 1 Ab Possible:2 Medium:2 Major:4
Scenario 2 Ab Likely:3 High:3 Critical:9
Scenario 3 Ab Likely:3 Medium:2  Critical:6
Scenario 4 Ab Possible:2 Low:1 Minor:2
General A6 Possible:2 Low:1 Minor:2
Scenario 1 A6 Possible:2 Low:1 Minor:2
Scenario 2 A6 Possible:2 Medium:2 Major:4
Scenario 3 A6 Likely:3 Low:1 Minor:3
Scenario 4 A6 Likely:3 Low:1 Minor:3
General A9 Possible:2 Medium:2 Major:4
Scenario 1 A9 Possible:2 Medium:2  Major:4
Scenario 2 A9 Likely:3 Medium:2  Critical:6
Scenario 3 A9 Possible:2 Medium:2 Major:4
Scenario 4 A9 Unlikely:1 Medium:2  Minor:2
General A10 Likely:3 High:3 Critical:9
Scenario 1 A10 Possible:2 Medium:2  Major:4
Scenario 2 A10 Likely:3 High:3 Critical:9
Scenario 3 A10 Possible:2 Low:1 Minor:2
Scenario 4 A10 Possible:2 Low:1 Minor:2
General All Possible:2 High:3 Critical:6
Scenario 1  All Unlikely:1 Medium:2  Minor:2
Scenario 2 All Possible:2 High:3 Critical:6
Scenario 3 All Possible:2 Medium:2 Major:4
Scenario 4 All Unlikely:1 Low:1 Minor:1
General Al12 (a) Likely:3 Medium:2  Critical:6
Scenario 1 A12 (a) Possible:2 Medium:2  Major:4
Scenario 2 Al12 (a) Likely:3 High:3 Critical:9
Scenario 3 A12 (a) Possible:2 Medium:2  Major:4
Scenario 4 A12 (a) Possible:2 Low:1 Minor:2
General A12 (b) Possible:2 Medium:2  Major:4
Scenario 1 A12 (b) Unlikely:1 Medium:2  Minor:2
Scenario 2 A12 (b) Possible:2 Medium:2  Major:4
Scenario 3 A12 (b) Likely:3 Medium:2  Critical:6
Scenario 4 A12 (b) Possible:2 Low:1 Minor:2
General A12 (c) Possible:2 Medium:2 Major:4
Scenario 1 A12 (c) Unlikely:1 Low:1 Minor:1
Scenario 2 A12 (c) Possible:2 Medium:2  Major:4
Scenario 3 A12 (c) Possible:2 Medium:2  Major:4
Scenario 4 A12 (c) Possible:2 Low:1 Minor:2
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6.2.4.3 Risk Analysis for Attacks in Information

This sections describes the analysis of attacks performed on information in VANET in var-
ious contexts. As an illustration, MITM attacks (A13) are very common in VANET where
information is exchanged between legitimate vehicles via intermediate nodes [167]. The risks
associated with A13 varies in different contexts. MITM attacks are critical in scenario 2 and
3 where legitimate vehicles and attackers have same mobility patterns, providing enough time
for the attacker to elaborate and launch an attack. However in scenario 1 and 4, the point of
contact between legitimate vehicles and attackers is small and they communicate for a very
short interval of time, the attacker is still able to intercept the communication but do not
have enough time to elaborate an attack targeting specific vehicles. For example, the attacker
can create a rogue RSU to communicate with legitimate vehicles. However, the quantity of
intercepted messages is different for highly mobile vehicles and for vehicles with low mobility.
The resulting risk is critical and major in these scenario as the vehicle may transmit sensitive
information related to the vehicle identity or location during that time interval. Context-based

risk analysis for attacks on information is depicted in Table 6.5.

6.2.4.4 Risk Analysis for Attacks in Infrastructure

In this section, we describe the context-based risk analysis for static entities in VANET, i.e.,
infrastructure. For example, static attackers have more chances of launching malicious code
injection attack (A15) to the server applications in the central entity as compared to mobile
attackers. In scenario 1 and 3, the attackers with no mobility are located at favourable location
in the network where they can inject malicious codes to the central entity easily. Since the
target is static in the network, the time frame to execute the attack is large. If the attacker
succeeds to launch A15, the impact on the overall network is high due to the fact that the
central entity is responsible to transmit critical information via RSU to vehicles over a large
geographical location. If malicious codes are injected in the central entity, the network will
experience the propagation of messages with malicious content leaving severe impact on the

network. Therefore, the risk is critically high. However, for mobile attackers in scenario 2 and



Table 6.5: Context-based Risk Analysis for Attacks in Information

Context Attacks (A) Likelihood (L) Impact (I) Risk (R)
General A9 Possible:2 Medium:2 Major:4
Scenario 1 A9 Possible:2 Medium:2 Major:4
Scenario 2 A9 Likely:3 Medium:2  Critical:6
Scenario 3 A9 Possible:2 Medium:2 Major:4
Scenario 4 A9 Unlikely:1 Medium:2 Minor:2
General A10 Likely:3 High:3 Critical:9
Scenario 1 A10 Possible:2 Medium:2  Major:4
Scenario 2 A10 Likely:3 High:3 Critical:9
Scenario 3 A10 Possible:2 Low:1 Minor:2
Scenario 4 A10 Possible:2 Low:1 Minor:2
General All Possible:2 High:3 Critical:6
Scenario 1 A1l Unlikely:1 Medium:2  Minor:2
Scenario 2 All Possible:2 High:3 Critical:6
Scenario 3 All Possible:2 Medium:2  Major:4
Scenario 4 A1l Unlikely:1 Low:1 Minor:1
General Al2 (a) Likely:3 Medium:2  Critical:6
Scenario 1  Al2 (a) Possible:2 Medium:2  Major:4
Scenario 2 A12 (a) Likely:3 High:3 Critical:9
Scenario 3 A12 (a) Possible:2 Medium:2  Major:4
Scenario 4 A12 (a) Possible:2 Low:1 Minor:2
General Al12 (b) Possible:2 Medium:2  Major:4
Scenario 1 A12 (b) Unlikely:1 Medium:2  Minor:2
Scenario 2 Al12 (b) Possible:2 Medium:2  Major:4
Scenario 3 A12 (b) Likely:3 Medium:2  Critical:6
Scenario 4 A12 (b) Possible:2 Low:1 Minor:2
General A12 (c) Possible:2 Medium:2  Major:4
Scenario 1 A12 (c) Unlikely:1 Low:1 Minor:1
Scenario 2 Al12 (c) Possible:2 Medium:2  Major:4
Scenario 3 A12 (c) Possible:2 Medium:2  Major:4
Scenario 4 A12 (c) Possible:2 Low:1 Minor:2
General A13 Possible:2 Medium:2  Major:4
Scenario 1 A13 Possible:2 Medium:2  Major:4
Scenario 2 A13 Likely:3 High:3 Critical:9
Scenario 3 Al3 Possible:2 High:3 Critical:6
Scenario 4 A13 Unlikely:1 Medium:2  Minor:2
General Al4 Unlikely:1 High:3 Minor:3
Scenario 1 Al4 Unlikely:1 Medium:2 Minor:2
Scenario 2 Al4 Unlikely:1 Medium:2  Minor:2
Scenario 3 Al4 Possible:2 Low:1 Minor:2
Scenario 4 Al4 Unlikely:1 Low:1 Minor:1
General Al6 Possible:2 Medium:2 Major:4
Scenario 1 A16 Likely:3 Low:1 Minor:3
Scenario 2 A16 Likely:3 Medium:2 Critical:6
Scenario 3 A16 Likely:3 Medium:2  Critical:6
Scenario 4 A16 Possible:2 Low:1 Minor:2
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4, launching the attack A15 is very difficult and as a result, associated risk is at minimum level.

The rest of risk analysis of attacks in the infrastructure is given in details in Table 6.6.

6.2.5 Monitor and Review

This module plays a significant role in the risk assessment framework. We concluded from
above risk assessment that the risk of an attack is not constant due to different likelihood and
its impact, therefore, it changes for every context of VANET. The main objective of this module
is the continuous monitoring of the network to reduce the overall risk of an attack. Further,
the likelihood and impact of an attack can change abruptly based on the highest motivation,
upgraded equipment etc of an attacker. Thus the risk values of the attacks may change over
the time. Therefore, this module is helpful in reviewing the current risk and updated risk of

an attack.

6.2.6 Discussion

In this chapter, we performed risk assessment in various contexts to identify attacks with critical
risk. Our context-based risk assessment showed that the same attack can have different risks

in different context and scenarios.

In order to evaluate our trust models under adversary conditions, different attacks can be
integrated in TEAM framework. In order to do so, we implemented man-in-the-middle (MITM)
attacks in TEAM framework as a baseline attack due to its major and critical risk evaluation
in most of the contexts in VANET. Further, Table 3.5 also suggests that most of the current
trust models are evaluated under different forms of MITM attacks. In the next section, we
focus on the details of man-in-the-middle attacks where the network efficiency is evaluated in

presence of such attackers.
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Table 6.6: Context-based Risk Analysis for Attacks in Infrastructure

Context Attacks (A) Likelihood (L) Impact (I) Risk (R)
General A8 Unlikely:1 High:3 Minor:3
Scenario 1 A8 Unlikely:1 Low:1 Minor:1
Scenario 2 A8 Unlikely:1 Medium:2  Minor:2
Scenario 3 A8 Possible:2 High:3 Critical:6
Scenario 4 A8 Unlikely:1 Low:1 Minor:1
General A9 Possible:2 Medium:2 Major:4
Scenario 1 A9 Possible:2 Medium:2  Major:4
Scenario 2 A9 Likely:3 Medium:2  Critical:6
Scenario 3 A9 Possible:2 Medium:2  Major:4
Scenario 4 A9 Unlikely:1 Medium:2 Minor:2
General A10 Likely:3 High:3 Critical:9
Scenario 1 A10 Possible:2 Medium:2 Major:4
Scenario 2 A10 Likely:3 High:3 Critical:9
Scenario 3 A10 Possible:2 Low:1 Minor:2
Scenario 4 A10 Possible:2 Low:1 Minor:2
General All Possible:2 High:3 Critical:6
Scenario 1 All Unlikely:1 Medium:2  Minor:2
Scenario 2 All Possible:2 High:3 Critical:6
Scenario 3 All Possible:2 Medium:2 Major:4
Scenario 4 All Unlikely:1 Low:1 Minor:1
General Al2 (a) Likely:3 Medium:2  Critical:6
Scenario 1 A12 (a) Possible:2 Medium:2 Major:4
Scenario 2 A12 (a) Likely:3 High:3 Critical:9
Scenario 3 Al2 (a) Possible:2 Medium:2  Major:4
Scenario 4 A12 (a) Possible:2 Low:1 Minor:2
General A13 Possible:2 Medium:2  Major:4
Scenario 1 A13 Possible:2 Medium:2  Major:4
Scenario 2 Al3 Likely:3 High:3 Critical:9
Scenario 3 A13 Possible:2 High:3 Critical:6
Scenario 4 A13 Unlikely:1 Medium:2  Minor:2
General Al4 Unlikely:1 High:3 Minor:3
Scenario 1 Al4 Unlikely:1 Medium:2 Minor:2
Scenario 2 Al4 Unlikely:1 Medium:2 Minor:2
Scenario 3 Al4 Possible:2 Low:1 Minor:2
Scenario 4 Al4 Unlikely:1 Low:1 Minor:1
General A15 Possible:2 Medium:2 Major:4
Scenario 1 A15 Likely:3 Medium:2  Critical:6
Scenario 2 A15 Unlikely:1 Low:1 Minor:1
Scenario 3 A15 Possible:2 High:3 Critical:6
Scenario 4 A15 Unlikely:1 Low:1 Minor:1
General Al6 Possible:2 Medium:2 Major:4
Scenario 1 A16 Likely:3 Low:1 Minor:3
Scenario 2 A16 Likely:3 Medium:2 Critical:6
Scenario 3 A16 Likely:3 Medium:2  Critical:6
Scenario 4 A16 Possible:2 Low:1 Minor:2
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6.3 Man-in-the-Middle Attacks

The term “Man-in-the-Middle” has been derived from basketball scenario where a player in
the middle tries to intercept the ball while other two players try to pass it [168]. The same
concept is derived in VANET, where MITM attacker jeopardize communication and modify
messages among legitimate vehicles. Such attacks leave severe consequences on the network,
especially, if the content of message contains safety related information. In VANET, the attacker
must satisfy following two conditions in order to implement MITM attack, i.e., (1) Firstly, the
message containing significant information must be received by the attacker node, and (2)
Secondly, the attacker must be able to interpret the content of message. MITM attacks in

VANET can be launched under following two modes as depicted in Figure 6.4.

1. Passive Mode: Passively, the attacker can eavesdrop on the communication channel be-

tween legitimate vehicles, e.g., law-enforcement vehicles.

2. Active Mode: Actively, the attacker can drop, delay or change the content of received

information in the network.
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Figure 6.4: Man-in-the-Middle Attacks in VANET

When an event occurs in VANET, the transmitted packet from message generated vehicle
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contains two important information, i.e., (1) data regarding the event and (2) the time of the

event occurrence. Actively, attacker can launch MITM in following three manners:

1. Delay the legitimate message

2. Drop the legitimate message

3. Temper the legitimate message

6.3.1 MITM as Message Delayed

The success of VANET relies on the successful transmission of messages to every legitimate
vehicle. In this attack model, the malicious nodes deliberately delays the messages it receive,
i.e., the messages are forwarded to neighbour nodes with a factor of ‘delay’. Due to sensitive
nature of the messages in VANET, delaying such messages can create disaster in the network.
For instance, consider a scenario where legitimate vehicles are sharing information about steep-
curve during night. Delaying such message by malicious node can result in extreme situation,
where, the legitimate vehicles are unable to receive this messages on time. Therefore, such
vehicles have to take step in real-time to avoid an accident scenario. Further, this situation
can also put the human life in danger. High level pseudo code of MITM attack as message
delaying is shown in Algorithm 1. It shows that malicious attacker always introduces a delay

in transmitting the messages towards legitimate vehicles.

Algorithm 1 Message Delay Attack

Input: Legitimate Message Mg
Output: Attacked Message M4

1. if (Received Message == M) then
2 Check ‘content’ of Mg
3. if (content == “data”) then
4 Introduce delay (d) in Mg
5. end if
6
7

: Transmit Mg at time (tgeng + d)
. end if
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6.3.2 MITM as Message Dropped

This type of attack also refers to “black hole” attacks in VANET, where attacker intentionally
drops the received legitimate message (M), thus suppressing the further propagation of Mg
[169]. Hence, this action of the attacker prohibits the legitimate vehicles to receive any kind of
message (safety and non-safety) as the messages never reaches to their destination. Dropping
the safety-related messages can have significant impact on the network as it contains sensitive
information such as collision avoidance. As an illustration, consider a scenario where legiti-
mate vehicles are broadcasting the messages regarding black-ice on the road. Dropping such
information can put the life of vehicular users in danger as they are prohibited from receiving
sensitive information by the attacker. Pseudo code of message dropping action of MITM is
given in Algorithm 2. It shows that whenever a message is received at the malicious node, it is

always lost as the messages are dropped by the attacker.

Algorithm 2 MITM as Message Drop

Input: Legitimate Message Mg
Output: Attacked Message M4
1. if (Received Message == M) then

2 Check ‘content’ of Mg

3. if (content == “data”) then
4: drop Mg

5 end if

6: end if

6.3.3 MITM as Message Tempered

In this attack, the attacker particularly targets the content of the received message. Whenever
a message is received at the malicious node, attacker changes the content of the message. This
form of attack has severe impact on the network as the content may contain sensitive infor-
mation. For instance, legitimate vehicle broadcast a message during heavy rain that “there is
steep-curve ahead, slow down”. The message is received at the attacker node, where the content
is intentionally altered to “there is no steep-curve, speed up”. This message is misleading for

the legitimate vehicles and it can create disaster (such as accident occurrence) in the network.
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Further, every transmitted message in VANET contains three important information, i,e, (1)
data, (2) time, and (3) location. In this attack, the attacker have the ability to change “data”,
“transmission time” or “transmission location”. Each of this alteration have different impact
on the network. Algorithm 3 summarizes the pseudo code for message alteration attack. It

shows that attacker can change,

e “data” into misleading “compromised data”

e “transmission time” into compromised transmission time by changing it with garbage

time ¢,

e coordinates of sender location (loc(x,y, z)) into unknown location (loc(z,, xp, x.))

Algorithm 3 Message Alteration Attack

Input: Legitimate Message Mg

Output: Attacked Message M4
1: if (Received Message == M) then

Check ‘content’ of Mg

if (content == “data”) then
change “data” to “garbagedata”

end if

if (transmission time == “t”) then
change “t” to “(ts +t4)"

end if

if (sender location == “loc(x,y, z)") then
change “loc(z,y,2)" to “loc(xq, xp, x.)"

end if

12:  Transmit M, at time (tsenq)

13: end if

— =
—_ O

In this thesis, we implemented the above three versions (message delay, message drop, message
alter) of the MITM attack. It is worth mentioning that MITM nodes can violate integrity,
authentication, confidentiality and availability security requirement for VANET. Further, to
evaluate the impact caused by these attacks, we considered two different strategies of attackers

performing MITM.

1. First, the attackers are distributed randomly across the network
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2. Second, the attackers exist in fleet structure where the attacks are launched in a collab-

orative manner.

Figure 6.5 highlights the difference of attacker pattern in the network. In the next section, we

describe the simulation environment for these MITM attacks in VANET.
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Figure 6.5: Attacker Pattern (a) Distributed (b) Fleet

6.3.4 Simulation Environment

6.3.4.1 Simulation Setup

The core objective of our simulation is to study performance of the vehicular networks in
presence of malicious nodes performing MITM attacks. To facilitate our simulations, we used
Veins [2, 119]. Veins is an open source framework which is used widely for simulations of
vehicular networks. Veins is built on top of two popular simulators: SUMO (traffic simulator)
[122] and OMNET++ (discrete event simulator) [111]. SUMO provides traffic patterns for
specific realistic map while OMNET++ provides various modules (application layer, DSRC and

PHY layer) to ensure realistic network behavior. A small patch TraCl is used for communication
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between OMNET++ and SUMO [129]. Whenever, an event (accident information) is triggered
in OMNET++4, TraCI enables the vehicles in SUMO to change their route by sending out

respective commands.

6.3.4.2 Simulation Scenario Setup

To evaluate MITM attacks in VANET, we used the default map in Veins. Further, we introduced
100 vehicles in the network which are enough for many urban scenarios [170]. We then injected
10%, 20%, 30%, 40% and 50% malicious nodes in the network respectively to study the impact
caused by such attackers. Different parameters to perform simulations is described in Table

7.1. To study the attacker pattern, we created two scenarios:

1. Scenario 1: Attackers are distributed randomly across the network, and

2. Scenario 2: Attackers are present together in a fleet structure.

In scenario 2, we polluted network with ‘N’ malicious nodes in such a way that they obliged
specific pattern in the network, i.e., N/3 MITM nodes exist near the event occurrence, N/3 in
the center of the network, while the rest of the MITM nodes (N/3) are located at the end of

the network.

6.3.4.3 Performance Evaluation Metrics

In order to evaluate the performance of VANET in presence of attackers, we implemented

following evaluation criteria which can evaluate the MITM attacks in VANEET. These are:

e End-to-End Delay: This metric is related to QoS of the network, indicating the delay
caused to packet generated by legitimate node to be shared with neighbouring nodes.
E2ED is the difference of packet generation time (7¢) and packet reception time (Tg)
which is calculated as follows:

E2ED =Ty — Tg (6.4)
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Table 6.7: Simulation Details

Parameter Value
Simulation Network.Simulator OMNET++ 5.0
Framework Traffic Simulator SUMO 0.25.0
V2X Simulator VEINS 4.4
No. of Vehicles 100
No. of RSUs 5
No. of Malicious Nodes 10%, 20%, 30%, 40%, 50%
Simulation | Simulation Time 1000 sec
Details Accident Start time 75 sec
Accident Duration 50 sec
Communication Range 250 m
Vehicle Maximum Speed | 13.9 km/h
Total Simulation Runs 25 times
MAC Protocol [EEE 802.11p
Network Protocol IEEE 1609.4 (WAVE)
Protocols | Radio Propagation Model | Simple Path Loss
Data Size 1024 bits
Header Size 256 bits

e Content Delivery Ratio (CDR): Content delivery ratio shows the amount of messages

which are received successfully by the legitimate vehicles [171]. Let My are the number
of received messages and Mpgrg are the number of messages which are expected to be

received within the network, then CDR is given as:

Mg

MPRE

CDR = (6.5)

Let ‘N’ is the total number of vehicles which are transmitting ‘Mrrans’ messages, then
MpgrEg is calculated as:

Mprr = N X Mrrans (6.6)

Packet Loss Ratio (PLR): Packet loss ratio shows the amount of the messages which
are lost due to MITM nodes. Let Mr are the total number of messages, out of which M|

messages are lost, then PLR is given as:

My

T

PLR =
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M7 includes messages which are received at both legitimate and malicious nodes. Let Mg
is the number of received messages at legitimate nodes and M, is the amount of messages

lost at the MITM nodes, then My is given as:

My = Mg+ M, (6.8)

e Number of Compromised Messages: This metric indicates the number of messages

compromised (either tempered or delayed) from the malicious node.

e Number of Dropped Messages: This metric is defined for MITM which is dropping
the messages received from legitimate nodes. This metric shows the amount of messages

dropped by the attackers in the network.

6.3.5 Results and Discussion

This section is dedicated to discuss the results of MITM attacks in VANET. We simulated
MITM attackers according to above two scenarios (distributed attackers and fleet of attackers)

and evaluated network efficiency based on the evaluation metrics listed in section 6.3.4.3.

Further, each simulation scenario is carried out twenty-five times with random seed value to en-
sure unique initial vehicle assignment within the network every time. Moreover, the simulation

results presented below are the average of twenty-five runs for each simulation scenario.

6.3.5.1 Message Delay Attacks

Figure 6.6 shows end-to-end (E2E) delay in the presence of MITM which are delaying the pack-
ets by 2 seconds. It can be seen that the E2E delay increases when the network is introduced
with such malicious nodes which are delaying the legitimate messages. Ideally, the legitimate
vehicles should receive such legitimate messages with minimum delay, however, MITM attackers
with message delaying capability prohibits the legitimate nodes to receive the messages in time.

Further, this figure also depicts that E2E delay increases when the attackers are distributed
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throughout the network. Since, a wide portion of the network is affected due to distributed at-
tackers, therefore, the overall E2E delay increases in the network. On the other hand, attackers
in fleet are only delaying the packets at certain locations. As a result, network experience low
E2E delays in presence of attackers in fleet structure. Further, it can also be seen that for 10%
malicious nodes, the network with distributed attackers achieve about 47.94% high E2E delays
than the network containing fleet malicious nodes. This delay further increases to 73.44% when

the network is injected with 50% malicious nodes.
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Next, the amount of content delivered in the network is depicted in Figure 6.7, showing that
content can be delivered to the legitimate vehicles in presence of MITM attackers with delaying
capabilities. This metric indicates that the messages arrived at the legitimate nodes but with
certain delay. Further, high CDR is achieved in the network in presence of distributed malicious
nodes, while, the network with fleet of malicious nodes attains low CDR. This is due to the fact
that fleet of malicious vehicles are delaying the packets together, thus, high number of packets
are delayed in such locations and as a result, the legitimate vehicles receives the content but

not in time.

Figure 6.7 also suggests that for 10% malicious nodes, the network containing distributed
malicious nodes achieve about 1.1% high CDR as compared to the network with attackers in

fleet pattern. Moreover, the network with distributed malicious nodes achieves about 7.8%
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high CDR than the network with fleet attackers. Thus, fleet vehicles affect the network more

by delivering less amount of content.

Further to the above discussion, the number of compromised messages generated by the mali-
cious nodes is depicted in Figure 6.8. It can be seen that the number of compromised messages
increases with the increase in malicious nodes in the network. However, high number of mes-
sages are compromised by the fleet malicious nodes than distributed malicious nodes. The
attackers in fleet are working together to delay the messages, thus, higher number of messages
are delayed and compromised. For instance, for a network containing 10% attackers, fleet mali-
cious nodes compromises about 4.43% messages than distributed attackers. The compromised
messages increases to 12.23% when the network is polluted with 50% attackers. This shows
that high number of messages are compromised in presence of attackers in fleet structure as

the attackers are compromising the messages in a collaborative manner.

Packet Loss Ratio (PLR) in presence of malicious nodes in depicted in Figure 6.9. It shows that
PLR increases with the increase in the malicious nodes in the network. However, the presence
of fleet attackers deteriorates the network more as high number of packets are lost by such
attackers. This is due to the fact that fleet attackers compromises high number of messages,
therefore, the resulting network experience high packet loss. On the other hand, presence of
distributed malicious nodes also results in packets loss, but, the resulting packet loss is less
than the fleet attackers. For instance, when the network is flooded with 50% malicious nodes,
about 23.75% more packets are lost in presence of fleet attackers as compared to distributed

attackers.

6.3.5.2 Message Drop Attacks

Content delivery ratio in case of message drop attacks is presented in Figure 6.10, depicting
that CDR decreases with the introduction of malicious nodes in the network. Further, the
network assures high number of content when it is polluted with fleet of malicious attackers.
Since, the attack vector of such attacker is limited to specific location, therefore, content is lost

only in that location. The nodes may be able to receive messages from other legitimate nodes
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within its neighbourhood. On the other hand, the scope of distributed malicious attackers is

not limited to specific location, hence, low CDR is achieved in this scenario.

Further, as mentioned earlier, CDR decreases when the malicious nodes are introduced in
the network. Specifically, low CDR is achieved in presence of distributed malicious nodes
with the capability to drop legitimate packets. For instance, when the network contains 10%
attackers, the network with fleet malicious nodes attain about 12.44% higher CDR than the
network with distributed malicious nodes. However, by increasing the ratio of malicious nodes
to 50%, network with fleet attackers achieves 44.89% high CDR than the distributed malicious
nodes. This is due to the fact that significant amount of messages are dropped by distributed
malicious vehicles as they are spread throughout the network. Therefore, content is always lost
the vicinity of such attackers. On the other hand, in case of fleet attackers, content is only
dropped in specific locations of the network, while, the network where attackers not present

can share messages with their neighbouring vehicles.

Next, the number of dropped messages by malicious nodes is shown in Figure 6.11, suggesting
that high number of messages are dropped when the ratio of malicious nodes is increased in
the network. Both attacker patterns (distributed and fleet) have high impact on the network
in terms of the amount of messages dropped in the network, i.e., both distributed and fleet

attackers drops almost similar number of messages. However, the network with fleet attackers



119

Content Delivery Ratio

100

=il Distributed Malicious Nodes

90 [ =@~ Fleet of Malicious Nodes

80

70

60 -

50 -

40+

30

Content Delivery Ratio (%)

20

10 [

. . . .
0 10 20 30 40 50
Malicious Nodes (%)

Figure 6.10: Content Delivery Ratio

achieve a little higher packet drop rate than distributed attackers due to their collaborative
nature of attack launching. Increasing such attackers increases the drop rate of the messages in
the network. For example, for 50% attackers in the network, fleet attackers drop 4.60% more

packets than distributed attackers.

Though, almost both fleet and distributed attackers results in dropping the packets in the
network, its impact can be elaborated more via packet loss ratio in Figure 6.12. This shows
that the network with distributed malicious nodes results in high number of lost packets. As
the attack-vector of the distributed malicious nodes is exposed to wide area of the network,
therefore, increasing such malicious nodes results in high PLR. For instance, for a network with
10% malicious nodes, network with distributed attackers experience about 11.31% high PLR
than fleet attackers. This ratio increases to 44.67% when the network is flooded with 50%

malicious nodes.

6.3.5.3 Message Temper Attacks

As described above, the malicious node can either alter data, time or location of the legitimate
message. In this particular attack, we focused on the data of the message. Thus, whenever an
attacker received a message, the content is tempered by this malicious nodes into garbage data

which is then shared with the neighbouring vehicles.

Figure 6.13 shows the end-to-end delay of the network in presence of the malicious nodes which
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50

are changing the content of the messages. First, it can be seen concluded that E2E delay of the

network increases with the increase in malicious nodes. Second, high E2E delay is achieved by

the network in presence of distributed malicious nodes due to their wide spread attack scope.

On the other hand, fleet of malicious nodes are launching attacks which are limited to specific

location, therefore, the low E2E delay is achieved as legitimate messages are shared in a large

section of the network. As an illustration, for a network with 50% malicious nodes, network

containing distributed attackers achieves 69.91% high E2E delays than fleet attackers.

120

100

80

60

Delay (sec)

40

20

The ability of the network to transmit legitimate

End-to-End Delay

=fll= Distributed Malicious Nodes
=@ Fleet of Malicious Nodes

10 20 30 40
Malicious Nodes (%)

Figure 6.13: End-to-End Delay

50

100

90

e )
o
T

Content Delivery Ratio (%)

201

101

Content Delivery Ratio

70

60

50

40 1

301

=fll= Distributed Malicious Nodes
=@~ Fleet of Malicious Nodes

10 20 30 40
Malicious Nodes (%)

Figure 6.14: Content Delivery Ratio

messages within the network via CDR i

50



121

depicted Figure 6.14. It shows that CDR decreases when the number of malicious nodes in-
creases within the network. As the malicious nodes are changing the content of the legitimate
messages, therefore increasing such malicious nodes results in low values of CDR as the ratio of
garbage data increases within the network. Further, the attack pattern also affects CDR. It can
be seen that when the network contains attackers in fleet, high CDR is achieved as compared
to distributed malicious nodes. This is due to the fact that fleet of attackers are located in par-
ticular section of the network, thus, only a portion of the network is affected by these attacks.
In the meantime, legitimate messages are transmitted between the nodes in large section of the
network, thus high CDR is achieved. On the other hand, due to wide-spread attack vector of
the distributed malicious nodes, large section of the network is affected. As a result the network
achieve low CDR values. Further, figure also depicts that for 50% malicious nodes, the network

with fleet attackers achieves about 41.48% high CDR as compared to distributed attackers.

Next, the number of compromised messages is shown in Figure 6.15. It can be seen that the high
number of messages are tempered and compromised in presence of high number of malicious
nodes. Further, high number of messages in the network are in compromised state in presence
of fleet of malicious nodes. As the attackers are launching attack together, therefore, network
is affected more in presence of such attackers. For 50% malicious attackers, the network with

fleet vehicles are compromising about 12.23% more packets than distributed attackers.

The impact of the attackers on the network in terms of lost packets in depicted in Figure
6.16. Ideally, small value of PLR is desired. Figure shows that network is affected more when
malicious nodes are increased within the network. Moreover, the attack pattern of the malicious
nodes also results in different PLR. The distributed malicious nodes affect the network more
as high PLR is achieved in the network. As mentioned earlier, these attacker have high impact
on the network due to their wide-range of attack vector. As a result, high number of legitimate
packets are lost within the network. On the other hand, fleet of attacker are only targeting
at the specific portion of the network, thus, packets are lost in such location only. For 50%
distributed attackers, the network experience about 6.89% more lost as compared to the network

containing fleet attackers.
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From above results, we can conclude that the network efficiency decreases when attackers are
introduced within the network. We implemented three flavours of MITM attacks in VANET
to study the impact caused by these attackers. Results suggest that these attacks have massive
impact on the network in terms of low content delivery, high end-to-end delay, compromised

messages and packet loses.

The success of VANET relies on message transmission in safe and trusted environment. In the
context of trust evaluation and management framework, Man-in-the-middle attacks are suitable
for the evaluation of trust models as these attack can delay or drop or alter the messages. Since,
trust models rely highly on the received messages from neighbouring vehicles, therefore, these

attack models can be used as the baseline attacks in TEAM framework.

6.4 Summary

In this chapter, we proposed and performed the context-based risk assessment where we iden-
tified and categorized the attacks according to their severity levels. Further, we chose MITM
attacks as the baseline attack for the evaluation of TEAM framework due to their high sever-
ity in the network. Therefore, we implemented different MITM attacks in VANET, where

we evaluated the network in presence of malicious nodes based on two attack patterns. This
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chapter refers to module 1 and module 2 of the TEAM framework. In the next chapter, we
explained the simulation model of VANET and TEAM framework which is implemented using
veins simulation framework. Veins is implemented further on two simulators, i.e., OMNET++
and SUMO. Further, in the context of this thesis, we identified several attacker models which

are used for the evaluation of the trust models in VANET.






Chapter 7

Performance Evaluation of TEAM

Framework

Chapter 5 explained the simulation model developed for the implementation of trust evaluation
and management framework. The aim of this chapter is to present the results of TEAM
framework which are generated via simulation model. Results are presented in two modes.
First, the results of the three trust models are presented for a general scenario. Second, we
present the results for context-based VANET, where the performance of the trust models are

evaluated for four scenarios based on the mobility.

This chapter is organized as follows. First, we provide the details of the evaluation metrics
which are used to evaluate the performance of trust models. Then, the details of the considered
attacker model is presented. Last, we present our results for both general and context-enabled

VANET.

7.1 Evaluation Metrics

In order to evaluate trust models quantitatively, we defined following metrics which focuses

particularly on the security and QoS of the trust models.

124
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7.1.1 End-to-end Delay (E2ED)

This metric is related to QoS of the trust model, which depicts the delay caused to packet,
generated by legitimate node to be shared with neighbouring nodes. E2ED is the difference of

packet generation time (7) and packet reception time (7x) which is calculated as follows:

E2ED =Ty — T (7.1)

7.1.2 Event Detection Probability (EDP)

This metric is defined to identify true events in the network. In case of VANET containing
sensitive information, identifying correct event (messages) are of extreme importance. EDP
is defined to identify such events. Trust models should have capability to detect true events
efficiently. Let Er, represents total events generated, out of which EF7 and E); are true and

malicious events respectively, then probability of detecting true event (EDP) can be represented

by:

Erot — En)

> (
EDP =
ETot

(7.2)

7.1.3 Anomaly Ratio (AR)

This ratio is defined to identify anomalies and malicious activity in the network. Based on the
information provided by the sender, the evaluator node can identify the behavior of transmitting
node. Upon detection of malicious activity in the network, the evaluator node shares this
information with its neighbouring nodes. Higher the AR ratio, higher the node have ability to
detect malicious node in the network [172]. AR is defined as the ratio of malicious packets to
the total generated messages. Let sender S generates total My (S) messages, My (.S) represents
those packets which are tempered and compromised by the sender, then, AR (7(S)) can be

represented as follows.
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7.1.4 Trusted & Untrusted Packets in the network

These statistics show the amount of trusted and untrusted packets generated within the net-
work. Let Npgq is the total number of packets generated by the nodes in the network. Out of
Nrotar packets, Nr,sieq are the trusted packets and Ny,irusteq are the untrusted packets. Then

we calculate trusted and untrusted packets as follows in equation 7.4 & 7.5:

NTrusted - Z(NTotal - NUntrusted) (74)

NUntrusted - Z(NTotal - NTrusted> (75)

7.1.5 False Positive Rate (FPR)

FPR represents the capability of trust model to identify those malicious messages which are
incorrectly identified as legitimate nodes. The trust models should have less FPR values. Let
Py, represents the probability of detecting node as malicious, given the node is legitimate,
and P ;, is the probability of detecting node as legitimate, given the node is legitimate, then

FPR is mathematically written as:

. Pur
False Positive Rate = —————— 7.6
P, + Puyr (7.6)
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7.2 Considered Adversary Model

In order to evaluate performance of TMs in presence of attackers, we considered man-in-the-
middle attacks (MITM) as an adversary model for TEAM framework which is identified via
threat model (module 1) and risk assessment (module 2) of the framework. According to risk as-
sessment, MITM poses critical risk in VANET, therefore, we considered MITM attack with the
ability to alter and delay sensitive (i.e., accident) information by a factor of “d” seconds. Since,
very sensitive information (such as collision avoidance) is shared among vehicles in VANET,
therefore, tempering such data can have severe impact on the network. Further, delaying such
sensitive data prohibits the legitimate vehicles to receive information on-time. The designed
adversary model is equipped with both of these capabilities. In order to demonstrate TEAM
framework, three trust models are evaluated in presence of such MITM attackers. The high
level pseudo code of considered adversary model is depicted in Algorithm 4. It can be seen that
whenever message arrives at the MITM attacker, the attacker first creates an attacked message
M 4, where the content is first altered using specific alteration function. In the next phase,
delay is calculated at the attacker node which is then appended to the altered message. At this
stage, the attacker broadcast the message which is then received by the legitimate vehicles in

its vicinity.

Algorithm 4 Message Alteration and Delay Attack (Ayap)

Input: Legitimate Message Mg
Output: Attacked Message M4
1: if (Received Message == M) then
2 Check ‘content’ of Mg
3:  if (content == “data”) then
4 change “data” to “garbagedata”
5: Introduce delay (d) in Mg
6
7
8

end if
: Transmit My at time (t4enq + d)
. end if
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7.3 Evaluation of Trust Models

This section is dedicated to the simulation results of the trust models which are implemented

in TEAM framework. The trust models are evaluated in two modes.

1. Evaluation of trust models for general VANET

2. Evaluation of trust models for context-enabled VANET

The simulation results described in this chapter are the mean values of twenty-five simulation

runs for every scenario.

7.3.1 Evaluation of trust models for general VANET

In this section, we evaluated the performance of TEAM framework by implementing three
different trust models, i.e., entity-oriented trust model (EOTM), data-oriented trust model
(DOTM) and hybrid trust model (HTM). The trust models are evaluated under adversary
conditions based on the above evaluation metrics. In order to do so, we considered a scenario
where we continuously inject malicious nodes in the network and their presence is increased
from 10% to 80%. Further, the attackers are mobile and they are continuously changing their

location in the network.

Table 7.1 provide the details of various parameters used for the evaluation of TMs. We used a
condition that (8 = 10 X «) based on logic that trust cannot be established easily, i.e, trust is
very rare and easy to break. In our simulations, we also kept the initial trust value to 0.5 to

avoid the cold start problem [173, 174].

As VANET is a large-scale and open network, it is possible to have an attack which involves
high number of malicious nodes, e.g., distributed denial-of-service (DDoS) or worm-hole attack.
Therefore, we evaluated the efficiency of TMs in presence of different number of malicious
nodes. We first evaluated TMs for 10% malicious nodes, and we then increased the quantity of

malicious nodes to 80% with a step of 10%.
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Table 7.1: Simulation Details

Parameter Value
Simulation Network.Simulator OMNET++ 5.0
Framework Traffic Simulator SUMO 0.25.0
V2X Simulator VEINS 4.4
Simulation Area (km x km) | 2.5 x 2.5
No. of RSU )
Simulation Simulation Time 1000 sec
Details Accident Start Time 75 sec
Accident Duration 50 sec
Communication Range 250 m
Total Simulation Runs 25 times
No. of Legitimate Vehicles 100
No. of Malicious Vehicles (%) | 10, 20, 30, 40, 50, 60, 70, 80
MAC Protocol [EEE 802.11p
Network Protocol IEEE 1609.4 (WAVE)
Protocols Radio Propagation Model Simple Path Loss
Data Size 1024 bits
Header Size 256 bits
Initial Trust 0.5
Trust Threshold 0.5
Trust Model Honesty Factor («) 0.01
Dishonesty Factor (/) 0.1
Actions 1) Content Alteration
Attacker Model 2) Content Delay
Delay (d) 2 secs

7.3.1.1 End-to-end Delay

Figure 7.1 depicts E2E delay of three TMs in presence of malicious nodes. It can be seen
that among three considered TMs, network achieves high E2E delay for HTM, while, EOTM
experience lowest E2E delays. There are two main reasons for this behaviour. First, EOTM
integrates role-based and experienced-based trust management schemes which can detect and
eliminate malicious vehicles from the network. Second, DOTM and HTM relies on the data
for trust evaluation which is continuously delayed by the malicious nodes. This behaviour of
attackers prohibits the vehicles to receive messages in-time, thus, leaving a strong impact on

the network in terms of high E2E delays.

Next, Figure also suggests that the E2E delay of the network increases when the network is

polluted with malicious nodes. Since, one of the characteristics of the considered attacker
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Figure 7.1: E2E Delay vs Attackers

model is to delay the messages by ‘d” factor, as a result, network experience high E2E delays.
This delay further increases when the quantity of malicious nodes are increased in the network.
E2ED for EOTM is increased from 237.513 msec to 1587.18 msec, DOTM from 246.82 msec to
1682.74 msec, and 276.072 msec to 1699.35 msec for HTM, when malicious nodes are increased
from 10% to 80%. Figure also depicts that nodes utilizing EOTM achieves low E2ED than
DOTM and HTM. For instance, when network contains 50% malicious nodes, then EOTM
achieves 21.58% less E2ED, while EOTM achives 7.26% than HTM.

7.3.1.2 Event Detection Probability

The ability of the trust models to identify true events in the network can be expressed by deter-
mining Event Detection probability (EDP). Since, two types of messages propagates in the net-
work, i,e, (1) legitimate messages which are generated by honest vehicles, and (2) compromised
messages which are generated by attackers. Therefore, this metric is helpful in determining the
performance of the trust models to detect true events. The capability of three TMs to detect
true event is depicted by Figure 7.2. It suggests that EOTM can detect high number of true
events than DOTM and HTM. Since, EOTM integrates a role-based trust model, therefore,
there is high probability that these nodes provides correct information, resulting in higher de-

tection rates. The presence of such trusted nodes increases the scope of vehicles to detect true
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events in the network in presence of malicious nodes. For instance, EOTM and DOTM detects

24.36% and 9.82% more events correctly than HTM, if the network contains 50% malicious

nodes.
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Figure 7.2: Event Detection Probability vs Attackers

Further, figure also depicts that EDP of the network decreases when malicious nodes are in-
troduced in the network. Since, the considered attacker model is changing the content of the
legitimate messages. Thus, as the attack vector of malicious nodes increases in the network, the
ability of the trust model to identify true messages decreases. For instance, when the adver-
saries are increased in the network from 10% to 80% in the network, EDP for EOTM decreases
from 97.21% to 24.02%, for DOTM, it decreases from 91.09% to 1.722 %, while for HTM, EDP
declines from 88.60% to 1.38%.

7.3.1.3 Anomaly Ratio

The ability of trust models to detect anomalies in the network can be expressed via Anomaly
Ratio (AR). Figure 7.3 depicts the AR of the three trust models, which suggests two impor-
tant observations. (1) First, DOTM provides worst result than EOTM and HTM in terms of
identifying anomalies in the network. Since, trust establishment in DOTM relies entirely on
the received data, which, can be tempered by the malicious nodes. This results in poor perfor-

mance of DOTM in identifying network anomalies. On the other hand, EOTM relies on highly
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trusted nodes, i.e., role-based vehicles, which have the ability to identify and revoke malicious
entities from the network. Similarly, direct trust evaluation mechanism in HTM also increases
the capability of legitimate nodes to identify malicious nodes. For a network with 80% attack-
ers, both EOTM amd HTM performs about 19.2% better than DOTM. (2) Second, Figure 7.3
also depicts that the ability of trust model to detect anomalies in the network decreases when
it is flooded with attackers. Less amount of anomalies will be detected by the legitimate nodes
in presence of significant number of malicious nodes in the network. As an illustration, when
the quantity of attackers are increased from 10% to 80% in the network, then AR for HTM
and EOTM is decreased from 90% to 21%. For DOTM, AR decreases from 90% to 16.84%,
indicating the poor performance of DOTM than EOTM and HTM.
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Figure 7.3: Anomaly Ratio vs Attackers

7.3.1.4 False Positive Rate

False positive rate (FPR) illustrate the error margin of the TM where malicious node and its
content is incorrectly identified as legitimate. As mentioned earlier, low FPR is desired for a
good trust model due to the sensitive nature of the messages. Lower the FPR values, better
the trust model is. FPR for the TMs is depicted in Figure 7.4. It can be seen that with
the introduction of malicious nodes in the network, FPR increases. Since, attacker is altering

and delaying the legitimate messages, therefore, the probability of error margin increases. The
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attackers provide a limited window of opportunity for legitimate vehicles to communicate with
each other. Increasing such attackers in the network increases the probability of incorrectly
labelling valid data as malicious. For a network where malicious nodes are increased from 10%
to 80%, FPR of EOTM increases from 0.004% to 1.73%, while DOTM and HTM increases
from 0.024% to 3.75% and 0.61% to 4.01% respectively. This shows that all implemented TMs
achieve low FPR values (less than 4.5%), however, EOTM outperforms HTM and DOTM in
terms of FPR, where EOTM achieves lower values than others. As an illustration, for a network
with 50% malicious nodes, EOTM and DOTM achieves about 58% and 12% better FPR values
than HTM. This is due to the fact that EOTM and HTM includes role-based and direct trust
evaluation mechanism respectively, thus reducing the probability to incorrectly detect malicious
nodes.
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Figure 7.4: False Positive Rate vs Attackers

7.3.1.5 Trusted and Untrusted Packets

It can be seen from Figure 7.5 that when number of malicious entities are increased in the
network, trust decreases. In other words, the amount of trusted packets decreases while un-
trusted packets increases in the network as depicted in Figures (7.5 & 7.6) respectively. Since
the attacker model in our simulator is changing the content of the packet before broadcasting,

thus resulting in the generation of untrusted information in the network. Thus, the amount of
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trusted information decreases and untrusted information increases. For instance, the number
of trusted packets decreases from 90% to about 20% and the amount of untrusted information

increases from 10% to about 80%, when the quantity of malicious nodes are increased from

10% to 80%.

Trusted Packets in network Untrusted Packets in network
k : . : T .

100 ‘ : ‘ 100
Il Data-Oriented TM [l Data-Oriented TM
or I Eriity-Oriented T™ | | 90 I | I Entity-Oriented TM
I Hybrid T™ I Hybrid T™
80 ) .

70 F 70

60 F 60 -
50 F 50

40 40

Trusted Packets (%)
Untrusted Packets (%)

30+ 30

20 4 20 -
101 4 10
0 0
10 20 30 40 50 60 70 80 10 20 30 40 50 60 70 80
Malicious Nodes (%) Malicious Nodes (%)

Figure 7.5: Trusted Packets vs Attackers Figure 7.6: Untrusted Packets vs Attackers

Moreover, it is also depicted from Figure 7.5, that the network containing EOTM and HTM
ensures more trusted packet than DOTM. Similarly, Figure 7.6 depicts that the network with
DOTM contains high number of untrusted packets. Since, DOTM highly relies on the data
trustworthiness, which can be tempered by malicious nodes. This results in the loss of trusted
packets in the network which is replaced by untrusted packets due to alteration by the attackers.
On the other hand, presence of role-based vehicles and direct trust evaluation mechanism of

HTM ensures high trust packets.

7.3.2 Evaluation of trust models for context-enabled VANET

We evaluated the performance of TMs using different evaluation criteria which mainly focused
on security and QoS of the network as mentioned in section 7.1. Results explained below
depict that malicious vehicles deteriorate the performance of TMs in terms of high end-to-end

delays, false positive rates and high number of untrusted packets in the network. Moreover,
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the presence of adversaries also reduces the probability to detect true events, anomalies and

generation of trusted packets in the network.

Table 7.2 provide the details of various parameters used for the evaluation of TMs. We used a
condition that (6 = 10 X «) based on logic that trust cannot be established easily, i.e, trust is
very rare and easy to break. In our simulations, we also kept the initial trust value to 0.5 to

avoid the cold start problem [173, 174].

Table 7.2: Simulation Details for TEAM in context-enabled VANET

Parameter Value
Simulation Network‘Simulator OMNET++ 5.0
Framework Traffic Simulator SUMO 0.25.0
V2X Simulator VEINS 4.4
Simulation Area (Urban) 4 km x 2.5 km
Simulation Area (Rural) 10 km x 8 km
Simulation Simulation Tirpe 1000 secs
Details Event Start Time 75 sec
Event Duration 50 secs
No. of Legitimate Vehicles 100
No. of Malicious Vehicles (%) | 10, 20, 30, 40, 50
Total Simulation Runs 25
MAC Protocol IEEE 802.11p
Network Protocol IEEE 1609.4
Protocols Radio Propagation Model Simple Path Loss
Data Size 1024 bits
Header Size 256 bits
Initial Trust 0.5
Trust Model | Trust Threshold 0.5
Details Honesty Factor («) 0.01
Dishonesty Factor (/) 0.1
Attacker Actions 1) Content Alter
Model 2) Content Delay
Delay (d) 2 secs

7.3.2.1 End-to-end Delay

Figure 7.7a shows E2ED of data-oriented trust model in four scenarios. It can be seen that
scenario 4 outperforms other scenarios by achieving lowest end-to-end delay (E2ED). Moreover,
static attackers affect the network more rather than mobile attackers. As the impact created by

static attackers is limited to a specific geographical location, therefore, increasing such malicious
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vehicles results in delaying more packets in the network, ultimately increasing the overall E2ED.
On the other hand, the scope of attack by mobile attacker is not limited to specific location due
to their constant mobility. It is quite possible that legitimate vehicles might receive messages
from neighborhood in that specific location. Comparing all scenarios for DOTM, for a network
with 50% malicious vehicles, we observed that scenario 1, 2 & 3 attains 61.33%, 96.47% &

98.92% high E2EDs respectively as compared to scenario 4.
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Figure 7.7: End-to-End Delay (a) Data-Oriented TM (b) Entity-Oriented TM (c¢) Hybrid TM

Figure 7.7b highlights E2ED for entity-oriented trust model, where network with low mobility
is affected significantly by static malicious entries. These malicious vehicles introduce massive
delay in the attack-prone area which prohibits the legitimate vehicles to receive messages on
time. Increasing static attackers in the network increases the attack vector which results in
higher message delay. On the other hand, mobile attackers have high influence on the network
with high mobility. Attack vector of such attackers continuously change due to their mobility,
thus the impact caused by mobile malicious vehicles is different from static malicious vehicles.
From Figure 7.7b, we observe that when a network contains 50% malicious vehicles, scenario
1 performs 19.31%, 64.16% and 3.3% better than scenario 2, 3 and 4 respectively by achieving
low E2E delays.

Figure 7.7c represents the E2E delay of the network utilizing hybrid trust model. The per-
formance of HTM is similar to DOTM, where, network achieves highest end-to-end delays in
scenario 3 and lowest in scenario 4. HTM integrates both sender reputation and data correct-
ness, thus the evaluator node requires more time to calculate and evaluate trust as these are

time intensive processes. From Figure 7.7c, scenario 4 performs 31.6%, 60.9% and 86.7% better
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than scenario 2, 1 and 3 respectively by achieving lower E2ED.

Table 7.3 highlights end-to-end delay of all trust models, which depicts that EOTM achieves
better results than DOTM and HTM by ensuring overall lower E2E delay in the network.
This is due to the presence of role-based and highly experienced vehicles which can detect and
eliminate dishonest vehicles from the network. On the other hand, DOTM and HTM depends
on data for trust evaluation, which is continuously delayed by malicious vehicles. As a result,
legitimate vehicles are unable to receive messages in-time, thus leaving a strong impact on the

network in terms of high E2E delay.

Table 7.3: Comparison of End-to-end Delay

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model
(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM

10 820.1 2.67 824.2 781.977 | 185.41 | 782.301 | 801.49 216.66 | 803.3 190.347 | 3.04 195.051

20 1045.63 | 102.32 1252.9 | 1120.82 | 571.72 1121.12 | 1315.556 | 628.46 1571.85 | 583.61 131.52 606.185

30 1952.54 | 382.67 | 2110.82 | 1454.8 744 1459.2 | 2021.13 | 952.26 | 2029.72 | 590.166 | 510.11 615.60 EOTM
40 2029.823 | 480.04 | 2673.37 | 1345.29 | 971.871 | 1351.4 | 2864.5 2472.36 | 3229.59 | 876.115 | 811.44 | 894.27

50 2995.97 | 989.9 3045.61 | 1739.76 | 1226.83 | 1740.3 | 8998.84 | 2762.6 | 8999.41 | 1158.31 | 1023.89 | 1189.24

7.3.2.2 Event Detection Probability

Figure 7.8a depicts the probability of data-oriented trust model to detect true events in four
scenarios. It can be seen that highest EDP is achieved when the network contains mobile
attackers. The attack vector of the mobile attacker constantly changes. As a result, probability
of vehicles to detect true event increases as they might receive true events from other honest
vehicles in its vicinity. On the other hand, static attackers decreases the ability of legitimate
vehicles to detect true events due to constant attack-vector in geographical location. For a
network with 20% malicious nodes, scenario 2 achieves 5.3%, 44.3% & 33.5% high EDP than

scenario 1, 3 & 4 respectively.

Event detection probability of entity-oriented TM is shown in Figure 7.8b, highlighting that high
mobility networks are affected to a greater extent with mobile attackers, where the detection of
true events decreases massively in the network. Static attackers, on the other hand, create high
impact on the network with low mobility (such as city center), where increasing such vehicles

increases the generation of compromised messages in the network. This limits the scope of the
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Figure 7.8: Event Detection Probability (a) Data-Oriented TM (b) Entity-Oriented TM (c)
Hybrid TM

legitimate vehicles to correctly detect true events in the network. Among all the considered
scenarios, highest EDP is achieved in scenario 1 and lowest EDP in scenario 3. When the
network is injected with 20% malicious nodes, scenario 1 achieves 8.9%, 19.2% & 32.9% better

EDP than scenario 4, 2 & 3 respectively.

Figure 7.8c shows the true event detection probability of hybrid trust model in four scenarios.
HTM performs similar to DOTM where highest EDP is achieved in scenario 2 and lowest in
scenario 3. The vehicles incorporating HTM integrates trust evaluation on the received data,
which may be tempered by malicious vehicles. Increasing such vehicles which disseminates
compromised data will limit the vehicles to correctly identify true events, thus decreasing
network efficiency. For a network having 20% malicious vehicles, scenario 2 achieves 7.5%,

44.1% & 35.2% high EDP than scenario 1, 3 & 4 respectively.

Table 7.4 depicts that the event detection probability of entity-oriented trust model is better
than other trust models. EOTM integrates role-based trust mechanism which propagates cor-
rect events in the network. As a result, the scope of vehicles to detect true events increases in

the network in presence of malicious vehicles.

Table 7.4: Comparison of Event Detection Probability

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model

(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM

10 62.14 94.97 60.24 | 65.87 91.65 61.18 | 50.89 91.02 50.11 | 51.32 93.21 50.20

20 53.22 88.25 51.1 56.21 71.244 | 55.31 | 31.265 59.13 30.9 37.34 80.33 35.81

30 26.18 80 22.58 | 28.47 60.1 25.93 |22.24 45.81 21.67 | 25.027 72.08 24.06 EOTM
40 24.24 58.46 20.27 | 26.54 44.4 22.7 18.8 42.2 18.58 | 20.82 53.14 19.68

50 19.24 52.81 17.7 20.562 36.73 19.14 | 10.12 30.713 10.08 | 13.73 49.4 12.96
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7.3.2.3 Anomaly Ratio

Figure 7.9a depicts the capability of data-oriented trust model to detect anomalies in the
network. It shows that scenario 4 outperforms other scenarios by detecting maximum number
of anomalies. This is due to the fact that mobile attackers affect the high number of vehicles as
a consequence of their low mobility. On the other hand, less anomalies are detected in scenario
1, as the vehicles communicate for a very short span of time for highly mobile legitimate vehicles
and static attackers. For 50% malicious vehicles, scenario 4 can detect 31.1%, 77.5% & 86.13%
better anomalies than scenario 2, 3 & 1 respectively.
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Figure 7.9: Anomaly Ratio (a) Data-Oriented TM (b) Entity-Oriented TM (c¢) Hybrid TM

Figure 7.9b shows the anomaly ratio of the network incorporating entity-oriented trust model,
highlighting that scenario 4 can detect high number of anomalies in the network as in DOTM.
The low mobility and high number of legitimate vehicles (e.g., city center) can detect malicious
activity in the network. When the network contains 50% malicious vehicles, scenario 4 detects

81.1%, 2.16% and 84.88% more anomalies than scenario 1, 2 and 3 respectively.

The ability of hybrid trust model to detect anomalies is shown in Figure 7.9c. HTM behaves
similar to DOTM where low mobility of legitimate vehicles detects high number of anomalies
in the network in the presence of mobile malicious attackers. These attackers provide an
opportunity of window to the vehicles to communicate and detect anomalies in the network.
For a network injected with 50 % malicious vehicles, scenario 4 provides 83.9%, 20% and 79.6%

better results than scenario 1, 2 and 3 respectively by detecting more anomalies.

In short, Table 7.5 clearly depicts that entity-oriented trust model can detect high number of
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anomalies than data-oriented and hybrid trust model. EOTM relies on trusted and experienced
vehicles which are classified as trusted members of the network by the higher authorities, thus,
the ability of the vehicles to detect malicious activity in the network increases.

Table 7.5: Comparison of Anomaly Ratio

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model

(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM
10 71.42 89.09 71.42 | 81.64 89.47 70 70 82.65 67.41 | 88.4 90.1 88.4
20 34.88 54.87 33.3 54.16 70.21 54.16 | 39.13 42.85 35.06 | 71.42 77.52 67.5
30 15.18 30.89 15.18 | 37.931 56.52 37.9 17.45 21.1 15.56 | 65.75 71.6 57.6 EOTM
40 7.87 12.96 7.87 36.39 52.8 39.39 | 9.58 12.32 9.51 53.24 55.95 44.08
50 6.1 9.82 6.1 30.3 51.06 30.3 9.89 7.894 7.71 44 52.19 37.9

7.3.2.4 False Positive Rate

False positive rate illustrate the error margin of the TM where malicious entity and its content
is incorrectly identified as legitimate. FPR of the data-oriented and hybrid trust models is
shown in Figures 7.10a & 7.10c, emphasizing that network attains high FPR in scenario 1 & 4
where it increases almost exponentially as compared to scenario 2 & 3. Moreover, DOTM &
HTM achieves high FPR for a network containing high mobility and static attackers. These
attackers provide limited window of opportunity for legitimate vehicles to communicate with
each other. Increasing such malicious vehicles in the network increases the probability of
incorrectly labeling valid data as malicious. DOTM and HTM achieves low FPR in urban
scenario where high density of legitimate vehicles can correctly identify valid messages. For
a network incorporating DOTM and containing 30% malicious vehicles, scenario 3 achieves
50.3%, 18.23% and 25.78% low FPR than scenario 1, 2 and 4 respectively. In case of HTM,
scenario 3 achieves 45.7%, 37.6% and 41.5% low FPR than scenario 1, 2 and 4 respectively.

Table 7.6: Comparison of False Positive Rate

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model

(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM

10 1.6 0.196 1.95 1.57 0.2099 | 1.90 1.26 0.184 1.27 1.27 0.273 1.63

20 2.03 0.233 2.41 1.75 0.366 1.98 1.58 0.204 1.7 1.7 0.39 2.17

30 2.39 0.262 3.3 1.88 0.33 2.87 1.59 0.232 1.79 2 0.425 3.06 EOTM
40 3.8 0.58 4.27 1.92 0.62 3.25 1.91 0.357 2.05 2.4 0.81 3.85

50 4.11 0.968 4.42 2.5 1.37 3.48 2.24 0.42 2.46 4.1 1.42 4.27

FPR for entity-oriented trust model is highlighted in Figure 7.10b, demonstrating that efficiency

of the network decreases in terms of FPR when it is flooded with mobile attackers. The
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Figure 7.10: False Positive Rate (a) Data-Oriented TM (b) Entity-Oriented TM (c) Hybrid
™

attack-vector of such attacker changes continuously which increase the probability of incorrectly
classifying malicious message as valid. Among 4 scenarios, EOTM performs better in scenario
3, where low FPR is achieved. The low mobility and high density of vehicles produce a massive
amount of messages, which provide an extended window to legitimate vehicles to identify true
and malicious events in the network. When a network is flooded with 30% malicious nodes,
scenario 3 performs 11.4%, 29.6% and 45.4% better than scenario 1, 2 and 4 respectively by
achieving low FPR. Table 7.6 shows that EOTM performs better than DOTM and HTM in
terms of FPR. This is due to the presence of role-based vehicles in EOTM which decreases the

probability of error-margin in the network.
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Figure 7.11: Trusted packets in the network (a) Data-Oriented TM (b) Entity-Oriented TM
(c¢) Hybrid TM



142

7.3.2.5 Trusted and Untrusted Packets

Figures 7.11 & 7.12 show the number of trusted and untrusted packets generated by a network
incorporating DOTM, EOTM and HTM respectively, demonstrating that scenario 4 outper-
forms other scenarios by propagating high number of trusted messages in VANET. This is
due to the fact that low mobility of vehicles provide enough time for legitimate vehicles to
validate trust on the sender. Moreover, network is affected when it is polluted with static
attackers. These attackers have a constant attack-vector in a attack-prone location, thus it is
highly unlikely that vehicles receive trusted messages from legitimate vehicles in presence of
these attackers. On the contrary, vehicles have the possibility to receive trusted messages in

presence of mobile attackers as the attack-vector changes continuously due to their mobility.

Table 7.7: Comparison for Total Trusted Packets

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model

(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM

10 71.42 89.09 71.42 | 70 89.47 70 75.64 82.65 67.41 | 88.40 90.10 88.40

20 34.88 54.87 33.33 | 54.16 70.21 54.16 | 39.13 42.85 35.06 | 71.42 77.52 67.53

30 15.18 30.89 15.18 | 37.93 56.52 37.93 | 17.45 21.10 15.56 | 65.75 71.59 57.64 EOTM
40 7.87 12.96 7.87 33.93 55.81 39.39 | 9.58 12.32 9.51 53.24 55.95 44.08

50 6.10 7.89 6.10 30.30 51.06 30.30 | 7.89 9.82 7.71 44 51.19 37.93

When a network integrates DOTM and is flooded with 50% malicious vehicles, scenario 4
generates 86.12%, 31.12% and 82% more trusted packets and 67.66%, 24.45% and 64.46% less
untrusted packets generated for scenario 1, 2 and 3 respectively. In case of the network with
EOTM, scenario 4 generates 84.5%, 0.25% and 80.8% more trusted and 47%, 0.26%, 45.87% less
untrusted packets than scenario 1, 2, and 3 respectively. Moreover, for a network incorporating
HTM, scenario 4 produces 83.9%, 20.1% and 79.6% more trusted and 33.9%, 10.94%, 32.68%

less untrusted packets than scenario 1, 2, and 3 respectively.

Table 7.8: Comparison for Total Untrusted Packets

Malicious Scenarios
Nodes Scenario 1 Scenario 2 Scenario 3 Scenario 4 Best Model

(%) DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM | DOTM | EOTM | HTM
10 28.58 10.91 28.58 | 30 10.53 30 24.36 17.35 32.58 | 11.6 9.9 11.6
20 65.12 45.13 66.66 | 45.84 29.79 45.84 | 60.87 57.15 64.93 | 28.58 22.48 32.46
30 84.82 69.11 84.82 | 62.07 43.48 62.07 | 82.87 78.9 84.43 | 34.25 28.41 42.35 EOTM
40 92.13 87.04 92.13 | 66.61 44.19 60.60 | 90.42 87.68 90.48 | 46.76 44.05 55.9
50 93.9 92.11 93.9 69.7 48.94 69.69 | 92.11 90.18 92.28 | 56 48.81 62.06

Table 7.7 & 7.8 depicts that EOTM outperforms both DOTM and HTM as high number of

trusted packets are ensured in the network. Similarly, less number untrusted messages are
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Figure 7.12: Untrusted packets in the network (a) Data-Oriented TM (b) Entity-Oriented TM
(¢) Hybrid TM

generated in the network containing EOTM. This is due to the presence of highly trusted
entities (such as law-enforcement, ambulances etc.) in the network which assures a trusted

environment where trusted information can propagate in the network.

7.4 Discussion

In this section, we focus on the discussion of TEAM framework performance in terms of its

applicability, usability, scalability, security assurance and limitation.

7.4.1 Applicability of TEAM:

TEAM provides a base framework for smart city planners and automotive manufacturers to
design, test and validate TMs in different contexts and attacker models before integrating them
within the vehicles and network. Moreover, TEAM provides various TMs for benchmarking
purposes. Further, TEAM can be used by the researchers to validate their newly designed TM.
Thus, a wide range of users (automotive manufacturers, researchers and smart city planners)
can evaluate the efficiency of the designed TM by comparing it against benchmarked TM using

an extensive set of realistic trust evaluation criteria.
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7.4.2 Usability of TEAM:

TEAM is designed using three widely used open-source platforms, i.e., OMNET++, VEINS
and SUMO. OMNET++ supports the graphical user interface, therefore, TEAM can provide
the graphical representation of the network where the user can visualize the behavior of the TM.
Thus, the smart city planners or users with knowledge about these standardized platforms can
validate newly designed and available TMs using TEAM. However, a small effort is required
to understand the implementation and integration of various components of TM within the

framework. TEAM is available to researchers upon request for research purposes.

7.4.3 Scalability Analysis:

Scalability is one of the crucial requirement in VANET as the rate of entering and exiting
vehicles in the network is not constant. Thus, the TMs should be scalable and independent

of network size and vehicles mobility. TEAM is a scalable framework as it integrates scalable

simulation tools such as OMNET++ [175], SUMO [176] and VEINS [177].

We tested our framework by evaluating TMs in four contexts with random vehicular mobility.
However, more contexts can easily be integrated in TEAM. For example, contexts based on

vehicles concentration and dispersion across the network is not considered in current framework.

Moreover, in the context of smart city, TEAM can support high number of vehicles to better
understand the behaviour of TMs for validation purposes. TEAM framework integrates realistic
maps, imported directly from OpenStreetMap. Traffic is generated on these maps via SUMO
which includes both mobile and static vehicles (attackers) in the network. However, identifying
the ideal location on the map for placing static vehicles is a time intensive process as the user
has to first identify the favorable place on the map and then align the vehicle in that location
to utilize its capabilities. This complexity increases when the user has to place a high number
of static vehicles in the network. For instance, placing 80% static attackers for a network with
1000 vehicles is challenging as the user has to identify ideal locations for implementing such

high number of attackers on the map.



145

7.4.4 Security Analysis:

It is eminently important for TMs to be robust against attacks which reduces the network
performance by transmitting untrusted and compromised messages in the network such as
MITM attacks. Threat model and risk assessment modules of TEAM identified various attacker
models (AMs) with critical and high risk in the network. Our framework has the ability to
provide the security perspective for the evaluation of TMs in the network as AMs with critical
risks are integrated within TEAM. We tested the performance of TMs using TEAM in presence
of attackers. Simulation results indicate that DOTM and HTM are more prone to attacks than
EOTM, where, security is achieved by evaluating trustworthiness on the node. Moreover,
EOTM ensures the presence and dissemination of more trusted information in the network due

to role-based trust.

7.4.5 Limitation of TEAM:

Simulation results showed the applicability of TEAM to accurately evaluate TMs in VANET.

However, there are certain limitations in current framework.

e Modeling human factor (driver’s honesty and selfishness) accurately for trust management
is a challenging task in VANET. Recently, some TMs are proposed which relies on social
networks for trust management such as [170, 178]. Currently, TEAM can only evaluate
TMs for VANET and it cannot evaluate social-network based TMs as it is not integrated

in our framework yet.

e Recently, some effort is done in adopting Content-Centric Networking (CCN) and Named
Data Networking (NDN) into VANET [179, 180]. Currently, TEAM is limited to host-
based communication paradigm only, and hence, it cannot evaluate TMs which are de-

veloped purely on CCN and NDN-based VANET.

e Similarly, different computing paradigms such as cloud computing and fog computing is

integrated in VANET to provide wide range of applications [181, 182]. TEAM currently
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focused on trust modelling for pure VANET, and hence, it cannot evaluate trust models

in VANET which relies on cloud or fog computing.

e We have tested the performance of our framework with up-to 300 vehicles which were
generated in SUMO. Theoretically, TEAM is scalable and can support higher number of
vehicles. Only complexity is placing higher number of static nodes at the micro-level on

the realistic map.






Chapter 8

Conclusion and Future Work

This chapter concludes this thesis and it consists of two sections. In the first section of this
chapter, we derived conclusions from this research and briefly outlined the major contributions
achieved in this thesis. The last section of this chapter identifies different future research

directions of this study.

8.1 Major Contributions

A secure and attack-free environment is a prerequisite in VANET for trusted message dissem-
ination among vehicles and infrastructure. However, the random mobility (high and low) of
both legitimate and malicious vehicles results in various contexts in VANET. Creating a trusted
environment and maintain a trust relation among the vehicles in every context of VANET is
an extremely challenging task as the attackers might penetrate the network and pollute it with
bogus information. Therefore, the trust models (TMs) should be validated in different context
of VANET before integrating and implementing them in the real environment. Further, there
should be a way to compare different proposed TMs in VANET. In light of this discussion, we
proposed a novel framework that has the capability to validate, evaluate and compare a wide

range of TMs in VANET.

In order to achieve our aim and objectives, we started our thesis with providing details about
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vehicular networks and trust management in Chapter 2 and Chapter 3. These chapters build
the foundation of this thesis where we identified various research gaps in this domain. Chapter
2 focused entirely on the fundamental basics of vehicular networks where we explained the
architecture of VANET in detail and identified various research challenges faced by this inter-
mittent technology. The next chapter elaborated the trust management issues within VANET
where, we carried out an extensive literature survey on trust management and their evaluation
in VANET. First, we identified a wide range of TMs in VANET and categorized them into three
distinct classes, i.e., Entity-oriented TMs (EOTM), Data-oriented TMs (DOTM) and Hybrid
TMs (HTM). Next, we focused on the evaluation frameworks within VANET. According to
our extensive literature survey, the currently available TMs have limitations in their scope,
as they only evaluate a particular class of TMs. Further, we concluded that there is no such

comprehensive methodology and framework, which can compare a wide range of TMs.

Therefore, to fill this gap, we proposed, presented and implemented a novel framework in
VANET that have the ability to evaluate, validate and compare different TMs under various
contexts and adversary conditions. To this end, we provided the details of our trust evaluation
and management (TEAM) framework in Chapter 4, which consisted of five distinct modules, i.e.,
threat model, risk assessment, TM categorization, context-establishment and trust evaluation
platform. Further, we also carried a qualitative evaluation of various TMs in VANET in this
chapter, where, we specifically evaluated 12 TMs based on sixteen trust evaluation criteria.

This study showed that none of the TM in VANET satisfy all the trust evaluation criteria.

Chapter 5 is dedicated to the implementation details of this thesis, which provides the details
of the proposed research methodology and the implemented simulation environment in order
to design TEAM framework. Further, we also introduced VEINS simulation platform in detail
as TEAM is developed on top of this simulator. Specifically, we explained various involved

components of VEINS and the implementation details of TEAM framework in this chapter.

We dedicated Chapter 6 to provide extensive details of threat model and risk assessment, which
are vital components of of TEAM framework. First, we explained the design of our proposed

threat model that follows an asset-based approach to identify vulnerabilities, threats and attacks
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across different assets of VANET. Next, we performed risk assessment in VANET to identify
attacks with critical impact on the network. Specifically, a context-based risk assessment model
is proposed where the impact of same attack in four different contexts of VANET is evaluated
based on the mobility of the nodes. We concluded from this context-based risk assessment

approach that the same attack in VANET has different impact in different scenarios of VANET.

In order to demonstrate our framework, we implemented three different TMs, i.e., entity-
oriented, data-oriented and hybrid trust model in Chapter 7. We conducted an extensive
set of simulations to study the behaviour of TMs in presence of adversary conditions for four
different contexts in VANET. Further, TMs are evaluated using realistic trust evaluation criteria
proposed in Chapter 4. TEAM revealed an interesting result that changes the general perception
that HTMs perform better in VANET due to their imperative nature of evaluating trust on
both vehicle and data. However, according to our framework, EOTM outperforms both DOTM
and HTM. This is due to the presence of highly trusted and experienced vehicles in the network

ensuring the dissemination of trusted messages.

8.2 Future Work

Our proposed TEAM framework can be beneficial to the wide range of users. First, it can
be instrumental and helpful for researchers in this domain to validate their newly designed
TMs. As the framework integrates different TMs, thus, it provides an excellent opportunity
to the researchers to compare the efficiency of their designed TMs against the benchmarked
TMs. Next, TEAM framework can be used by smart city planners and vehicle manufacturers to
model, evaluate and validate TMs in different contexts of VANET. Currently, TEAM framework
supports four contexts in VANET which are designed based on the nodes mobility. Thus, it
provides a universal platform to these users to validate TM in different contexts of VANET.
Further, various realistic trust evaluation criteria are integrated within TEAM, thus, these
users can validate the efficiency of TMs before integrating and implementing them within the

vehicles in a real-environment.
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This thesis forms the foundation for evaluating different TMs in VANET. However, this thesis

can be extended in various directions such as:

e Context establishment in this thesis is based on the nodes mobility only. The accuracy of
the evaluation of trust models via TEAM can be enhanced by integrating more contexts

such as nodes dispersion throughout the network.

e The framework can be extended to VANET based on alternative architecture such as
Named Data Networking (NDN). This extension to the TEAM framework can evaluate

the performance of trust models implemented for NDN-based VANETSs.

e This thesis can also be extended by integrating social networks into the framework, so

that it can evaluate the trust models which considers social networks into account.

e This thesis considered only three trust models for the evaluation of TEAM framework.
This work can be extended further by implementing more trust models within the frame-

work.

e We considered man-in-the-middle attacks in VANET to evaluate the TEAM framework.
The performance of TEAM framework can be extended by implementing other attacks

having severe risk in VANET and evaluating the TEAM framework under such attacks.






Appendix 1: Adding Attacks and Trust
Models in TEAM

This appendix provide details of adding new attacks and trust models in the TEAM framework.

Adding a New Attack

Let‘s assume that the new attack that is going to be implemented in TEAM framework is

“Wormhole”. Following steps must be followed to add a new attack at the application layer.

1. Create a new folder at location “/src/attacks/wormhole”

2. In this folder, create the associated network description file (.ned), source file (.cc), and

respective header file (\h)

(a) wormhole.ned  //ned file
(b) wormhole.h  //header file

(c) wormhole.cc ~ //source file
3. In the network description file, inherit the attack module in the following way:

(a) Simple wormhole extends BaseWaveApplLayer

(b) Create the class tag: @Qclass(wormhole)

4. In the header file, inherit the class from existing attacks and add respective parameters

151



152

(a) Class wormhole: public BaseWaveApplLayer
5. Once, .ned and .h files are defined, the next step is to implement a source file (.cc)

(a) Include the created header file (wormhole.h)

(b) Include the following macro (Define_Module(wormhole)) in the source file to register

the implemented class with OMNET++.
(c) Initialize the parameters in the initialize function.

(d) Implement the attack scenario when the message is received by defining “received”

function.

(e) Define a “send” function about the attack behaviour to be transmitted in the net-

work.

6. To execute and run the simulations, modify the “omnetpp.ini” file by adding and speci-

fying the attackers.

(a) *.node[l].appType = “wormhole”  //Node 1 is an attack node performing worm-

hole attack

(b) *mnode[*].appType = Application  //All other nodes are legitimate

Adding a New Trust Model

Following steps must be ensured to integrate a new trust model (TM1) within TEAM frame-

work.

1. 1) Create a new folder at location “/src/trustmodels/TM1”

2. Create the respective network description file (.ned), source file (.cc), and respective

header file (.h) at the above location.

(a) TM1l.ned  //ned file
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(b) TM1.h  //header file

(¢) TMl.cc  //source file
3. In the network description file, inherit the trust model module via:

(a) Simple TM1 extends BaseWaveApplLayer
(b) Create the class tag: @class(TM1)

4. In the header file, inherit the class from existing trust models and add respective param-

eters
(a) Class TM1: public BaseWaveApplLayer
5. The next step is to implement a source file (.cc) after defining .ned and .h files

(a) Include the created header file (TM1.h)

(b) Include the following macro (Define_Module(TM1)) in the source file to register the

implemented class with OMNET++.
(c) Initialize the parameters in the initialize function.

(d) Implement the the trust function for a received messaged by defining “received”

function.

(e) Define a “send” function to transmit trusted messages in the network.

6. To execute and run the simulations, modify the “omnetpp.ini” file by adding and speci-

fying the attackers.

(a) *node[l].appType = “TM1” //Node 1 is using trust model TM1

(b) *.node[*].appType = Application  //All other nodes are using default application

(Without trust calculations)
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