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Abstract 

In today’s business environment, the trend towards more product variety and customization is unbroken. Due to this development, the need of 
agile and reconfigurable production systems emerged to cope with various products and product families. To design and optimize production
systems as well as to choose the optimal product matches, product analysis methods are needed. Indeed, most of the known methods aim to 
analyze a product or one product family on the physical level. Different product families, however, may differ largely in terms of the number and 
nature of components. This fact impedes an efficient comparison and choice of appropriate product family combinations for the production
system. A new methodology is proposed to analyze existing products in view of their functional and physical architecture. The aim is to cluster
these products in new assembly oriented product families for the optimization of existing assembly lines and the creation of future reconfigurable 
assembly systems. Based on Datum Flow Chain, the physical structure of the products is analyzed. Functional subassemblies are identified, and 
a functional analysis is performed. Moreover, a hybrid functional and physical architecture graph (HyFPAG) is the output which depicts the 
similarity between product families by providing design support to both, production system planners and product designers. An illustrative
example of a nail-clipper is used to explain the proposed methodology. An industrial case study on two product families of steering columns of 
thyssenkrupp Presta France is then carried out to give a first industrial evaluation of the proposed approach. 
© 2017 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of the scientific committee of the 28th CIRP Design Conference 2018. 
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1. Introduction 

Due to the fast development in the domain of 
communication and an ongoing trend of digitization and
digitalization, manufacturing enterprises are facing important
challenges in today’s market environments: a continuing
tendency towards reduction of product development times and
shortened product lifecycles. In addition, there is an increasing
demand of customization, being at the same time in a global 
competition with competitors all over the world. This trend, 
which is inducing the development from macro to micro 
markets, results in diminished lot sizes due to augmenting
product varieties (high-volume to low-volume production) [1]. 
To cope with this augmenting variety as well as to be able to
identify possible optimization potentials in the existing
production system, it is important to have a precise knowledge

of the product range and characteristics manufactured and/or 
assembled in this system. In this context, the main challenge in
modelling and analysis is now not only to cope with single 
products, a limited product range or existing product families,
but also to be able to analyze and to compare products to define
new product families. It can be observed that classical existing
product families are regrouped in function of clients or features.
However, assembly oriented product families are hardly to find. 

On the product family level, products differ mainly in two
main characteristics: (i) the number of components and (ii) the
type of components (e.g. mechanical, electrical, electronical). 

Classical methodologies considering mainly single products 
or solitary, already existing product families analyze the
product structure on a physical level (components level) which 
causes difficulties regarding an efficient definition and
comparison of different product families. Addressing this 
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Abstract 

In the past few decades, competition has increased between organizations as a result of globalization and fast development in IT. Companies 
these days are continuously looking to expand their market geographically to attract new customers. With that in mind, the main concern of 
companies is to achieve their customers' requirements, which makes the supply chain (SC) longer and more complex. This leads to increased 
difficulty in managing the SC along with controlling risks and disruptions in SC. Such as loss of a critical supplier, a fire accident in the production 
facility, or an act of terrorism.  
To deal with these risks, SC must be designed to provide an efficient and effective response, keep its process working and be capable of recovering 
to their original state after disruptive events, this is considered as the core of supply chain resilience (SCRes). Furthermore, companies that design 
their SC with capabilities to react quickly to any disruptions in its process have the opportunity to become more stabilized and acquire an improved 
position in the market.  
Researchers have been exploring ways to acquire supply chain resilience, such as encouraging and improving collaboration between SC partners 
or by increasing the organization’s visibility through monitoring SC events and patterns.  
Studies have shown that IT has a role in improving SCRes, such as information-sharing systems to promote collaboration and visibility tactics. 
However, recent research trends are exploring new and emerging technologies like the Internet of Things (IoT). Despite the growing interest in 
IoT, minimal research has been carried out for its application in SCRes. Research in this direction is necessary to explore opportunities provided 
by IoT to redesign SC which in turn reinforces flexibility of supply chains and aspects of analysis of the product quality and how it could enable 
companies to improve their SCRes. This study is directly focused to identify and highlight this gap.  
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1. Introduction 

With the wide advances in technology, it has become 
mandatory for organizations to acquire a competitive 
advantage in the market through incorporating information 
technology, IoT, big data and cloud computing technologies 
across the supply chain. Internet of things (IoT) delivers new 
opportunities to mitigate risks, manage complexity and provide 
tangible business benefits through increasing transparency and 
flexibility across the supply chain (SC). 
 
Supply chain resilience (SCRes) is  “The adaptive capability of 
the supply chain to prepare for unexpected events, respond to 

disruptions, and recover from them by maintaining continuity 
of operations at the desired level of connectedness and control 
over structure and function”[1]. 
 
The connectedness and control needed across the SC to adapt 
and be prepared in the case of disruptions can be captured by 
the capabilities of the IoT, Smart technologies allow one to 
remotely monitor and control the location and conditions of 
shipments and products from production to the end 
customer[2]. 
 
Furthermore, collaboration and visibility are straightforward 
processes with real time connectivity. Scholars agree that 
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collaboration is one of the key elements of a resilient SC where 
two or more firms work effectively together, planning and 
executing supply chain operations toward common goals 
[3],[4], [5]. 
 
Another approach to improve SCRes is by increasing the 
organization’s visibility through monitoring SC events. Supply 
chain visibility and collaboration depend on information 
sharing between its members[4], [6]. 
 
Rice Jr and Caniato (2003) mentioned that resilience can be 
enhanced by making the supply chain structure more flexible 
[7]. Other approaches include controlling supply chain 
processes by implementing policies that prevent disruptions, 
such as implementing lean production, six sigma practices, 
develop products with appropriate levels of quality and strong 
corporate culture [8].  
 
Nevertheless, there is a lack of research found showing the 
association between IoT and SCRes[9], [10]. This research 
aims to discuss the potential of IoT on SCRes, and how 
incorporating IoT can overcome obstacles by introducing 
technologies such as RFID and sensors. The effects of IoT on 
SCRes will be explored by concentrating on the main 
characteristics of SCRes. 
 

2. Formulating the Scope of the Search  

Resilience is the way supply chains deal with impending 
vulnerabilities and/or potential disruptions. IoT is an emerging 
technology which has huge potential to enable organisation to 
pro-actively manage supply chain resilience. 
 
 In this scope the following research queries have been 
identified to explore the existing literature: 
 
• Exploring how the SCRes and IoT concepts have been 

industrialized in the literature to identify the current gap 
and potential research possibilities with its implications to 
the field of supply chain resilience? 

• How SCRes are measured? 
• Identifying the key elements in these two concepts and 

how they are related according to the existing literature? 
• Exploring the potential impacts, benefits, challenges and 

considerations from implementing IoT in the field of 
SCRes? 
 

During the search, keywords were used, such as "Supply chain 
resilience" to search for journal articles/conference papers and 
words like "IoT" within the journal articles to show the IT side 
in the papers. This paper used several defined keywords as 
search criteria. The keywords consisted of the phrase “supply 
chain” combined with the following keywords: "Resilience," 
"vulnerability, “Risk,"and "agility" with other keywords from 
the IT fields such as "Information technology," "IT," 
"Technological capability,"ICT," Information and 
Communication technology , "" Internet of things," "IoT," 
"RFID," "Radio-frequency identification," "Big data,". 

 
Figure 1 displays the percentage of research regarding topics in 
both supply chain fields as well as information technology. The 
lack of research on SCRes is evident with only 14% articles. 
Furthermore, despite the importance of IoT and smart 
technology in supply chains, there is further research needed in 
this field with only 11% in IoT articles. However, this research 
found an increasing trend in the number of published journal 
articles in recent years, almost 88% of the selected papers were 
published from 2010 to 2018[11], [12],[13]. This proves that 
the significance and growing interest in this research topic 
highlights the need to expand research in this area. Only one 
article discusses the association between SCRes and IoT and 
shows its importance. This demonstrates that further research 
on this topic is required.  
 

 
Fig. 1. Percentage of journal articles/conferences based on keywords 

3. IoT and supply chain resilience 

Many researchers have studied attributes of supply chain 
resilience. Soni, (2011) has discussed the characteristics of 
SCRes in terms of: flexibility, adaptability, collaboration, 
visibility and sustainability. These attributes enable competitive 
gain as well as reduce the level of disruption in supply 
chains[14]. 

 
In this paper, the effect of IoT on supply chain resilience will 
be discussed based on the supply chain resilience attributes 
shown in Figure 2. 
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Challenges of the traditional supply chains directly affect the 
attributes of SCRes shown in figure 2 that are essential for a 
supply chain that can manage change and reduce disruptions. 
Complexity, increased costs, inaccuracies, and increased risks 
are issue that faced traditional supply chains[15][16]. 
 
Before introducing IoT into the SC, data and information were 
shared to a single actor only, this reduced transparency, as 
opposed to the smart SC which enables collaboration with all 
the needed actors simultaneously. Visibility was also an issue 
because of the lack of real time data and information that 
resulted in errors, inaccuracies and information distortion 
across the supply chains [17]. 
 
Complexity and uncertainty entail many problems in the past 
SC such as mistakes in delivery and new pick up orders that 
resulted in wasted time and costs. The implementation of IoT 
technologies aims to change the business model of traditional 
supply chains, this will lead to redesigning the past business 
models.  

 
Introducing IoT into the supply chain functions will reduce 
costs, complexity and inaccuracies along the chain. Visibility in 
supply chains entails information sharing and transparency in a 
timely manner. This increases confidence in the supply chain. 
Therefore, risks are minimized due to effective response. 
Collaboration requires information to be accessed across 
concerned partners. It is vital in SCRes to ensure reduced 
ambiguity and event readiness as SCRes is network wide. 
Flexibility guarantees that disruptions can be dealt with without 
affecting the supply chain negatively. Flexibility includes both 
velocity and speed of handling functions in the supply chain[9]. 

 
The most recognized definitions in SCRes have included 
aspects of control or connectedness Ponis and Koronis, (2012), 
Ponomarov and Holcomb (2009), Reich (2006) because control 
has a direct effect on reducing the power of disruption or 

catastrophic events in supply chain which is the essence of 
SCRes[1].  

 
IoT can be introduced to add real time aspects and improve 
functions of supply chain resilience. Data mining, the cloud, 
analysis and connectivity are among the methods that exceed 
the traditional SC in controlling and tracking supply chain 
functions through the use of sensors and tags[18]. 

 
Real time identification, traceability and tracking are 
considered to be the quickest methods in which data and 
information are transferred across departments and delivered to 
supply chain actors to aid decision making in emergencies or 
disruptions [19], [20]. 

 
In this paper, Supply chain resilience will be explored by 
targeting four important components: visibility, flexibility, 
collaboration and control.   

3.1 Visibility 

To start with, IoT gives supply chain visibility the ability of 
tracking products, deliveries and services. Time can be used 
more efficiently by reducing labor times and enhancing 
communication. Real time visibility may in turn increase 
productivity and consumers happiness. McFarlane and Sheffi 
Developed an Auto ID method that has enhanced the visibility 
aspect of supply chains where the status of shipments can be 
tracked meticulously throughout the lifecycle of the product. 
However, the main issues facing technological identification in 
the supply chain were also discussed. First, the requirement of 
on demand access from huge databases may compromise the 
trust of data. Second, the accuracy of data sets demands on 
identification tags and readers. Third, electromagnetic 
interference with large scale Auto ID networks[21].  
 
To solve issues of privacy and security in RFID tags, 
researchers have focused on the aspects of RFID in 
IoT[22],[23],[24]. An important issue posed by Majeed and 
Rupasinghe, (2017) is the cost of RFID tags. Where the 
importance of applying visibility through IoT should be 
manipulated in every supply chain. However, the expense 
should be lowered to enable businesses to be able to compete in 
the market[22].  
 
In an effort to increase the trust in extracted data, Yue, (2016) 
applied rule mining to ensure continuous quality in the data 
transmitted in food supply chains with IoT. The use of data 
mining ensures that past mistakes aren’t repeated. This research 
shows that extraction of required data from huge amounts of 
data needs time which may result in mistakes[25].  

 
3.2 Flexibility 

 
Second aspect of supply chain resilience is flexibility. This is 
vital and intertwined with resilient supply chain management as 

Fig 2. Supply chain resilience attributes chain resilience attributes 
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it takes into account aspects of the system, product and process 
such as the ability to reconfigure supply chains as required by 
customers or to customize the information architecture as 
required. With increased connectivity and integration, the 
flexibility of supply chains is bound to increase and simplify 
the process of collecting and exchanging information between 
concerned parties. 
 
Automated and real time supply chains allow more flexibility 
to act and react quickly by introducing smart supply chains and 
self-thinking supply chains[26]. However, there is a lack in 
simulation models and architecture that explain the smart 
supply chain flexibility[9]. 
 
Korpela, (2017) discusses how digital supply chains have direct 
effects on flexibility, such as smart contracts that are employed 
to allow programmable transactions as well as machine-to-
machine communication in Internet of Things[27]. 
 
Closs, (2005) Notes that enhancing the flexibility aspect of 
supply chains through connectivity can have a positive effect 
on the supply chain performance as a whole. This study tested 
information connectivity effects on supply chain flexibility 
through performance measures like quality of products, 
responsiveness, delivery and productivity[28]. 
 
Zhou, (2018) proposed a solution for RFID systems to handle 
the issues of flexibility in current RFID authentication issues in 
the health care arena. Flexibility as well as collaboration aspects 
of supply chains can be attained by tackling issues of RFID 
protocols. This allows an enhanced communication method in 
work settings and handles technological constraints in health 
care. This research also classifies the methods that should aid 
the efficiency of a supply management with information 
technology. Hence, IoT gives supply chains the ability to 
complete tasks, and recover from disruptions rapidly by 
efficiently utilizing the information collected and modelled 
[23]. 

3.3 Collaboration 

Third aspect of supply chain resilience is collaboration. The 
speed of sharing information in real time between partners and 
managers is the key to successful supply chain collaboration. In 
turn, effective collaboration will reduce the possibility for 
uncertainties and unexpected circumstances [9]. 
 
Despite the countless benefits of the interconnectedness of 
sensors and collaboration among departments.  Collaboration 
with IoT may rise disruption, privacy and safety concerns 
especially in health care cases. for example, among a web of 
sensors, a single mistake may prove fatal for a patient [29]. 
 
Lou, (2011) describes functions of supply chain collaboration 
with IoT into purchasing, fabricate, and transport sectors. 
Purchasing domain aims to get real-time data on products. In 

the fabricate sector the main focus is monitoring purposes and 
finally, the transport section relies on locating the product [30].  

3.4 Control 

The last aspect of supply chain resilience is control. IoT and 
real time methods enable enhanced control, planning, quality 
assessing and decoupling of information characteristics as of 
supply chains. Including IoT into supply chain control can 
mitigate the need for the availability of human monitoring 
supply chain functions physically. Nevertheless, virtual 
monitoring exceeds the information collected by humans such 
as sensor information and historical and predicted aspects of 
items[31].  
 
To minimize costs and increase productivity real time control 
is a must. Control methods such as smart grid may be able to 
improve processes and predict outcomes[29].Moreover, costs 
of supply chain control can be mitigated by applying IoT due to 
the information IoT can provide for inventory control, Wang, 
(2018) developed a model by incorporating an immune genetic 
algorithm to handle the time cost of delayed transportation[32]. 
A tool was developed to reduce costs and food waste by 
simulating supply chain functions in the food industry, to find 
problems or monitoring profits and real time tracking and 
control [33]. 
 
Yang, (2015) developed an inexpensive RFID model to allow 
tracking of IoT devices in supply chains using one-to-one 
mapping, possible attacks can be spotted and may use several 
methods at once that resolve security and privacy challenges for 
IoT supply chain[24]. 

4. Discussion 

Data availability is not the biggest issue in supply chains. The 
real issue is about successfully handling and analyzing data to 
gain real insight into decision making [20]. Redesigning supply 
chains using IoT technologies offer SCRes many abilities to 
overcome the weaknesses in traditional supply chain 
management such as lack of flexibility or difficulty in the 
decision-making process. The redesign of outdated methods in 
supply chain to incorporate smart technologies also allows for 
enhanced sustainability and simplifies the product quality 
analysis [34].   
 
Sensors and machine learning approaches provide SCRes 
predictive capabilities to mitigate risks as the supply chain 
acquires self-learning capabilities, or reducing the effects of 
risks in cases of a fire or accidents in production by sending 
warning signals, then quickly handling the situation with the 
assistance of real time monitoring and effective flow of 
information.  
 
The application of smart technologies can affect the supply 
chain from various dimensions to guarantee a resilient chain. 
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To start with, IoT enhances aspects of supply chain visibility 
through advanced transparency across the SC, it enables 
accuracy and reliability of transmitted data. Thus, supports the 
decision-making process and trust from consumers and partners 
increases. Second, Smart technologies can advance the supply 
chain flexibility by providing the chain with constancy and 
capability to tolerate accidents by the application of 
programmable processes such as smart scheduling methods.  
 
Third, Machine to human collaboration is the main aim of 
supply chain collaboration. Connectivity and automation of 
collaboration activities enables synchronization among partners 
through IoT enabled productivity and delivery. 
 
Fourth, Information gathered from sensors in real time 
monitoring and control delivers intelligent control in supply 
chain. This will ensure security throughout the chain. 
Moreover, improved management of products and services 
increase the ability to track resources in real time. The accuracy 
in inventory control enhance SC agility by speeding up 
information flow processes. Therefore, IoT delivers promising 
potential to address supply chain resilience, speed to handle 
errors and strong analysis on big data. Figure 3 displays the 
effect of IoT on SCRes in terms of visibility, flexibility, 
collaboration and control. 

 

 
 
 

5. Conclusion 

In this research, we presented a framework for supply chain 
resilience based on IoT technologies. Resilience is compulsory 
in supply chains to undergo short term processes and become 
more robust in the long run. We focused on four important 
aspects of resilient supply chains: visibility, flexibility, 
collaboration and control. Due to the lack of research 
discussing the effect IoT has on SCRes, our research has 
focused on the use of smart devices and IoT technologies in 
redesigning traditional supply chains through four dimensions 
that ensure a resilient SC. Functions in supply chains such as 

tracking and tracing of products and thorough information flow 
across the chain can become more effective by introducing 
smart technologies. IoT promises timely and accurate 
information throughout the supply chain with data and 
information perceived in real time. However, few articles have 
been found in the topic of supply chain resilience with IT 
background. It’s clear that there are several directions and 
opportunities for further research in the area of resilience and 
in the supply chain when connecting it with IT field in general. 

 
Despite the growing interest towards IoT, minimal researches 
have been carried out for its application in supply chain 
resilience [9],[10] and based upon the literature review 
discussed earlier, the problems/gaps can be summarized as 
follows: 

• Huge databases may compromise the trust of data.  
• The accuracy of data sets demands on identification   

tags and readers.  
• Electromagnetic interference with large scale Auto ID 

networks. 
• Privacy and security in RFID tags.  
• Lack in simulation models and architecture that explain 

the smart supply chain flexibility metrics and measures 
in IoT.  

• Privacy and safety concerns in information sharing. 
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